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ABSTRACT

Visual Sensor Network (VSN) is a network of distributed battery-powered low-cost cameras and CMOS
image sensors, each with the capability of capturing, processing, sending, and receiving images. VSN
applications include remote monitoring, Security, elderly assistance, Visual Ubiquity, home monitoring,
tracking. The highly sensitive nature of images makes security and privacy in VSNs even more important
than in most other sensor and data networks. However, the direct use of security techniques developed
for scalar WSN will not be suitable for VSN due to its resource constraint. Hence light weight security
mechanisms need to be explored. In this chapter the challenging security issues at various layers in
VSN are addressed. It also fosters discussion on privacy protection techniques like subjective privacy,
Video masking techniques and identifies recent trends in VSN security and privacy. A discussion of open
research issues concludes this chapter.

INTRODUCTION

The modern advancements in CMOS technology and micro electro mechanical systems, the traditional
scalar Wireless Sensor Network (WSN) equipped with low cost digital cameras, fostered it to sense and
transmit the visual data and conceived as Visual Sensor Network (VSN).The camera attached sensor
nodes are called as VS node, and each such node has the ability to capture, manipulate and transmit
image data to the base station or sink node using intermediate forwarding nodes in multi hop fashion.
Usually the sink node will act as aggregator, it is more powerful and it will act as a gateway. The sche-
matic architecture of VSN can be as shown in Figure 1. A sensor node defined as an embedded system
with one or more sensors, micro controller, transceiver and a battery unit capable of sensing, processing
and transmitting. Figure 2 shows the architecture of sensor node or mote.
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Figure 1. Visual Sensor Network
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The VSN differs from their predecessor scalar wireless sensor networks basically in two aspects.
They are type and volume of pixel data being captured and transmitted. The inherent resource constraint
nature of WSN in computation, memory, bandwidth and energy makes the visual sensor network designs
more challenging for image transmission.

VSN APPLICATIONS

In Visual Sensor Network the VS nodes are arrayed in places where they can be used to monitor envi-
ronmental conditions by cooperating and communicate with each other over the wireless communication
channels.

Visual Sensor Networks will enrich the existing sensor network applications such as tracking, envi-
ronmental monitoring, industrial control and smart home systems. Yet quite a lot of new commercial
applications are emerging out (Hemant, Subhas, Xiang & Nagender (2015), (Bambang & Song, 2010).
Figure 3 shows some of the applications of VSN. They are:

e  Visual Surveillance: Low cost image sensors will be used to enhance and complement existing
mission critical systems against criminality and terrorism like surveillance systems. The scal-
able visually equipped sensor network can extend the ability to support law prosecution activities
to monitor zones, communal events, private stuffs, and hard to access areas like borders, high
mountains.

o  Traffic Monitoring and Control: The cheaper, easily organisable VSNs when deployed to moni-
tor and regulate the vehicular traffic over the civilian structures such as highways, bridges. The im-
age data or video streams along high level image processing system, the traffic COPS can enforce
the rules and law of civilian bodies.

503



19 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/visual-sensor-networks/213818

Related Content

Microblogs, Jasmine Revolution, and Civil Unrest: Reassessing the Emergence of Public Sphere
and Civil Society in People's Republic of China

Kenneth C. C. Yangand Yowei Kang (2019). Censorship, Surveillance, and Privacy: Concepts,
Methodologies, Tools, and Applications (pp. 1153-1178).

www.irma-international.org/chapter/microblogs-jasmine-revolution-and-civil-unrest/213848

The USA Electrical Grid: Public Perception, Cyber Attacks, and Inclement Weather

Eugene de Silvaand Eugenie de Silva (2019). National Security: Breakthroughs in Research and Practice
(pp. 659-672).

www.irma-international.org/chapter/the-usa-electrical-grid/220907

Algorithms vs. Hive Minds: Preserving Democracy's Future in the Age of Al

Rick Searle (2019). Censorship, Surveillance, and Privacy: Concepts, Methodologies, Tools, and
Applications (pp. 135-148).

www.irma-international.org/chapter/algorithms-vs-hive-minds/213798

Reconciling the Needs for National Security and Citizen Privacy in an Age of Surveillance
Kenneth L. Hacker, Bridget Acquah-Baidooand Anthony Epperson (2016). Ethical Issues and Citizen
Rights in the Era of Digital Government Surveillance (pp. 78-102).
www.irma-international.org/chapter/reconciling-the-needs-for-national-security-and-citizen-privacy-in-an-age-of-
surveillance/145563

Evaluation of Keystroke Dynamics Authentication Systems: Analysis of Physical and Touch
Screen Keyboards

Moustafa Daferand Mohamad El-Abed (2017). Developing Next-Generation Countermeasures for
Homeland Security Threat Prevention (pp. 306-329).
www.irma-international.org/chapter/evaluation-of-keystroke-dynamics-authentication-systems/164727



http://www.igi-global.com/chapter/visual-sensor-networks/213818
http://www.irma-international.org/chapter/microblogs-jasmine-revolution-and-civil-unrest/213848
http://www.irma-international.org/chapter/the-usa-electrical-grid/220907
http://www.irma-international.org/chapter/algorithms-vs-hive-minds/213798
http://www.irma-international.org/chapter/reconciling-the-needs-for-national-security-and-citizen-privacy-in-an-age-of-surveillance/145563
http://www.irma-international.org/chapter/reconciling-the-needs-for-national-security-and-citizen-privacy-in-an-age-of-surveillance/145563
http://www.irma-international.org/chapter/evaluation-of-keystroke-dynamics-authentication-systems/164727

