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ABSTRACT

Smallandmedium-sizedenterprises(SMEs)represent99%ofenterprisesinGermanyandmorethan
95%intheEuropeanUnion.Giventherecentincreaseofnaturaldisastersandman-madecrisesand
emergencies,itseemsanimportanteconomicgoaltoascertainthatSMEsarecapableofmaintaining
theirwork,revenueandprofitatanacceptablelevel.AccordingtoISO22301,businesscontinuity
management(BCM)isaholisticmanagementprocesswhichidentifiespotentialthreatsandtheir
impacttoanorganizationandservesasaframeworktoincreaseorganizationalresilienceandresponse
capabilities.PriorresearchidentifiedthatBCMisunder-representedinSMEsandthattheirsecurity
levelispartiallyinanuneconomicalrange.Thisarticlepresentstheanalysisofinterviewswith19
independentmicroenterpriseshighlightingfindingsontheirlowcrisisawareness,varyingtechnical
dependency,existingactionstrategiesandcommunicationstrategiesandproposingacategorization
ofmicroenterprisesaspreventivetechnicians,data-intensivechainsorpragmaticjumpers.
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1. INTRodUCTIoN

Thesafetyofsmallandmedium-sizedenterprises(SMEs)iscrucialfortheEuropeaneconomy(Storey,
2016).Currentreportsindicateanincreasingnumberofnaturaldisasters,i.e.earthquakes,floodsand
hurricanes,aswellasman-madecrisesandemergencies,i.e.accidents,economicsanctions,terror
attacksanduprisings(MunichRe,2016;Statista,2017).Thus,ensuringthecontinuityandeconomic
performanceofSMEsduringsucheventsisanecessaryissueforbothpracticeandresearch.Business
continuitymanagement(BCM)isbecomingincreasinglyimportantsinceprecautionplanningand
responsecapabilitiesarejustasvitalasplanningthegrowthandsuccessofenterprises(Herbane,
2010).Nonetheless,researchcontributionsindicatethatSMEsarenotalwaysasprotectedasnecessary
(Reuter,2015).AccordingtoastudybyForresterResearch,approximately45%ofUSandEuropean
SMEshavenobusinesscontinuityconcept;asamajorreasonfortheissuesofSMEstocatchup
intheareaofBCM,manyexpertsarguethatthecorrespondingstandardsaretoocomplexandthat
theirimplementationisnotaffordableandtoocostlyforSMEs(Thiel&Thiel,2010).Anotherstudy
oftheEuropeanNetworkandInformationSecurityAgencysuggeststhatSMEsoftenhaveapoor
understandingofprotectingtheirinformationandalackofresourcesandexpertise(ENISA,2009).As
aresult,SMEscannotmeetsecurityandprivacyrequirements.Especiallymicroenterprises,defined
asenterpriseswithlessthantenemployees(EuropeanCommission,2005),thereforeasubgroupof
SMEs,faceparticularchallengesintermsofbusinesscontinuityandefficiencyofsecurityconcepts,
suchastimeandcostefficiency,availabilityofpersonnelandmaterialresources,aswellasadequacy
andprofitabilityofspecificmeasures.Anotherproblemisthatonlyafewriskmanagementframeworks
arescalabletomicroenterprises(GalanMansonetal.,2015).Inaddition,duetotherelativelylow
likelihoodof,forexample,poweroutagesinWesternEurope,generalpreparationforsuchdisasters
isnotoptimal(Birkmannetal.,2010).

Theaimofthestudyistogaininsightintothemicroenterprises’perception,extentofimpairment
and measures taken during the 2013 Power Failure in Siegen (Germany) and similar incidents.
Althoughprevious researchsuggests that fewSMEshavebusinesscontinuityplansandsecurity
measuresingeneral,littleresearchfocusesonthespecificissuesofmicroenterprises.Thus,itseemsto
beimportanttoinvestigatetheperceptionandimplementationofBCMmeasuresbymicroenterprises
in the event of a disaster. The core study analyzes BCM regarding micro enterprises. However,
sincetheyareasubsetofSMEs,theconsiderationofSMEliteratureisrequired.Thisarticleseeks
toprovideexploratoryandpracticalinsightsontheresearchquestions“Howdomicroenterprises
perceivebusinesscontinuitymanagement?”(RQ1)and“Whataremicroenterprises’strategiesfor
preventingorovercomingbusinessdisruptions?”(RQ2).

Thearticle followswith foundationsand relatedworkonSMEs,BCMand issuesofSMEs
implementingBCMmeasures(Section2).Furthermore,aresearchgapispresented.Thereafter,the
methodologyoftheempiricalinvestigationanditsexactprocedurearediscussed(Section3)and
theresultsofthecase-by-caseanalysis,in-depthanalysisaswellasgroupcomparisonsandlabeling
arepresented (Section4).Thearticleconcludeswitha summaryof results, its contributionand
contextualizationwithexistingresearch,thestudy’slimitationsandanoutlookforfutureresearch
(Section5).Theresultshighlightthetopicsofcrisisawareness,technicaldependency,actionplansand
communicationplansinmicroenterprises,distinguishingbetweenthetypesofpreventivetechnicians,
data-intensivechainsandpragmaticjumpers.

2. RELATEd woRK

ThissectionprovidesaliteraturereviewonthecharacteristicsanddefinitionsofSMEsandBCM.
Furthermore,thedistributionofBCMinSMEs,withaspecialfocusonmicroenterprises,arediscussed
tomotivatetheresearchgapaddressedinthisarticle.
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