
�0�  

Chapter XXXIX
Bioterrorism Response and IT 

Strategies
David A. Bray

Emory University, Goizueta Business School, USA

Copyright © 2008, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.

introduction

Most analyses of possible future bioterrorism 
events predict they may be similar to the anthrax 
events of 2001. Specifically, a limited population of 
individuals may experience morbidity or mortal-
ity, but the concern, panic, and worry stirred up 
by the threat will catch the attention of the entire 
nation. If public health IT is to help with bioter-
rorism preparedness, it needs to not only address 
the mitigation of civilian illnesses and deaths, but 
also help to manage individual and societal fears 
springing from the real or threatened occurrence 
of such an event. 

background

In order to understand how public health informa-
tion technology can aid public health prepared-
ness in terms of bioterrorism preparedness and 
associated emergency response, it is apt to start 
with a definition of bioterrorism. In 1998, the 
U.S. Department of Health and Human Services 
(DHHS) appointed the Centers for Disease Control 
and Prevention (CDC) to coordinate and lead the 
overall planning effort to upgrade national public 

health capabilities to respond to biological and 
chemical terrorism. This action complemented 
the CDC’s established mission, specifically, to 
promote health and quality of life by preventing 
and controlling disease, injury, and disability 
(Gerberding, 2005). 

In establishing the Bioterrorism Preparedness 
and Response Program (BPRP) within the CDC, 
DHHS framed the context of bioterrorism as the 
use or threatened use of biological agents or toxins 
against civilians, with the objective of causing 
fear, illness, or death. The CDC was charged by 
DHHS to coordinate and assist local and state 
public health and medical officials with the detec-
tion, identification, and response to a bioterrorism 
event. BPRP has developed several public health 
IT solutions to support these objectives (Kun & 
Bray, 2003; RAND Science and Technology Policy 
Institute, 2001).

Moreover, the CDC has distributed federal 
funds to support the Laboratory Response Net-
work (LRN). The LRN serves as a network of labs 
prepared to respond to biological and chemical ter-
rorism, and includes state and local public health, 
veterinary, military, and international labs. LRN 
labs are designated as either national, reference, or 
sentinel labs depending on the types of tests they 
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can perform and their containment facilities (i.e., 
lab capability). Since its launch, the LRN specifi-
cally has been involved with the anthrax events 
of 2001, the severe acute respiratory syndrome 
(SARS) events of 2003, and the ricin events of 
2003 to 2004. The LRN represents a partnership 
that includes the Association of Public Health 
Laboratories (APHL), the CDC, the Department 
of Defense (DoD), the Federal Bureau of Investi-
gation, and other collaborating entities. There are 
several key public health IT components to the 
LRN (Bray, 2003; Morse et al., 2003). 

it approachEs usEd in 
rEsponsE to biotErrorism

Public health IT can help with the detection and 
investigation of a bioterrorism event by advocating 
standards in the electronic reporting of collected 
epidemiological data and results at the local, state, 
and federal levels. Furthermore, public health IT 
can advocate standards in the routing and secu-
rity of data. Routing and security differ as they 
represent how data are transported semantically 
from one location to another, as well as how data 
are made available to authorized users only. Cur-
rently, while there are several efforts to standardize 

hospital and public health data, several areas key 
to public health surveillance efforts lack definitive 
standards for electronic collection, routing, and 
security of data (Devadoss, Pan, & Singh, 2005; 
U.S. General Accounting Office [GAO], 2003). 

BPRP has invested public health IT resources 
into an aberration detection solution known as the 
Early Aberration Reporting System (EARS). The 
EARS tool was developed to facilitate the analysis 
of public health surveillance data. The primary 
purpose of the EARS tool was to provide state and 
local health departments with the ability to apply 
aberration detection methods of proven degrees of 
sensitivity to either collected count or rate data. 
As the EARS tool is neutral when it comes to the 
specific data type or format being collected, public 
health professionals can analyze different types of 
data (e.g., 911 calls, ER [emergency room] data, 
school absenteeism data) using the same system 
(CDC, 2002; Kun & Bray, 2003). 

In addition to providing the code for the EARS 
tool freely to state and local public health depart-
ments, BPRP also has provided drop-in surveil-
lance assistance for high-profile events, chiefly via 
site-specific implementations of the EARS tool and 
other tools. Such events included the 1999 World 
Trade Organization Meeting in Seattle, the 2001 
Democratic National Convention, and the 2001 

Figure 1. Timeline of a hypothetical bioterrorism response
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