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ABSTRACT

The objective of this chapter is to discuss the concept and practices of cyber supply chains (CSC) in the 
manufacturing context. Technological advancements are drastically transforming the manufacturing 
industry, which in turn drives the need for a digitally integrated supply chain. While CSC has its share 
of benefits, it is also vulnerable to cyber threats. In order to mitigate the risks, comprehensive security 
measures must be undertaken in the areas of technology, organization, governance, and culture, and 
they must be integrated into the company’s established risk management processes. To ensure a resilient 
CSC, all members of the supply chain network must play a role to protect their respective systems from 
potential breach.

INTRODUCTION

In an effort to improve business agility and responsiveness to changing market requirements, many 
manufacturing companies are decentralizing non-value adding activities by outsourcing. The anticipated 
benefits of outsourcing are to improve profitability and operating efficiency (Gonzalez, Gasco & Llopis, 
2005), reduce capital investment (Lynch 2004), improve business focus (Baldwin, Irani & Love, 2001, 
Weerakkody, Currie and Ekanayake, 2003), enhance flexibility (Jennings 2002; Lynch 2004), and to gain 
a competitive advantage (Clott, 2004). This widely adopted business model only solves manufacturer’s 
perennial priorities around cost, growth, risk sharing, and supply chain efficiency. However, achieving 
the appropriate level of supplier visibility is key, along with investment into greater technology enable-
ment to have an agile and transparent supply chain.
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KPMG International’s Global Manufacturing Outlook (GMO) Report (2015) shows that while manu-
facturers are concerned about supplier performance and capacity, the visibility into supplier organizations 
remains surprisingly low. According to the report, only 14% of respondents (out of 386) claim to have 
complete supplier visibility into Tier 1 (manufacturers’ direct suppliers), Tier 2 (Tier 1 supplier’s sup-
plier) and beyond. One of the primary condition for a supply chain to be effective is by integrating the 
members of the network to ensure an undisrupted information flow. Add transparency to the equation 
and it in its entirety becomes a requirement that is achievable by digitally integrating the supply chain, 
or in the course of this chapter, otherwise termed as the cyber supply chain (CSC).

The advancements in technology has been pivotal in transforming the physical supply chain into an 
integrated CSC. CSC provides tremendous advances in efficiency and effectiveness.(Linton, Boyson, & 
Aje, 2014). The benefits of digital integration and collaborations are realized through low cost but rapid 
transmission of information’s which facilitates joint planning and reaction to events, in real-time, by all 
stakeholders. When integrated for manufacturing, data and information technologies bring intelligence 
and insight that enables fact backed-up decisions.

This chapter is intended to address this deficiency by comprehensively examining the concept and 
practices of CSC in a manufacturing context. It is also aimed to provide awareness into the nature of CSC 
risks and recommend best practices in implementing CSC. Due to the limited literatures pertaining to 
CSC specifically, this chapter has applied general supply chain management literatures to CSC context 
while duly differentiating the uniqueness, where applicable.

BACKGROUND

Manufacturing is one of the leading industries of the global economy and is projected to undergo a 
major transformation driven by power of digitalization. Manufacturing industry’s share of GDP has re-
mained stable over the last 40 years. According to United Nations Industrial Development Organization 
(UNIDO), the total contribution of the entire manufacturing sector to GDP, measured as manufactur-
ing value added (MVA), reached an all-time high of $9,228 billion in 2014. The MVA of developing 
and emerging industrial economies (DE IEs) for the same year increased 2.4 times from 2000, while 
their GDP doubled (UNIDO, 2015). Inarguably, manufacturing remains a key driving force of overall 
economic growth globally.

UNIDO Director General, Mr. Li Yong recognized that the technological change shall become one 
of the main drivers of long-term growth for the industry:

“In the coming decades, radical innovations such as the mobile internet, the Internet of Things and cloud 
computing are likely to revolutionize production processes and enhance living standards, particularly 
in developing countries”, he envisioned. 

These rising trends are promising evidence that the digitalization of manufacturing industry will 
dramatically transform the way companies operate in many areas – from Research & Development 
(R&D) efficiency and faster product launches to supply chain improvements, better operations services 
and more efficient processes. Oliver Wyman, one of the leading management consultancies in the world, 
predicts that the global annual margin impact of digital industry across discrete manufacturing in 2030 
could be an estimated US$1.4 trillion (Oliver Wyman, 2016).
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