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ABSTRACT

This chapter reviews past radio frequency identification (RFID) literature within the fast-moving con-
sumer goods (FMCG) industry and the impact of consumer benefits on the perceived risks of item-level
RFID. Two new categories are used to measure this impact; the separation of consumers’ interactions
with the technology to in-store and after-sales allows the consumers expectation of privacy to changes
depending on the surrounding environment. A quantitative survey on primary household grocery pur-
chasers within the USA revealed that while consumers are aware of the associated privacy risks after
sale, they would be willing to use the technology, given sufficient benefits. This important step in RFID
literature changes the conversation from a privacy risk management focus to a balanced integration of
the technology, focusing on consumer benefits to manage the roll-out within the FMCG industry.

INTRODUCTION

As technology moves forward, modern society will see a future where all devices are connected to the
Internet — a ‘connected future’ (Burrus, 2014). While the concept of a connected future remains in its
infancy, it is built on an expectation of the future and our way of life. In much in the same way social
media networks have evolved to become a fundamental part of day-to-day life, the ‘Internet of Things’
(IoT) paradigm will soon become embedded as a part of life over the globe, as “by 2025 Internet nodes
may reside in everyday things — food packages, furniture, paper documents, and more” (National Intel-
ligence Council, 2008, p. v.).
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The “Internet of Things” term is used to describe an eco-system of Internet-connected devices that
can either send or receive information between one another. This information is gathered, stored and
processed over time to create a complex information database to allow the device to produce a more
accurate outcome for the end user/business (Morgan, 2014).

To understand the implications for global firms shifting their products and services in recognition
of the IoT, there is a focus on implementation opportunities within the Fast Moving Consumer Goods
(FMCQG) industry. Due to a large number of goods and the way that FMCG touches the lives of every-
one, this is likely where the IoT will become a part of everyday life (Kukard & Wood, 2017, p. 22). For
FMCG companies to gain the most out of IoT integration, they are going to have to incorporate item-level
RFID / Near-Field Communication (NFC) into their packaging, each tag with its electronic product code
(EPC). The EPC is a string of numbers, similar to a barcode but much longer. It is this unique identi-
fier that gives the IoT ecosystem its power. Item-level passive RFID and NFC has been chosen as the
main focus in this chapter, as opposed to active RFID, Wi-Fi or Bluetooth technology as it has a much
lower production cost. As we are looking at the FMCG industry, consumer goods usually have a much
lower absolute sales price. Therefore, it is likely a low cost and easily mass-produced technology such
as RFID / NFC would be used.

This chapter will focus on the history of RFID research, consumers’ perceptions of item-level RIFD
and the role it will play in the future of the FMCG industry. The focus on consumers’ perceptions re-
mains important as,

One of the major continuing conversations with RFID research is the potential for mass data collection on
a level that, in theory, could cause major privacy issues for consumers. When RFID tags are introduced
at an item-level, the ability to track objects or consumers through their use of the items could become a
lot easier. The introduction could lead to consumers becoming responsible for the objects they purchase,
information collection while within stores to build a personalized advertising campaign or objects that
punish misbehavior and criminals using the system to their advantage. These types of privacy concerns
are well documented. (Kukard & Wood, 2017, p. 23)

This chapter first addresses the background use of RFID in the FMCG industry. The focus is on cur-
rent RFID research trends and related technologies; there is a strong emphasis on understanding how to
implement the technology given consumer concerns about their privacy. Next, several hypotheses are
generated and the research method is explained. We then present the research results and discuss the
implications.

BACKGROUND

The use of RFID, especially on the scale required for integration into the FMCG industry will require the
development of global information databases that will support the adoption of RFID and the IoT. While
there are recognized cost barriers to firms seeking to adopt these technologies (Owunwanne & Goel,
2016; Lanfranchi, Giannetto, & De Pascale, 2016), a key challenge will continue to be the consumer ac-
ceptance of these changes. Such consumer acceptance of the technology has historically proven difficult
with a majority of research highlighting privacy and security concerns (Kukard, 2015). Therefore, an
overview of past research on RFID use will be reviewed, focusing specifically on privacy and security
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