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ABSTRACT

Therehasbeenafast-growingdemandforcybersecurityprofessionalstodefendcyber
spaceandinformationsystems.Withmoreandmoreprogramsandcourseofferings
incybersecuritypoppingupinhighereducation,itisimportanttohaveaconsistent
and reliablequality standard toguideandevaluate the trainingandpreparationof
qualifiedcyberdefenseworkforce.ThenationalCentersofAcademicExcellencein
CyberDefenseEducation(CAE-CDE)designationprogramjointlysponsoredbythe
USNationalSecurityAgency(NSA)andDepartmentofHomelandSecurity(DHS)
isa rigorousnationalstandardwithspecificcriteria formaintaining thequalityof
cybersecurity education. This article explains the CAE-CDE program criteria and
requirementsanddiscussestheimportantroleofthespecialdesignationinimproving
cyber defense education and workforce development. This article illustrates the
educational value and quality impact of the CAE-CDE program with three case
studies:(1)UniversityofMissouri–St.Louis;(2)AmericanPublicUniversity;and
(3)RobertMorrisUniversity.
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1. INTRoDUCTIoN

Thispaperusescase studies toexplore the important topicofhow to improve the
quality of cyber defense education in the United States through national standard
alignment.CyberdefenseisthecoreaspectofCybersecurity,whichhasbeenafast-
growingcareerfieldandanimportantareawithincreasingdemandandopportunities
forhighereducation. Informationsecurityanalyst isonlyoneof thecybersecurity
careertitles.AccordingtoU.S.DepartmentofLaborBureauofLaborStatistics(BLS),
employmentofinformationsecurityanalystsisprojectedtogrow28%from2016to
2026,muchfasterthantheaveragegrowthratesof7%foralloccupationsand13%
forallcomputerrelatedoccupations(U.S.DepartmentofLabor,2018).

ThelatestcybersecurityworkforceframeworkpublishedbytheNationalInitiative
forCybersecurityEducation(NICE)recognizesthegrowingneedforanintegrated
cybersecurityworkforcewithtechnicalandnon-technicalrolesfororganizationsto
address their cybersecurity challenges and implement their missions and business
processesconnectedtocyberspace.TheNICECybersecurityWorkforceFramework
(NCWF) emphasizes that “academic institutions are a critical part of preparing
and educating the cybersecurity workforce” (National Initiative for Cybersecurity
Education, 2017). A recent study shows that top U.S. universities were failing at
cybersecurityeducationwithalackofcybersecurityrequirementsforgraduatesand
aslowchangeincurriculumandcourses(White,2016).However,itisencouraging
toseemoreandmore2-yearand4-yearacademicinstitutionshavestartedtooffer
cybersecuritydegreeprogramsandcoursesacrossthecountry.Qualityassuranceis
neededforcybersecurity-relateddegreeprogramstomeethighcybersecurityacademic
standardsinordertopreparethegraduatesforthegrowingnumberofcybersecurity
positions(NationalInitiativeforCybersecurityCareersandStudies,2017).

ThenationalCentersofAcademicExcellenceinCyberDefenseEducation(CAE-
CDE)designationprogram jointly sponsoredby theUSNationalSecurityAgency
(NSA)andDepartmentofHomelandSecurity(DHS)isanationalqualitystandard
forcertifyingandmaintaininghighqualityofcybersecurityeducationwithrigorous
andconsistentrequirementsforprogramevaluationandclosealignmenttospecific
cybersecurityknowledgeunits.Outofover5300collegesanduniversitiesintheU.S.,
onlyabout200ofthemhaveachievedtheCAE-CDEdesignationstatus.Attendance
ataCAEschoolwillgivestudentsconfidenceinlearning,andadegreefromaCAE
schoolwillgiveemployersconfidenceinhiring(NationalInitiativeforCybersecurity
CareersandStudies,2017).

Thispaperwill describe thebackground forCAE-CDEprogram,highlight the
importantapplicationanddesignationcriteria,andusethecasestudymethodology
topresent threedifferentcasesofacademic institutionswithdifferentCAEstatus:
University of Missouri – St. Louis (UMSL), American Public University System
(APUS),andRobertMorrisUniversity(RMU).Thegoalofthestudyistoillustrate
theimportantroleoftheCAEdesignationandtheapplicationprocessinimproving
thequalityofcybersecurityeducationandworkforcepreparationattheseinstitutions
throughalignmentofanationalstandardforqualitycontrol.
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