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ABSTRACT

Ubiquitouscomputing is the futureof technologyas the listofubiquitouscompatibledevices is
growing.Theambientnatureofthistechnologygenerateshighusageinnotablypopulatedcountries
andpopularcities suchasBelgium.Thepresentarticleassesses theethical issuesofubiquitous
technologyinBelgium.Theuseofubiquitoustechnologieshereisprevalentandcoincidingthisis
variousethicalissues.Oneofthemanyethicaltheoriescommonhereisculturalrelativism.Amajor
issuehereisthemishandlingofdataleadingtoprivatedatabeingutilisedunethically.Thisisan
occurringincidentthathashappenedinBelgiumrecentlyandotheraccountsofissueswithinEurope
andoutsideofEuropehavebeenidentified.NewEuropeanUnionlawshavebeenimplementedto
helpeliminateanyfurthermisconductbutlargemulti-nationalcompaniesarenotprovidingclarity
ontheirusethus,leadingtothemisuseofdata.Although,thedatabeingprovidedtothesecompanies
issolelydowntothedecisionoftheuser.
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INTRoDUCTIoN

Theevolutionofcomputersinthelastdecadehasbeenhugeandpeopleinsocietyusecomputers
throughtheobviousapproachessuchasPC’sandlaptopsbutmoreandmoreavenueshavebeen
explored to utilise the benefit and influence that these digital companions have (New Scientist,
2013).Ubiquitouscomputingistheideaofhavingcomputersaroundhumansandembeddedinto
societyfromthemomentahumanstartstheirdayand,insomeinstances,itmayapplywhenhumans
areasleepthroughvarioussleeptrackingapps(Knobloch,2018).Manypeoplecanmisunderstand
ubiquitouscomputingandseeitasanotherformofdesktopcomputingbecauseithas“computing”
inthetitlebutitisaverydifferentformofcomputing.Itcanhappenonanydeviceatanytime,in
anyplace(Rouse,2016).

Thedevicesthatitoccursinthemostarewirelessembeddednetworkdevicesthatareincorporated
intodailylifesuchassmartphones,wearabletechnology,bankcardsandevensomehomeappliances.
Thetermubiquitouscomputingcanalsobeinterpretedaspervasivecomputingortheinternetofthings.
Oneofthemanygoalsofpervasivecomputingistomakedevicessmarterandimplementtechnology
todevicesthatarenon-technological(Rouse,2016).These“smart”devicescanbeundetectedby
humansandthesetechnologiesmaybetakingpersonalinformationfromthem.Forinstance,wearable
technologysuchasfitnesstrackers,theyretrievepersonaldatasuchasheartrateandotherhuman
details.Althoughhumansagreetothewithdrawalofinformationthroughtheestablishedapp,some
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termsandconditionsofsomecompaniesmayleadtomisuseofyourpersonaldata.Examplesof
devicesthatapplytoubiquitousandpervasivecomputingisanApplewatchortheAmazonEcho.

Background
Anexampleofpervasivecomputingisgettingatraditionalappliancesuchasawatchandturningit
smart(NewScientist,2013).Implementingcomputersintothingsaroundhumansandsocietythat
allownewinteractionsandexperiencecanbeattractive,butthisattractioncanoverlookandmask
whatisreallygoingon.Ethicalissuescanappearanywhereincomputingandthisisnoexception
whenubiquitouscomputingisapplied.Ubiquitouscomputingcanbehighlydependableonculture
andinBelgium’scase,culturalrelativismisaproblem.FormajorcitiessuchasLondon,Parisor
Brussels,ubiquitouscomputingisprevalent.Theselocationshavealargerpopulation,consequently
leadingtoalargerusageoftechnology.Although,thislargerpopulationcanhaveitsdownfallsas
therearemoreopinionsandaltercationswiththetechnologybeingapplied,someofthepopulation
haveanurgetooptoutofthistechnologicalenvironmentassomefeelthatitmaybeethicallywrong
forcompaniestoapplyubiquitouscomputingtechniquesastheyfeelitcanimpedeprivacy(Hilty,
2014).Mostofthepopulationagreetoubiquitouscomputingmethodsasthesepopularcitiesare
culturally ‘modern’. Furthermore, perspective onubiquitous technology is socially accepted and
implemented(NewScientist,2013).Muchofthepopulationsufferfromculturalrelativismwhich
definessocietiesmoralviewsandbeliefs.

Societiesthathaveanethicalattitudeofculturalrelativismfailtoestimatethequalityandvalue
oftheirdata(TheEconomist,2017).Thiscanbeahugeproblemindatasecurityasthepopulationis
negligentinthetransferoftheirdata.Ubiquitouscomputingconsumesdatamorethananyothertype
oftechnologybecauseonitsambientnature(BecciDaLaRiviere,2018).Manycasesofunethical
actionsthroughubiquitoustechnologythroughoutEuropeanandNon-Europeancountriesarerelated
tothemishandlingofdata.Thecauseofthismishandlingofdataisarguedupon.Inanarticlefrom
(Gibbs,2017),Facebookplacesblameontheuserswhoprovidethedatawhichrelatestocultural
relativismwhereas,inthecaseoftheBelgacomhack,anegotisticapproachfromothercountriesis
regardedtobetheproblem.

EVALUATIoN

Ubiquitous Computing outside of Europe
Asstatedintheintroduction,ubiquitouscomputingisfundamentallyimplementingcomputational
capabilityintoeverydayobjectsaroundus(Yogesh,2018).Thiscanmeandevicesthatareusedin
dailylifecanbe‘smart’ toincompetenttechnologyusers.Recently,reportsofleakeddocuments
fromtheCentralIntelligenceAgency(CIA)statethattheAmericanagencycanhavetheabilityto
hackintoTV’sandutilisethesmartfunctions.ThehackisonlyapplicabletosmartSamsungTV’s
(Calore,2017).The leakeddocumentexposeshacking toolsandsoftware thatwasdevelopedby
theCIAincooperationwithBritishIntelligence.Thedocumentrevealedafeaturecalled‘FakeOff
Mode’whichwasinsertedSamsungtelevisions.Ifthismodewastriggered,itwouldgivetheuser
theillusionthatthedeviceisturnedoff.Thiswouldallowtheoperativestogainaccesstoaudioor
potentiallyvideodependingontheTV’scapabilities,toretrievedatafromtheroomthatthetelevision
islocatedin(Calore,2017).

Theeraofubiquitouscomputingcanreallyquestiontheprivacyofhumanlives.Themajorityof
objectsaroundeverydaylivingcouldpotentiallybeaccessiblebyhackerswhichcreatesadischarge
ofworryforindividuals(Scutti,2017).AnttiOulasvirta,leaderoftheHelsinkiPrivacyexperiment
whichwasconductedatAaltoUniversity,Finlandfoundfromresearchthattheubiquitoussurveillance
techniquesarerelatedtoahumanequivalent,neighbours.Oulasvirta’sbelievesthatthistechnology
infringementisnodifferenttoaneighbour(Scutti,2017).Although,theonlydiscrepanciesarethat



 

 

5 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/the-assessment-of-ethical-issues-within-

ubiquitous-computing-in-belgium/210617

Related Content

Free Media and Bank Reforms in West Africa: Implications for Sustainable

Development
Toyosi Olugbenga Samson Owolabi (2018). Exploring Journalism Practice and

Perception in Developing Countries (pp. 18-39).

www.irma-international.org/chapter/free-media-and-bank-reforms-in-west-africa/187919

E-Learning in Higher Education: The Nigerian Universities’ Experience
Abel Usoroand Rosemary C. Akuchie (2012). Leveraging Developing Economies with

the Use of Information Technology: Trends and Tools  (pp. 228-237).

www.irma-international.org/chapter/learning-higher-education/65936

An Improved Dynavote E-Voting Protocol Implementation
Abdulwasiu Kailani AbdulRahim, Olusegun Folorunsoand Sushil Sharma (2011).

International Journal of E-Adoption (pp. 44-61).

www.irma-international.org/article/improved-dynavote-voting-protocol-implementation/58658

Diffusion Modeling Based on Customer's Review and Product Satisfaction
Adarsh Anand, Ompal Singh, Richie Aggarwaland Deepti Aggrawal (2016).

International Journal of Technology Diffusion (pp. 20-31).

www.irma-international.org/article/diffusion-modeling-based-on-customers-review-and-product-

satisfaction/149884

A Systematic Review of Literature for Technology Adoption and Use: The

Case of Nigerian Education System 2015-2023
James S. Etim (2024). Adoption and Use of Technology Tools and Services by

Economically Disadvantaged Communities: Implications for Growth and Sustainability

(pp. 139-157).

www.irma-international.org/chapter/a-systematic-review-of-literature-for-technology-adoption-

and-use/333736

http://www.igi-global.com/article/the-assessment-of-ethical-issues-within-ubiquitous-computing-in-belgium/210617
http://www.igi-global.com/article/the-assessment-of-ethical-issues-within-ubiquitous-computing-in-belgium/210617
http://www.igi-global.com/article/the-assessment-of-ethical-issues-within-ubiquitous-computing-in-belgium/210617
http://www.irma-international.org/chapter/free-media-and-bank-reforms-in-west-africa/187919
http://www.irma-international.org/chapter/learning-higher-education/65936
http://www.irma-international.org/article/improved-dynavote-voting-protocol-implementation/58658
http://www.irma-international.org/article/diffusion-modeling-based-on-customers-review-and-product-satisfaction/149884
http://www.irma-international.org/article/diffusion-modeling-based-on-customers-review-and-product-satisfaction/149884
http://www.irma-international.org/chapter/a-systematic-review-of-literature-for-technology-adoption-and-use/333736
http://www.irma-international.org/chapter/a-systematic-review-of-literature-for-technology-adoption-and-use/333736

