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ABSTRACT

This article describes how digital forensic techniques for source investigation and identification
enableforensicanalyststomapanimageunderquestiontoitssourcedevice,inacompletelyblind
way,withnoa-prioriinformationaboutthestorageandprocessing.Suchtechniquesoperatebased
onblindimagefingerprintingormachinelearningbasedmodellingusingappropriateimagefeatures.
Althoughresearcherstilldatehavesucceededtoachieveextremelyhighaccuracy,morethan99%with
10-12candidatecameras,asfarassourcedevicepredictionisconcerned,thepracticalapplicationof
theexistingtechniquesisstilldoubtful.Thisisduetotheexistenceofsomecriticalopenchallenges
inthisdomain,suchasexactdevicelinking,open-setchallenge,classifieroverfittingandcounter
forensics.Inthisarticle,theauthorsidentifythoseopenchallenges,withaninsightintopossible
solutionstrategies.

KeywoRDS
Counter-Forensics, Digital Forensics, Exact Device Linking, Open-Set Challenge, Overfitting, Source Camera 
Identification

INTRoDUCTIoN

Imagesplayamajorroleindomainssuchasthelegalindustry,byactingastheprimarysources
ofevidencetowardsanyeventinthecourtoflaw.Undersuchcircumstances, itbecomescrucial
toverify theauthenticityof imagesbefore theirusage.Traditional techniques forprotectionand
verificationoftheintegrityofdigitalimages,suchasdigitalwatermarkingandsteganography,fall
underthepurviewofactiveprotectionmechanisms.Suchtechniquesrelyondatapre-processingin
someformortheother,suchaswatermarkcomputation,dataembeddingetc.Onthecontrary,the
rapidlyevolvingdomainofdigitalforensicsprovidesimagesecurityandauthenticationmeasures
whicharecompletelypost--processingbased,hencecalledpassivetechniques.Imageforensicsin
particulardealsmajorlywithtwoproblemsnamelyCopyMoveForgerydetectionwhichisidentifying
forgeriesinimages,SourceCameraIdentificationwhichisidentifyingthesourcecamerawhichhas
capturedtheimageunderquestion.

Inthispaper,wedelveintooneofthemostimportantimageforensicproblemintoday’sdate,
knownastheSourceCameraIdentification(SCI)problem.Theproblemistomapasuspect’scamera
toanillegalimagerepositorylikechild--pornography,tosettlecopy--rightcases,toascertainthe
validityandauthenticityofwhistle-blowerinformationandmanyothersensitivescenarios.

Toidentifythesourcecameraofanimage,theMetaDatawhichstoresthecamerainformationin
animage,intheimageheaders,canbewell-exploited.However,wideavailabilityofefficientimage
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editingtoolstoday;itwouldtakeminimalefforttomodifysuchheaders.Thus,suchpre-processed
informationaddedtotheimagescannotbetrustedortreatedasreliable.Thismakestheforensic
experttocompletelyrelyonpost--processedinformationtoevaluatetheauthenticityofimages.The
imageprocessingpipelineinanydigitalcameraaddsinformationparticulartotheimagingsensor,
duetothehardwareandsoftwareartefacts.

Asthesourcecameraidentificationtechniquesareusedtoprovidelegalevidences,thefalse
alarmrateinthisproblemdomainhastobekeptminimal,givenitssensitivecontext.Withmorethan
99%accuracyachievedbyrecentresearchersinsourcecameraidentification,therelieanumberof
criticalopenchallengeswhichwouldhinderthepracticalusageofsuchtechniquesinmostreal--life
contexts.Inthispaper,wepresenttheunderlyingchallengesinthisdomain,andprovideinsightsinto
possiblesolutionstrategiesofeach.

Therestofthepaperisorganizedasfollows.Inthenextsection,wepresentanoverviewofthe
existingsourceattribution techniques. In the thirdsection,wepresentanddiscuss thepragmatic
challengesinsourceidentification,alongwithindividualpossiblesolutionstrategies.Inthefourth
section,weproposeageneralizedsolutionstrategy toovercome thechallenges faced in forensic
investigationofimagesources.Finally,weconcludewithrelatedfutureresearchdirections.

ReLATeD woRK

Sourcecameraidentificationhasbeensolvedfollowingtwoprimaryapproaches.First,usingcamera
fingerprints(Lukas,2006),andsecond,throughmachinelearningbasedmodel(Kharrazietal.,2004).
Inthecamerafingerprintingbasedtechniques,PhotoResponseNon-Uniformity(PRNU)(Lukas,
2006)noise,auniquefingerprintformedonthecamera’ssensorwhileanimageiscaptured,actsas
theprimaryattributetomapanimagetoitssource.Everycameramanufacturerusesdifferentsensors
fordifferentdevices.Thephoto--electronicconversionofincidentlighttodigitalform,generatesa
noiseateachpixellocationofthesensor,henceproducinganoisepattern,completelyuniquetothe
underlyingsensorandthusthecameradevice.

Sensor Fingerprint Based Techniques
Toextractthecamera’sfingerprint,alsocalledtheSensorPatternNoise(SPN),thePRNUnoiseof
manyimagestakenbythecameraisaveraged.Theforensicexperthavingphysicalaccesstoafinite
numberofcamerasextractsthesensorpatternnoisesofeachcameraandstoresthose.Tomapan
unknowntestimagetooneofthosefinitecameras,PRNUoftheimageisextractedandacorrelation-
basedmechanismisemployedagainsttheavailablesensorpatternnoises.Dependingonthecorrelation
values,theforensicexpertcandeterminethepossiblesourceoftheimage.

Adigitalcameraimagingoutputcanbewrittenas:

Px=P0+(P0F+ϕ1) (1)

wherePxistheimageoutput,P0istheamountofincidentlight,FisthePRNUfactorandϕ1isthe
collectionofothernoisessuchasdarkcurrent,shotnoiseetc.TheNoiseResidualor thePRNU
componentofasingle(ith)imageIicanbecalculatedas:

PRNUi=Px
i-DF(Px

i) (2)

where,theoriginalimagePx
iispassedthroughaDenoising Filter(DF).Thedenoisedimageisthen

subtractedfromtheoriginalimagetogeneratethenoiseresidualPRNUi.TheSensorPatternNoise
(SPN)ofacameramodelCjcanthenbecalculatedas:
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