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ABSTRACT

Whenworkingwithsoftwaresecurityinarisk-centricway,developmentprojectsbecomeequipped
tomakedecisionsonhowmuchsecuritytoincludeandwhattypeofsecuritypaysoff.Thisarticle
presentstheresultsofastudymadeamong23publicorganisations,mappingtheirrisk-centricactivities
andpractices,andchallengesforimplementingthem.Theauthorsfoundthattheirsoftwaresecurity
practiceswerenotbasedonanassessmentofsoftwaresecurityrisks,butratherdrivenbycompliance.
Additionally,theirpracticescouldinmanycasesbecharacterisedasarbitrary,lateanderrordriven,
withlimitedfollowuponanysecurityissuesthroughouttheirsoftwaredevelopmentprojects.Based
ontheresultsofthestudy,theauthorsidentifiedtheneedforimprovementsinthreemainareas:
responsibilitiesandstakeholdercooperation;riskperceptionandcompetence;and,practicalwaysof
doingriskanalysisinagileprojects.
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1. INTRODUCTION

Today, nearly all sectors of society depend on software systems to operate efficiently. As the
dependencyon softwarehasgrown, sohave the threats towards these systemsand thepotential
consequences of incidents. Though network security measures (such as firewalls and anti-virus
software)canimprovethesecurityofthesoftwaresystems,theseonlyaddressthesymptomsofthe
realproblem:softwarethatiscrippledwithvulnerabilities(McGraw,2006).

Buildingsecurityintothesoftware,throughadoptingsoftwaresecurityactivitiesandmeasuresin
thedevelopmentprocess,isadirectandeffectivewayofdealingwithcyberthreatstowardssoftware
systems.This,however,addstothedevelopmenttimeandcost,andthisadditionneedstobejustified.
Workingtowards100%securesystemsisnotfeasible,thusitisnecessarytoidentifywhichpartofthe
softwareismorecriticalregardingsecurityandwhichactivitieswillbemostefficientandeffectivein
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securingthesoftwareproduct.Takingariskcentricapproachtosoftwaresecuritymeanstoidentify
whatarethemajorrisksoftheparticularsoftwarethatisdeveloped,andusethisknowledgeofrisk
toguidedecisionsregardingsoftwaresecurity.Thisiscommonlyrecommendedbycurrentsecure
SoftwareDevelopmentLifecycles(SDLs),frameworksandmaturitymodels(Chandra,2008;Howard
&Lipner,2006;McGraw,2006;McGrawetal.,2016).

Inmanyways,securitycanbeconsideredtobeinconflictwiththecurrenttrendof“continuous
development”(Fitzgerald&Stol,2017),reducingefficiencybydelayingdeliveryofnewfeatures
(atleastintheshorterterm,thoughcostsmaybesavedthroughhavingtoprovidefewerfixeslater).
Agilesoftwaredevelopmentusesaniterativeapproachtosoftwareconstruction,aimedatreducing
developmenttime,andprioritisingvalue,whileimprovingsoftwarequalityandinherentlyreducing
risk(CockburnandHighsmith2001).Itisclearthatpeopleissuesarethemostcriticalinagileprojects
andthatthesemustbeaddressedifagileistobeimplementedsuccessfully(CockburnandHighsmith
2001).Eventhoughagilemethodsclaimtoberiskdriven(Beck,2000;Eclipse,2016),someauthors
haveobservedthatriskmanagementhasbeenneglectedinprojectmanagementofagileprojects
(Hijazietal.,2012;Ibbs&Kwak,2000;Junioretal.,2012;Razetal.,2002).Itmaybemoredifficult
toestablishaworkingprocess for softwaresecurityactivities inagiledevelopmentcompared to
waterfall-baseddevelopment,whereyoucouldmoreeasilyhavemandatoryorrecommendedsecurity
activitiesforthedifferentsoftwaredevelopmentphases(benOthmaneetal.,2014;Jaatunetal.,2015;
Microsoft,2009).Oyetoyanetal.(2017)provideabriefoverviewofsecureSDLsandconcludethat
traditionalapproaches to software securitydonotnecessarilyworkwellwithagiledevelopment
processes.Additionally,securityislargelyasystemicproperty,andwithagiledevelopmentitcanbe
moreofachallengetohaveacompleteviewofthefinalsystem(benOthmaneetal.,2014).Atthe
sametime,agiledevelopmentmaycomewithsomeopportunitiesregardingsecurity,e.g.toadaptto
newsecuritythreatsandtohaveongoinginteractionwithcustomersaboutsecurity.

Riskcentricsoftwaresecurityisverymuchrelatedtothewaydevelopersaddresssecurityinthe
projects.Still,otherrolesinanorganisation(e.g.procurers,legalexpertsandinformationsecurity
experts)canhavemajorinfluencesonadevelopmentproject’sapproachtosecurityandcanhave
importantpartstoplaywhenitcomestoidentifyingandunderstandingrisk,andinmakingrisk-
baseddecisionsintheprojects.Abouttenyearsago,vanWykandMcGraw(2005)pointedoutthe
importantroleofsecurityexpertsininfluencingandsupportingtheworkonsecurityindevelopment
projects.Therehashowevernotbeenmuchresearchontheinteractionbetweensecurityexpertsand
developmentprojectsinagiledevelopmentsincethen.

Inthisarticle,weaddressthefollowingresearchquestion:Howcancurrentsoftwareorganisations
workwithsoftwaresecurityinariskcentricway?Asimpliedbythisresearchquestion,westudy
softwaresecuritywithindevelopmentpracticesthatareinmajoradoptiontoday,meaningourcontext
isagiledevelopment.However,whereasagilemethodsarecentredontheactivitiesofteams,wetakea
moreholisticapproach,includingtheperspectivesoforganisationsandprojects.Toanswertheresearch
question,wemakeamappingoftheriskcentricactivities,practicesandchallengesforimplementing
themamong23publicorganisationsinNorway.Thissectorhasbeenchosenforstudyforthreereasons.
First,thissectorhasexperiencedastrongsecuritypushfromtheauthorities,causingthemtoprioritise
securitymanagementintheorganisations.Asaconsequence,theimportanceofhavingsomeone
beingresponsibleforsecurityhasbeenemphasised,somethingthatmakesthissectoraninteresting
casetostudywhenitcomestoorganisationalinfluencesonriskcentricsoftwaresecurity.Second,
thissector’saccesstolegalexpertsmakesthemawareoflegalrequirementsonsecurity,something
thatincreasesthelikelihoodthatsoftwaresecurityisgivensomeattentioninsoftwaredevelopment.
Third,wehadeasyaccesstothissectorthroughcooperationwiththeNorwegianAgencyforPublic
ManagementandeGovernment(Difi).Theorganisationsstudiedhaveadoptedagilepracticesfor
softwaredevelopmentforsometime.Intheorganisations,wehavetalkedmainlywithinformation
securitypeople,astheseareingeneralgivenbroadresponsibilityforallissuesregardingITsecurity,
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