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ABSTRACT

An enterprise is characterized by its business processes and supporting ICT infrastructure. Securing 
these entities is of utmost importance for the survival of an enterprise and continuity of its business 
operations. In order to secure them, it is important to first detect the risks that can be realized to cause 
harm to those entities. Over the years, several kinds of security risk analysis methodologies have been 
proposed. They cater to different categories of enterprise entities and consider varying levels of detail 
during risk analysis. An enterprise often finds it difficult to select a particular method that will best suit 
its purpose. This paper attempts to address this problem by presenting a detailed study of existing risk 
analysis methodologies. The study classifies them into specific categories and performs comparative 
analyses considering different parameters addressed by the methodologies, including asset type, vulner-
abilities, threats, and security controls.
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INTRODUCTION

An enterprise can be defined as an organization (Industry/Govt./Academic) created for business or 
service ventures. The term encompasses a wide range, from a large corporation or government depart-
ment to a small office / home office (SOHO). From Information Security point of view, an enterprise 
is characterized by its business goals, business processes, information assets, personnel, organizational 
structure, site (physical and virtual) and ICT infrastructure. Protection of each of these entities is of 
utmost importance for the survival of an enterprise and continuity of its business operations.

Usually, the business processes and ICT infrastructure (hardware, software and network assets) of 
an enterprise contain several weaknesses, or vulnerabilities (ISO/IEC, 2014), that may arise owing to 
improper configuration, erroneous workflows, incorrect usage, etc. Threats (ISO/IEC, 2014) abound 
in the physical and virtual worlds whose sole objective is the exploitation of vulnerabilities to breach 
security parameters of enterprise assets and business processes.

Information Security Risk is defined as the probability that threat(s) will exploit vulnerabilities to cause 
harm to enterprise assets (ISO/IEC, 2011). It refers to the effect of uncertainty on information security 
objectives of an enterprise. The primary objective of an information security programme is the protection 
of enterprise resources by managing the identified risks. Information Security Risk Management com-
prises of a set of coordinated activities to direct and control an enterprise with regard to risk (ISO/FDIS, 
2009). ISO 31000 (ISO/FDIS, 2009) lists seven phases for managing risk: establishing the context, risk 
identification, risk analysis, risk evaluation, risk treatment, communication and consultation, monitor-
ing and review. These are illustrated in Figure 1. As is obvious, the risk management phases are cyclic 
in nature and need to be applied continuously during the life-cycle of an enterprise information system.

Among the components of risk management, risk identification, risk analysis and risk evaluation are 
of utmost importance, and are together referred to as Information Security Risk Assessment (ISO/FDIS, 
2009). The quantity, complexity and dynamic nature of enterprise assets and their inter-relationships 
pose serious challenges to the process of risk assessment.

Figure 1. Risk management process



 

 

14 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/an-analytical-study-of-methodologies-and-tools-

for-enterprise-information-security-risk-management/202255

Related Content

Key Issues in Implementing Destination Management Systems
Catarina Antónia Martins, Carlos Manuel Martins da Costaand Osvaldo Rocha Pacheco (2014).

International Journal of Applied Management Sciences and Engineering (pp. 31-45).

www.irma-international.org/article/key-issues-in-implementing-destination-management-systems/115828

Management of Risks in Sustainable Supply Chain Using AHP and Monte Carlo Simulation
Sunil Luthra, Sachin Kumar Mangla, V. G. Venkateshand Suresh Kumar Jakhar (2018). Global Business

Expansion: Concepts, Methodologies, Tools, and Applications  (pp. 1633-1652).

www.irma-international.org/chapter/management-of-risks-in-sustainable-supply-chain-using-ahp-and-monte-carlo-

simulation/202288

Introduction to Data Envelopment Analysis and its Applications
Ali Emrouznejadand Emilyn Cabanda (2014). Handbook of Research on Strategic Performance

Management and Measurement Using Data Envelopment Analysis (pp. 235-255).

www.irma-international.org/chapter/introduction-to-data-envelopment-analysis-and-its-applications/121488

Software Estimation Framework for Mobile Application Projects
Shailesh Kumarand Anant R. Koppar (2019). International Journal of Productivity Management and

Assessment Technologies (pp. 26-40).

www.irma-international.org/article/software-estimation-framework-for-mobile-application-projects/230350

China’s “Harmonious Society” Challenges Corporate Japan: Towards a Dual Vision of

Profitability and Social Responsibility
Keikoh Ryu (2012). Cultural Variations and Business Performance: Contemporary Globalism  (pp. 182-

196).

www.irma-international.org/chapter/china-harmonious-society-challenges-corporate/63915

http://www.igi-global.com/chapter/an-analytical-study-of-methodologies-and-tools-for-enterprise-information-security-risk-management/202255
http://www.igi-global.com/chapter/an-analytical-study-of-methodologies-and-tools-for-enterprise-information-security-risk-management/202255
http://www.irma-international.org/article/key-issues-in-implementing-destination-management-systems/115828
http://www.irma-international.org/chapter/management-of-risks-in-sustainable-supply-chain-using-ahp-and-monte-carlo-simulation/202288
http://www.irma-international.org/chapter/management-of-risks-in-sustainable-supply-chain-using-ahp-and-monte-carlo-simulation/202288
http://www.irma-international.org/chapter/introduction-to-data-envelopment-analysis-and-its-applications/121488
http://www.irma-international.org/article/software-estimation-framework-for-mobile-application-projects/230350
http://www.irma-international.org/chapter/china-harmonious-society-challenges-corporate/63915

