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ABSTRACT

Digitalforensicsscienceisawell-knowninitiativetounearthcomputer-assistedcrimes.Thethriving
criminalactivitiesusingdigitalmediahavechanged the typicaldefinitionofa traditionalcrime.
Meanwhile,themeansandtargetsofcriminalactivitieshavebeentransformedinabroadercontext
duetothediversenatureofoffensesassociatedwiththemultiplecrimecategories,affectingtheway
ofinvestigationsaswell.Inordertowithstandthedifficultiescausedduetothecrimecomplexity,
forensicsinvestigationframeworksarebeingtunedtoadjustwiththenatureandearnestnessofthe
feloniesbeingcommitted.Thisarticlepresentsanin-depthcomparativesurveyoffourteenpopular
andmostciteddigitalforensicsprocessmodelsandvariousforensicstoolsassociatedwithdifferent
phasesofthesemodels.Therelationshipsamongtheseforensicsprocessmodelsandtheirevolutions
are analyzedandagraph-theoretic approach ispresented to rank theexistingprocessmodels to
facilitateinvestigatorsinselectinganappropriatemodelfortheirinvestigationtasks.
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1. INTRoDUCTIoN

Digitalforensics(alsoknownascomputerforensics)isasystematicprocessofuncoveringacrime
throughinvestigatingthemediacomponentsfoundinassociateddigitaldevices.Theinvestigation
practice follows a list of scientifically derived and justified mechanism towards gathering and
illustratingtheevidencesofacrimescene.Aforensicscienceintegratesthescientificknowledgeand
methodologytoalegalproblemandcriminalinvestigation.Overthelastfewyears,digitalforensics
hasbeengivenmuchimportancewhereelectronicdevicesareusedforexecutinganoffense.Though
theinitialfocusofdigitalforensicsinvestigationswasbasedonthecrimesperpetratedusingcomputers
only,thefieldnowadayshasbeenextendedtoincorporatedifferentotherdigitaldeviceslikecamera,
smartphones,etc.Anydigitalinformationstoredinsuchdevicescanbeinspectedandidentifiedfor
varioustypesofcriminalactivities(Kohn,Eloff&Eloff,2013).

Forensicsisaverydifferentbusinesswhenitcomestotechnology.Comparedwithtraditional
forensicscience,digitalforensicsdifferssignificantlyandalsoposessomesubstantialchallenges.The
traditionalforensicsanalysisinvolvestheinvestigationusingtangible,physicalitemsfoundaround
thecrimescene,whereasthedigitalforensicsencompasseswithvariousoperationslikeextraction,
storageandanalysisofdigitaldatausingscientificallyderivedandprovenmethods.Atraditional
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forensicanalysiscanlogicallyprogressstep-by-step,withacommonintentionwithwidelyaccepted
forensic practices. It is generally dependent upon the laboratory setting and on-field activities.
However,ingeneral,itcomeswiththewidelyacceptedphysicalforensicspractices.Incomparison,
a computer forensic science is almost technology and market driven, independent of laboratory
environmentandsettings(Noblett,Pollitt,&Presley,2000).Thedigitalexaminationsandanalysis
presentauniquevariationindifferentinvestigations.Incaseofsampleaccumulationforinvestigation,
traditionalforensicsattemptstogatherasmuchinformationaspossiblefromanevidencesample,
whereasdigitalforensicsattemptstodiscoveronlytherelevantinformationfromalargevolumeof
heterogeneousdigitaldata.

Indigitalforensicresearchworkshop,Palmer(2001)defineddigitalforensicsas“…theuseof
scientificallyderivedandprovenmethodstowardthepreservation,collection,validation,identification,
analysis, interpretation,documentation,andpresentationofdigitalevidencederivedfromdigital
sourcesforthepurposeoffacilitatingorfurtheringthereconstructionofeventsfoundtobecriminal,
orhelpingtoanticipateunauthorizedactionsshowntobedisruptivetoplannedoperations…”This
definition is frequentlycitedandalsoaccepted tobeanall-inclusivedefinition (Kohn,Eloff,&
Eloff,2013).Willassenetal.(2005)defineddigitalforensicsinabroaderwayas“…thepracticeof
scientificallyderivedandproventechnicalmethodsandtoolstowardsthepreservation,collection,
validation,identification,analysis,interpretation,documentation,andpresentationofafter-the-fact
digital information derived from digital sources for the purpose of facilitating or furthering the
reconstructionofeventsasforensicevidence…”Themainchangeinthisdefinitionincomparison
tothePalmer’sdefinitionisthatWillassenetal.haveremovedthecriminaleventsandunauthorized
actions.Asaresult,thisdefinitionextendsthescopeofapplicationtoincludedigitalforensicsin
varioustypesofinvestigation,suchascommercialinvestigation(Kohn,Eloff,&Eloff,2013).

However,withthearrivalofnewtechnologies,somenotablechangesalongwithchallengeshave
beenobservedinthedigitalinvestigationprocesses.Sinceacontemporarycrimemaybeintroduced
duetothecurrentagedigitaltechnologies,aninvestigationprocessmodelshouldbeparticularly
flexibleandintelligentenoughtodealwithsuchunfamiliarincidents.Technologyhasimpactedthe
wayevidencesaregathered,analyzed,andpresentedincourts.Alargenumberofdigitalforensics
investigationprocessmodels,toolsandequipmentshavebeendevelopedforfacingchallengesthat
are raised due to technology advancements. It is important for every country or organization to
develop itsowndigital forensics investigationmechanismbasedon itsspecified laws, rules,and
policies.Ingeneral,digitalforensicsinvestigationfollowsanumberofprocesseslikeidentification,
preparation,preservation,analysis,andpresentationtoexhaustaproperinvestigation.Dependingon
thetypeandintensityofacrimesuchprocessescanbedividedintovariousphases.Theidentification
phaserecognizestheincidenttypeandtaskstobeaccomplishedthroughouttheinvestigation.The
preparationphaseisinvolvedinanalyzingtheorganizationalinfrastructure,requirementsandtools
tobeusedtocarryouttheinvestigation.Thepreservationphaseisfollowedbypreparationphase,
wheredigitaldataareextractedfromdeviceandpreservedforfutureanalysis.Oneoftheusagesof
datapreservationistocrosscheckandvalidatetheidentifiedevidences.Inanalysisphase,dataare
examinedtoidentifyevidencepatternsandfindingsfromcrimescene.Finally,thepresentationphase
generatesthereportsandfindingsandproducestheminfrontofjuryorrespectivemanagementunits.

Themainfocusofdigitalforensicsistoexhibitdigitalevidencesandrelatethemtothecrime
scene.Thecriminalevidencesmaybehiddenwithinmassiveamountofdigitaldatastoredinvarious
digitalstoragedevices.Thedigital investigationprocessfollowssomesystematicstepstoextract
evidencesfromsuchvastamountofdigitaldatainsuchawaythattheyshouldbeadmissible,aswell
asauthenticbythecourtoflaw(Richter,Kuntze,&Rudolph,2010).Oneofthemainobjectivesof
digitalforensicsistopreserveanyevidenceinitsmostoriginalform.Inordertoreconstructpast
events,digitalforensicstargetstoperformananalyticalinvestigationbyidentifying,collectingand
justifyingthedigitalinformation.Inabroaderscenario,digitalforensicsincorporatesthefieldof
computersciencewithlegalpracticeswhileinvestigatingacrime.Afterrecoveringandanalyzing
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