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ABSTRACT

CognitiveRadioNetworkTechnologymakestheefficientutilizationofscarcespectrumresources
byallowingtheunlicenseduserstoopportunisticallyusethelicensedspectrum.CognitiveRadio
Networkduetoitsflexibleandopennatureisvulnerabletoanumberofsecurityattacks.Thispaper
ismainlyconcernedwithoneofthephysicallayerattackcalledPrimaryUserEmulationAttackand
itsdetection.ThispapersolvestheproblemofPUEattackbylocalizationtechniquebasedonTDOA
measurementswithreducederrorinlocationestimationusingaNovelBatAlgorithm(NBA).Anumber
ofcooperativesecondaryusersareusedfordetectingthePUEAbycomparingitsestimatedposition
withtheknownpositionofincumbent.ThemaingoalofNBAistominimizetwofitnessfunctions
namelynon-linearleastsquareandthemaximumlikelihoodinordertooptimizetheestimationerror.
Afterevaluation,simulationresultsclearlydemonstratesthatNBAresultsinreducedestimationerror
ascomparedtoTaylorSeriesEstimationandParticleSwarmOptimization.
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1. INTRoDUCTIoN

Todaytheneedformorespectrumbandsisincreasingrapidlyasmorewirelessapplicationsarebeing
developed.Studiesaboutspectrumhaveconcludedthatthelicensedspectrumbandismostofthe
timeunderutilized(Yuanetal.,2012)becauseoftheclassicalallocationstrategiesusedforspectrum
whichallocatesalargeportionofspectrumtolicenseddevicesandatthesametimenotallowingthe
unlicenseddevicestousethespectrumeventhoughthelicenseddevicesarenotfullyexploitingthe
licensedspectrum.CognitiveRadioTechnologyisanemergingtechnologythatmitigatestheissue
ofspectrumscarcitybyallowingtheunlicenseddevicestoexistsidebysidealongwithlicensed
devices.Inthisnewtechnologythecognitiveradio,i.e.unlicensedusersopportunisticallyexploit
thewhitespacesinthelicensedspectrumbandforcommunicationpurposesaslongastheydonot
causeanyinterferencetolicenseduseri.e.incumbentusers,thusensurestheefficientutilizationof
spectrum.However,ifanyincumbentactivityappearsinthechannelinwhichthesecondaryusers
arecurrentlyoperating,theymustperformspectrumhandoffi.e.movetoanothervacantband.Onthe
otherhand,ifotherCRuserisalsotransmittinginthesamebandthenself-coexistencetechniquesare
requiredforsharingtheband.CognitiveRadiodiffersfromthetraditionalradiointhesensethatit
hastheabilityofsensingtheradioenvironmentandthenchangesitsoperatingparametersaccording
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tothesenseddatafromtheenvironment.CognitiveRadioNetworksaresensitivetovariousattacks
atdifferentlayersofOSImodel(El-Hajjetal.,2011)asshowninTable1:

ThispaperdiscussesthePrimaryUserEmulationAttackwhichisaphysicallayerattack.Primary
UserEmulationattackwasinitiallymadeknownby(Chen&Park,2006,pp.110–119),inwhichthe
maliciousnodeeitherrepeatsorimitatesthefeaturesofincumbentsignalse.g.typeofmodulation,
transmissionpowerandsendsthesignaltothenetworkinordertorefrainthesecondaryusersfrom
takingadvantageofvacantchannels.Currentspectrumsensingtechniqueslikematchedfilterand
cyclo-stationaryfeaturedetectionarenotcapableofidentifyingprimaryuseremulationattackasthe
maliciousnodecansendthesignalswithsimilarcyclicprefixandcharacteristicsofprimarysignal.
Henceeffectivemethodsneedtobeintroducedtodistinguishamongthegenuineprimarysignals
andthefalseones.DetectionmethodsforPUEattackhavebeenintroducedmainlyforstandardIEEE
802.22wirelessregionalareanetworks(WRAN)whichmayhavetwotypesofincumbentsas:TV
transmittersandwirelessmicrophones.

Herewefirstapplyacooperativemechanismtodetecttheprimaryuseremulationattackerin
IEEE802.22CRnetworks.Eachandevery secondaryuser firstperforms spectrumsensingand
transmitsthesensingresultstothebasestation,whichimplementsacrosscorrelationtechniqueto
obtainTDOAmeasures.TheseTDOAvaluesareutilizedtoobtainthepositionofthesourceofthe
transmittedsignalwhichcaneitherbeagenuineincumbenti.e.TVtoweroraprimaryuseremulation
attacker.ThenanoptimizationalgorithmknownasNovelBatAlgorithm(NBA)isusedinorderto
enhancetheaccuracyofthelocationestimationandalsotodecreasethetimetolocatetheattacker
withreducednumberofsecondaryusersrequired toreveal thePUEattacker,byminimizing the
Non-linearleastsquarecostfunctionandmaximumlikelihoodcostfunction.

2. PRIMARy USER EMULATIoN ATTACK IN CoGNITIVE RADIo NETWoRKS

PUEattackisdefinedaswheretheattackerchangesitsfrequencyoftransmissiontofollowthesignal
characteristicsoftheincumbentandmakesthesecondaryusersbelievethatitisthelegitimateprimary
usersignal.Asaresult,secondaryusersperformspectrumhandoff.PUEattackcanadverselyaffect
thespectrumsensingmechanismandalsodecreasestheavailabilityofchanneltothesecondaryusers
extremely(Yuetal.).Figure1showsthescenarioofprimaryuseremulationattackHerewehavetwo
bandsofspectrumLicensedbandIandLicensedbandIIeachhavingsixchannelsf1,f2,f3,f4,f5,f6and
f7,f8,f9,f10,f11,f12respectively.FirsttakeanexampleinLicensedbandIinwhichthreechannelsnamely
f1,f3andf4areusedbyprimarysystemtosendthesignalstotheprimaryreceiver.Theremainingf2,
f5andf6channelsarefreewhichareallowedtobeusedbythesecondaryusersSU1,SU2andSU3for
communication.ButifaPUEattackoccurse.g.EU2maydisallowthesecondaryusersfromusingthe
freechannelsbyemulatingthesignaltransmittedbytheprimaryuserinthechannelf2.Asaresultof
PUEattackthesecondaryusersaremadetoleavethecorrespondingchannel.Nowtaketheexample
inlicensedbandIIinwhichtheprimarysystemusesthechannelsf11andf12andthechannelsf9and
f10areusedbysecondaryusersSU4andSU5respectivelyandtheEU3andEU4attackersmimicsthe

Table 1. Various Layers and Corresponding Attacks on them

S.no. Layers Attacks

1. PhysicalLayer PrimaryUserEmulation,ObjectiveFunctionAttack,Jamming

2. DataLinkLayer spectrumsensingdatafalsification,controlchannelsaturationDoS,selfishchannel
negotiation

3. NetworkLayer Sinkholeattack,Sybilattack,Wormholeattack

4. TransportLayer KeyDepletionAttack
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