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ABSTRACT

Thisarticledescribeshowloggingisanimportantmechanismthatisbeingusedinalmostallkinds
ofdevices.Itisusedfortrackingeventsduringtherunningofasoftware.Inthiscase,programs
aredevelopedbythesoftwaredevelopersinsuchawaythatwheneveraneventhappensitcanbe
recorded.Amongitsmanyuses,systemtroubleshootingisofgreatestimportance.Manualmethods
ofloggingcanbeadoptedwhendealingwithasmallerprocessbutmostlylogsizescangofrom
kilobytestoterabytesinsizeforwhichloganalyzingtoolsarerequired.Inadditiontothat,those
toolsshouldbecapableofextractingalltherelevantinformationsothatitbecomeseasytohighlight
theongoingissuesinaneffectivemanner.Thisarticleproposesadedicatedanalysisframeworkfor
deeploganalysisincommunicationdevices.
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1. INTRoDUCTIoN 

Incomputing,alogisadocumentthatcontainsthedetailsofeventsinaparticularsystem.Generally,
itincludesdetailslikeIPaddressofthedevice,timestamp,processidandthelogmessage.Itsformat
andcontentcanvarybasedonthedomainitisusedin.Foreaseofanalysis,logsaredirectedto
filesandstoredforlateruse.Thescienceofloganalysisisusedforprocessingthelogdata(“Log
Analysis”2016).Tomakethebestuseofloggeddata,itisimportanttohaveadeepunderstanding
ofthestructureofthelogsanditscontents.Sincethesizeoflogfilescanbehugeandtheycan
comefrommultiplesourcesatthesametime,analysiscanbedoneonlyusingatool.Someofthe
examplesareLOGalyze(“LOGalyze4,”2013),Splunk(Carasso,2012)andAWStats(“AWStatslog
fileanalyzer7.4Documentation,”2015).Someofthechallengesofexistingtoolsincludelimited
customization and high cost. Communication devices are hardware devices that transmit digital
signalseitherthroughwiresorwirelessly(“Communicationdevice,”n.d.).Walkie-talkieandmobile
phonesareitsexamples.Thispaperproposesananalysisframeworkthathelpsdeveloperstopointout
issueswhileworkingwithlogsofcommunicationdevices.Thepaperhasbeenorganizedasfollows:
Section2dealswiththeliteraturesurveyontheexistingloganalyzingtoolswithadetailedstudyof
theirarchitecture,advantagesanddisadvantages.Section3givestheproposedframework.Section
4givestheexperimentalsetup.Section5givestheconclusion.

2. LITeRATURe SURVey 

Research by Hermanowski (2015) talks about Open Source Security Information Management
(OSSIM)whichisasystembuiltontopofmanysmallandlargeopensourcetoolstosupportthe
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networkadministratorsinintrusiondetectionandprevention.Itwasdevelopedasaninitiativeof
AlienVault Company for the centralized management of their configurations. It consists of four
logical components: a server, a database, main framework and sensors. There can be multiple
sensorsdeployedatdifferentphysicallocations.Rolesoftheservercomponentincludeinventory
management,policymanagement,eventcorrelationandtaskscheduling.Thesensorisresponsiblefor
vulnerabilityscanning,networkandinventorymonitoring.Thedatabasestoresthecollectedevents.
Contextforanincidentismadefromvariousdatasourcesusinglogicaltreesthatdefinetherules.
Rulesaretriggeredwhenatleastoneoftheeventismatched.Theycontainparametresthatareeither
optionalorrequired.Theirevaluationsequenceisfromtheroottotheleaves.Eachruleisassigned
ariskvaluebasedontheirpriorityandreliabilityusingtheformula:Risk=AssetValue*Priority
*Reliability/25.Analarmsetson,eachtimethethresholdvalueiscrossed.Itsadvantageisthatit
unifiesthecommonsecuritytoolsandtheirmanagementintoasingleandconsistentuser-friendly
interface.Itsdisadvantagesincludezerodocumentationfordevelopersduetolackofvisibilityinthe
implementationofunderlyingtoolsandlackofrawlogstorage.

Oliner,AdamandArchana(2011)giveanoverviewofvariousmethodsofloganalysisandits
commonapplications.Applicationsincludeoptimizingsystemperformance,securityapplications,
prediction,profiling resourceutilizationandas a logging infrastructure.Someof thechallenges
includedifficulty inusingsingle log file tomonitorevents indifferent systems,managementof
loggingprocessandusingtherightanalyticaltoolforminingdata.

Carasso(2012)explainsaboutSplunk,whichisasoftwareforanalyzingandmonitoringlogs
usingwebinterface.Itfindsthecauseofsystemfailurebyfirstgatheringdatafrommultiplelocations
andindexingtheminacentralizedway.Thisensuresaneffortlesssearching.Itcanevenfindoutthe
timeoffirstoccurrenceoftheproblem.Italsoprovidesdatavisualization.Itisverypopularamong
systemandnetworkanalystsduetoitscentralizednature.

Itsarchitecture isexplained in(“SplunkArchitecture,”n.d.).Thereare twoserverprocesses
runningonthehostside:splunkdandsplunkweb.Splunkdprocessesandindexesthedatathrough
pipelines,eachofwhichcontainsaseriesofprocessors.Pipelinesaresinglethreadsconfiguredusing
XML.ProcessorsareusuallyC,C++orPythonfunctions.Pipelinespassdataamongeachotherusing
queues.SplunkwebisaPython-basedwebuserinterface.Ithelpsuserstosearchandmanagetheir
dataeasily.ItcommunicateswithsplunkdviaSOAPandthewebbrowserusingREST.Splunk’sData
Storemanagerawdatainacompressedformatandindexesthem.Splunkserverscommunicatewith
eachotherusingSplunk-2-SplunkwhichisaTCP-basedprotocol.Bundlescontaintheconfiguration
settings.ModulesaddnewfunctionalitiestoSplunkbymodifyingpipelinesandprocessors.Advantages
ofSplunkaresimplifiedanalysisandtroubleshooting,noseparatedatabaserequirement,reduced
costlyescalationsandfasterresolutionofissues(“SplukAdvantages-Whytousesplunk?,”n.d.).

In(“LOGalyze4”2013),themainfeaturesofLOGalyze,whichisacentralizedlogcollection
tool, are highlighted. It contains someof the logdefinitions likeWindows2003System,Linux
standardevents,Oracleaudittrailandfirewalllogs.Itiscompatiblewithrsyslog,syslog-ng,Lasso
andSnare.Itcreatesmultidimensionalreal-timestatisticsonthebasisofindividualfieldsoflogs.
ThereportsgeneratedcanbeexportedintoCSV,PDF,HTMLorXLS.Itcanalsobescheduledto
runperiodically.

BalazsVamos(2013)givesthearchitectureofLOGalyze.Itconsistsoftwomaincomponents:a
loganalyzerenginewhichisastandalonethatrunsasaservice,collectsdataandgenerateautomated
reportsandanRIAwebinterfaceformanagingtheengine,searchlogdataanddisplayreports.Any
SOAPclientcanconnecttotheenginebecauseitprovidesaSOAPWebServicesinterface.

Dukes,BrandonandPiotr(2015)describeasystemforparsingrawlogdataintostructured
form,removeduplicatesandstoreinbinaryformat.Itspeedsuptheanalysisandreducesthestorage.
Itconsistsofthefollowingmodules:parsermodulethatreceivesthelogdataandtransformsitin
tostructuredbinaryformat,storagemodulethatstorestheparseddata,mappingmodulethatmaps
betweenthesystemidentifierandthedatastorageandadetectionmodulethatgeneratesanalert
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