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ABSTRACT

Rapiddevelopmentofe-commerceandmobilecommunicationopensaneweraofbigdata.Inthis
article,theauthorsputbigdataande-commercesecuritytogether.Theyconstructelectroniccommerce
securitysystemfromtheseaspects:thecreationofdatabase,thesecurityofinformationstorage,the
miningofinformationbasedonbigdataenvironmentthoroughly.Thesecond-generationproduct
distributedplatform-ApacheHadoopwhichismorepopularandinstanthasbeenbroughtin.what’s
more,thisarticleexpoundsthestructureandworkingprocess.Onthebaseofthisplatform,thisarticle
analysesthecertaintyandsecurityofe-commercetransactionsdatadevelopedontheconditionof
bigdata.Itputsforwardaconstructionviewthatpeopleshouldguideandmonitorthebehaviorof
e-commerce,andimprovethesecuritysystemofelectroniccommerceonthebaseofdata.
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1. INTRoDUCTIoN

InSeptember2008,the“BigData:ScienceinthepetabytesEra”hasbeenpublishedinthefamous
magazine“Science.”So.the“BigData”hasbecomeahotspotofacademiaandindustry(FengDeng-
Guoetal.,2014).Since1997,thecompany--IBMputforwardtheconceptofe-business(Electronic
Business),asanemergingindustry,whichhasbeendevelopedrapidlyinrecent20years.Todayin
theprosperousdevelopmentofe-commerce,theemergenceofbigdataincreasedthedevelopment
ofe-commercetoanewnationalstrategylevel(Wang,2014).

E-commerce,asadigitalplatform,isdevelopingrapidly,whichcarriesalargeamountofmaterial
andthestructureandunstructureddata.Whenalotofdataaregrowingatthesametime,thesecurity
ofdatacollection,storageandanalysishasbecomeanurgentproblemtobesolvedine-commerce.
Recently,Internetusersincreaserapidly,andthenetworkinteractivewaysincreasevariously,which
has brought great convenience for information communication and information sharing. People
dobusinessactivitiesthroughnetwork,whichhasbeenakindoffashion.Atthesametime,huge
amountsofbusinesstransactiondataareemergingconstantlyintheinformationspace.Thesedata,as
themostbasicorganizationformofe-commerceactivities,areforsavingenergy.Dataasbiological
cellshasreplicability,infectivity,transmissibilityanddiffusivity.Wheninfected,itspreadsquickly.
Thespreadoftransmissionchannelsandfieldsisoftenbeyondpeople’sexpectation(Chen,2013)
Whenpeopleenjoyconvenientcommunications,resourcesharingandmanyotherbenefitswhichare
broughtbynetwork,e-commerceinformationsecurityisfacedwithunprecedentedpotentialthreats.
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Traditionalmeansofdatacollectionandanalysis,facedwiththearrivaloftheeraofbigdata,has
becomeoverwhelmed. In thebigdataenvironment,e-commercesecurityresearch isparticularly
urgentandimportant.

Recently,scholarsathomeandabroaddidalotofresearchesone-commercesecurityissues.
ShuXiwang(Shu,2013)generalizedthee-commercesecurityissues,especiallythelatestresearch
resultsofe-commercesecurityissues.Onthisbase,combinedwiththerelevanttechnologyofthe
bigdataandcloudcomputing,e-commercesecurityissueswhicharebasedonbigdataandcloud
computingenvironmenthavebeenanalyzed.WangShanjun(WangShanjun,2013)leavestheelectronic
commercesystemsuchastheinformationflow,logisticsandcashflowasthemainresearchobject.
She used analytic hierarchy process, the most commonly used, in the Information security risk
analysistoanalyzesecurityproblemswhichcausedbythethreefactors,andputsforwardaneffective
e-commercesecurityevaluationmodel.SiYingshuo(Si,Yang&Liu,2011)analyzedE-commerce
systemsecurityhierarchybysynthesis,aimingatsecurityrequirements.Heputforwardakindof
quantitativeriskassessmentmodel.MengXiaoMing(MengXiaoming,2006)basedonOGSAsecurity
architectureandmultistageagencychainthought,showsthee-commercesecuritystructurebasedon
gridenvironment,andevaluatedandanalyzeditssafetyperformance.DuYansui(Du,2015)analyzed
how cloud computing impacts development of electronic commerce. He puts forward security
problems of e-commerce based on cloud computing, and gives corresponding countermeasures.
However,scholarsathomeandabroadaboutthee-commercesecurityresearchwhichunderthebig
dataenvironmentisrelativelyscarce.

Thispaperattemptstobaseonthedataresourcesine-commerce,andthebigdataviewsonthe
existinge-commercesecuritysystem,andstrivetousebigdataanalysisandprocessingmethodto
enhancethedefensecapabilitiesofe-commercesecuritysystem,atthesametoseeksocialreality
in electronic commerce the common characteristics of crime phenomenon such as e-commerce
theft,e-commercefraudandsoon.Thisbehavior’ssafetycertificateistoguaranteethesafetyof
thee-commercemarket.Inthecloudcomputingofbigdataenvironment,usingcloudcomputing
technologyreasonablyistosupporttheintelligentmanagementfortheenterprise.

2. CoNSTRUCTIoN oF ELECTRoNIC CoMMERCE SECURITy SySTEM

2.1. Build Security Database
AstheInternetentersintotheWeb2.0era,Traditionalrelationaldatabaseisnotabletocopewith
thelargescaleandhighconcurrencySocialNetworkServicemodelandtheexpansionoflarge-scale
e-commercesiteaffairs,whichexposedalotofdifficultunsolvedproblemsand,atthesametime,
greatlyrestrictedthedevelopmentoftheenterprise(Wuetal.,2012;Yu,2012).

However,non-relationaldatabasewithitsowndesignconceptandthescopeofbusinessprocessing
developedveryfast.Non-relationaldatabase—NoSQL(Yuan,2010;Fengetal.,2013)istosolvethe
managementoflarge-scaledataset,includingdatastorage,concurrencycontrolandthediversification
ofdata,whichemergesattherightmomenttosolvetheunstructuredproblems.NowNoSQLhave
manydifferenttypes,andeachhavetheirowntechnologicaladvantage,datamanagersshouldcombine
theirownneedstochoosesuitableNoSQLdatabase.Itcanmanifesttheadvantagesofarelational
database(Shenetal.,2013).NoSQLdatabasemainlydividedintothefollowingtypes:Thekeyvalue
storedatabase,column-orienteddatabase,anddocumentaldatabase,andgraphicdatabaseandsoon.
NoSQLdatabasedoesnothaveaunifiedframework.ThedifferencebetweentwokindsofNoSQL
databasesexceedsthedifferentkindsoftworelationaldatabases.NohighandlowofNoSQL,only
byusingNoSQLinasuitablesituationwhichcangivefullplaytotheadvantagesofNoSQL.

Now,whatarewidelyusedinthedatabaseofNoSQLincludingRedis,Leveldb,andMongodb,
andHBase.HBaseservesasthesubprojectofHadoopissuitableforunstructureddatastorage(Li,
2014).An important characteristicofHBase isbasedon thecolumnmodel. Itwill enhance the
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