
DOI: 10.4018/IJCBPL.2017100106

International Journal of Cyber Behavior, Psychology and Learning
Volume 7 • Issue 4 • October-December 2017


Copyright©2017,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



Cyber Attacks, Contributing Factors, 
and Tackling Strategies:
The Current Status of the Science of Cybersecurity
Samantha Bordoff, University at Albany, SUNY, Albany, NY, USA

Quan Chen, University at Albany, SUNY, Albany, NY, USA

Zheng Yan, University at Albany, SUNY, Albany, NY, USA

ABSTRACT

ThisarticledescribeshowasaccesstotheInternethasincreased,cybersecurityhasbecomeimportant,
withbusinessesandthegovernmentspendingmuchtimeandresourcestocombatcyberattacks.
Thepurposeofthisarticlewastoreviewtheexistingliteraturerelatedtocybersecurity.Specifically,
thereviewsynthesizestheempiricalresearchin(1)varioustypesofcyberattacks,(2)contributing
factorsrelatedtocybersecuritybehavior,and(3)strategitoimprovecybersecuritybehavior.Themost
developedlineofresearchinthisareahasbeenfocusingonthestrategiestoimprovecybersecurity
behavior,showingaquestionabletrendofquicklycreatingsolutionsbeforefullyconceptualizing
theproblem.
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INTRodUCTIoN

AsInternettechnologiesbecomemoreubiquitousthroughoutsocietiesthethreatofcyberattacks
andtheneedforcybersecuritybecomesevenmoreimportant.Today,peopleaccesstotheInternet
fromtheirpocketsorbackpacksbyhavingwirelesstechnologiessuchassmartphonesandtabletsthat
areabletoaccesswirelessnetworksalmosteverywhere.However,forInternettechnologiesusedin
cyberspace,aswithalmostallnewtechnologies,alongwiththegoodcomessomebad.

Cyberattacks,anattempttohackintoorotherwisedisruptordestroycomputernetworksorother
Internetdevices,areoneoftheprominentnegativeoutcomestooccurfromthisboominInternet
technologies(Bedser,2007).Acyberattackcouldrangefromsomethingasminorasanindividual
downloadingacomputervirus,tosomethingasmajorasentiremultinationalcorporationsbeinghacked
inordertogaininsiderknowledgeorstealfinancialinformationfromcustomers.Cyberattackscan
leadtoaperson’sidentityorfinancialinformationbeingstolenandtosmallbusinessesgoingoutof
businessduetotheresultsoftheseattacks.

Cybersecurityisnotanewresearchtopic,butithasbeenamajornationalchallengeforover20
yearsandledtoarapidgrowthoftheresearchliteratureinthepast10years(e.g.,Clark,Berson,&
Lin,2014;CSTB,2002;USEOP,2010&2011;USOWH,2009).Since1991,theComputerScience
and Telecommunications Board (CSTB) of the National Research Council alone has produced
sevenmajorresearchreports,recognizingcybersecurityasanationalchallengeandsummarizing
varioustypesoftechnicalandnontechnicalstrategiestomeetthechallenge.However,in2002,after
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10yearsofworkoncybersecurity,CSTBstatedthat“thereisadeepfrustrationthatresearchand
recommendationsdonotseemtotranslateeasilyintodeploymentandutilization”(CSTB,2002).
In2014,after20yearsofworkoncybersecurity,CSTBreportedthat“relativelylittleprogresshas
beenmadeincybersecuritydespitetherecommendationsofmanyreportsfromtheAcademiesand
elsewhere,andpotentialpolicyresponses”(Clark,Berson,&Lin,2014).

Giventhefast-growingliteratureandtheexistingchallengesincybersecurity,themotivation
ofthecurrentreviewarticleistosynthesizethecurrentliteratureforresearchers,policymakers,
practitioners, and evengeneral public.The first and themost systematical literature reviewwas
publishedin2006byCannoy,Palvia,andSchilhavy, threescholarsfromNorthCarolina. In this
review,Cannoy,Palvia,andSchilhavysearchedtheexistingliteraturepublishedbetween1996-2005
intopjournalsinthefieldofinformationsystemandlocated82articlesfortheirreview.Specifically,
theyidentifiedninemajorareasfocusedintheexistingliterature(e.g.,legalissues,monitoringand
morality,vulnerabilitiesandrisks,anddetection)anddevelopedathoughtfulframeworktotheorize
majorconstructsandtheirrelationshipsfortheinformationsystemsecurityresearch.Thisimportant
reviewhasmadestrongcontributionstocybersecurityresearchbysynthesizingtheexistingliterature
andpresentingacomprehensiveframework.

Builtuponandmotivatedbythisimportantreview,thepresentreviewisintendedtomakenew
knowledge-synthesiscontributionstocybersecurityresearchinthreeaspects.First,wesearchedthe
currentliteraturebetween2005-2015toprovideanupdateaftertheCannoy,Palvia,andSchilhavy
reviewbetween1996-2005.Second,weexpandedtheliteraturesearchfrominformationsystemsecurity
inspecifictocybersecurityingeneral,includingpersonalcybersecurity,businesscybersecurity,and
governmentcybersecurity,inordertodevelopabigpictureofthecurrentcybersecurityresearch.
Third, we developed a broad framework that synthesizes the current cybersecurity literature by
focusingonthreesequentiallyinterconnectedmajortopics,thatis,variouscyberattacks,various
factorscontributingtocyberattacks,andvariousstrategiestotacklecyberattacks.

MeTHod

Tolocatetheexistingresearch,multipleliteraturesearchmethodswereutilized,includingcomputer
searchofelectronicdatabasesandmajorjournals,manualsearchofreferencesofidentifiedarticles,
and consultation with experiences librarians. Major electronic databases, such as PsychInfo, 
Pubmed, Web of Science, and Science Direct, and major journals related to Internet behaviors,
suchasComputers in Human Behavior,Journal of Information Privacy and Security,Behavior 
and Information Technology, Information Systems Journal, and Information Systems Reviewwere
searchedtofindrelevantjournalarticles.Pubmedwasusedasadatabaseinordertoincludecyber
threatstomedicaltechnologies.Keywordsthatwereusedinclude:“cybersecurity,”“cybersecurity,”
“internetsecurity,”“informationsecurity”“internetsecuritymeasures”“internetprivacy”“privacy”
and“security.”“Cyberattacks”anditssingleworkform“Cyberattack”hasbeenusedinterchangeably
(Gewirtz,2011).Inthisstudy,weusedbothformswhensearchingtheliteratureandweusethedual
wordform“Cyberattacks”inthecurrentarticleforconsistenceinwriting.Thesameruleappliesto
“Cybersecurity”and“Cybersecurity”aswell.

Atotalof536articlesoncybersecuritywereidentifiedthroughtheinitialsearch.Thesearticles
werefurtherexaminedusingthefollowingthreecriteriatoselectstudiesunderreview:firstly,the
studiesincludedinthereviewmustexplicitlyexaminedthehumanfactorsrelatedtocybersecurity
andtheeffectsofcybersecurity;secondly,thestudiesshouldbepublishedinpeer-reviewedjournals;
andthirdly,thestudiesshouldnotfocusonthetechnologyaspectofcybersecurity.Afterapplyingfor
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