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ABSTRACT

Inthisarticle,aDFRframeworkisproposedfocusingontheprioritization,triagingandselectionof
IndicatorsofCompromise(IoC)tobeusedwheninvestigatingofsecurityincidents.Acorecomponent
oftheframeworkisthecontextualizationoftheIoCstotheunderlyingorganization,whichcanbe
achievedwiththeuseofclusteringandclassificationalgorithmsandalocalIoCdatabase.
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1. INTRoDUCTIoN

Digitalforensicsdatesoverfourdecades.Unlikeotherforensicsciencedisciplines,digitalforensics
facesthechallengetooperateinaproblemdomainwherethesubjectofstudyevolvesinanintermittent,
nonlinear fashion.For instance,a routine,nightlyupdateof the softwareor introductionofnew
hardwaremaysubstantiallychangethebehavioroftheunderlyingsystem,requiringasignificant
revisionofthedigitalforensicsacquisitionandanalysisprocesses.Considerforexamplethecaseof
evolutionoftraditionalharddiskstosolidstatedisk(SSD)technology.Thewaythelatteroperate
invalidate many key assumptions under which forensic acquisition and investigation of disks is
performed(Bednar&Katos,2011).

Moreover,theproliferationofheterogeneousnetworkeddevicesandtheamountofdatatheyare
capableofproducing–ascapturedunderthetermsIoTandBigDatarespectively–hasexacerbated
theproblemsandchallengesofdigitalforensics.Assuch,digitalforensicreadiness(DFR)hasbecome
acriticalfunctionoftheorganization’ssecurityprocessesandachievingefficientDFRhasbecomea
highpriority.Researchindigitalforensicshasprimarilyevolvedthrougharesponsive,practitioner-
basedattitude.Therelevantliteratureondigitalforensicsisdominatedbytechniquesandpractical
approachesforobtainingandanalyzingdatainspecificcontextsandsystemconfigurations.Whenit
comestoconsideringDFRapproaches,thelevelofabstractionishighcausingavoidandeventuallya
disjointbetweenDFRanddigitalforensicinvestigations.MostDFRresearchpublicationsarelimited
todescribinghigh-levelandgenericsteps,whereascontextualizationismostlyabsent.Thisworkaims
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tobridgethegapbyproposingaframeworkforaclosercouplingbetweenDFR,forensicsandincident
responseforaddressingAdvancedPersistentThreats.Wearguethatinevitably,theprioritisationand
contextualisationof theIndicatorsofCompromise isasociotechnicalchallenge,sinceultimately
theforensicanalystneedstoleverageautomatedtoolstosupporttheircybersituationalawareness
posture.Thatis,followingadetectionofasecuritybreach,thethreatrelatedinformationneedsto
bequicklyaccessed,correlatedandhighlightedtoallowtheforensicanalysttotriage,prioritiseand
guidetheirinvestigationinaneffectivemanner.

Therestofthepaperisstructuredasfollows.Section2presentstherelevantliterature.InSection
3ourapproachisdeveloped.Section4outlinesatypicalAPTscenariotobeusedasavehicleto
showcaseourapproach,andsection5summarisestheconclusions.

2. ReLATeD woRKS

In a seminal paper, Hutchins et al. (Hutchins, Cloppert, & Amin, 2011) proposed an approach
for studying and improving incident response against APTs. They introduced a cyber kill chain
whichidentifiesapathcomprisedof7discreteandsequentialphasesanattackerfollowstomeet
theiradversarialgoals.Fromadigitalforensicsperspective,thekillchainisparticularlyhelpfulin
highlightingthefollowing:

• Everysuccessful(totheattacker)phaseisadirectconsequenceoftherespectivesecuritycontrol
failures.

• Detectingthesecuritybreachearlyinthechaininferslowimpactandpotentialdamage.
• Latedetectionofthesecuritybreachimpliesthattherearemoresecurityfailures.Hencethe

scopeofthedigitalforensicartifactcollectioniswider.

Fortheremainderofthissection,therelevantsubtopicsthatwillenablethekeychaintoleverage
theproposedDFRframeworkarepresented.

2.1. Threat Intelligence
Itcaneasilybecomeapparentfromthecurrentliteraturethatthereislimitedconsensusonadefinition
ofthreatintelligence.Threatintelligencehasbeendefinedforexampleasaproductresultingfromthe
collection,processing,integration,evaluation,analysis,andinterpretationofavailableinformation
concerningforeignnations,hostileorpotentiallyhostileforcesorelements,orareasofactualor
potentialoperations(Sanders&Smith,2014).Itcanbethereforeconsideredthatthreatintelligence
istheelaborateinformationaboutthreatstargetingoneormoreorganizations.

Threatintelligencecanbeproducedbothfrominternal(e.g.,Firewall,IDS)andexternalsources,
suchaspublicorcommercialthreatandvulnerabilityrepositories.Externallyobtainedintelligence
is sought as being particularly beneficial to the organization as this promotes cyber situational
awareness,revealingthusthesocio-technicalaspectsoftheforensicinvestigationproblem;ananalyst
willneedtherighttechnicaltoolstoaccessthethreatinformationinatimelymanner,butwillalso
need tocoordinatewithexternal to theorganisationpartiesandpeers inorder tounderstand the
subtleaspectsofanAPT.

Researchonthreatintelligencehashighlightedtheneedforautomatedinformationexchange.To
thisextent,variousstandardsandformats(openIoC,CybOX,STIX,)havebeendeveloped(MITRE,
2017a) (MITRE, 2017b) (Mandiant Corporation, 2013), with the most promising and publicly
acceptablebeingCybOX,STIXandTAXII(Sauerwein,Sillaber,Mussmann,&Breu,2017),(Fransen,
Smulders,&Kerkdijk,2015).

CyberObservableeXpression(CybOX)isastandardizedapproachwhichleverageseXtensible
MarkupLanguage(XML)toencodeandshareinformationaboutobservablesintheoperationalcyber
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