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ABSTRACT

Nowadays,millionsofproductsandservicesareavailabletothepubliconline.Therefore,searching
forthebestproductswhichmeetsindividuals’expectationswouldbedifficultduetotheexistence
oftoomanyalternativechoices.Oneofthemostreliableapproachestochooseaproductorservice
istoexploittheexperienceofpeoplewhohavealreadytriedthem,andareexpectedtohavereported
theiralmosthonestopinionsaboutthem.Areviewingsystemisaplacewhereindividualssharetheir
experienceonproductsandservices.Individualsmayreadand/orwritetheirreviewswhichmaybe
neutralandprofessionalorbiased.Moreover,companiesutilizereviewingsystemstoapplyopinion
miningtechniquesinordertoimprovetheirgoodsorservicesandmaybetowatchtheircompetitors.
However,thepopularityofreviewingsystemsignitesthismotivationforsomepeopletotrytoinfluence
viewersbyenteringtheirfakereviewstopromotesomeproductsordefamesomeothers.Thesespam
reviewsshouldbedetectedandeliminatedtopreventmisleadingpotentialcustomersandunethically
affectthemarket.Opinionminingshouldbeadaptedtolocateandeliminatepotentialspamreviews.
In thispaper, somereviewspamdetectionapproacheshavebeenproposedandexaminedovera
sampledataset.Theproposedapproachesconsiderpatternsthatexistedintrendsofreviews,aswell
asreviewers’behavior.Theapproachesdependonvariousstrategiessuchasobservingabnormal
trends,detectinguncommonorsuspiciousbehaviors,investigatinggroupactivities,amongothers.
Thereportedtestresultsrevealedsomepromisingoutcome.
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INTRoDUCTIoN

AlmostimmediatelyaftertheadventoftheInternetandtheWebtechnology,individualsaswellas
publicandprivateorganizationsbecameinterestedinmarketingtheirproductsandservicesonthe
Web.Sincethen,theutilizationoftheWebforsellingproductsbecamerapidlypervasivesuchthat
nowadaysitconstitutesaconsiderableproportionoftheInternetusage.Alongwithadvertisingon
theWebandinadditiontotheindependentsitesthatallowforproductevaluation,vendorshavegiven
theiraudiencetheauthoritytoevaluateandcommentonthemerchandise.Havingthisfeatureavailable
andinmostcasesaddedtoretailingwebsites,maybebeneficialtobothparties,i.e.,producersand
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consumers.Companiescananalyzetheprovidedreviewstolearnthestrengthsandweaknessesof
theirgoodsandservicesfromconsumers’pointsofview.Theycanfurtherapplytheirconclusionsin
futuretoachievehigherlevelsofsatisfactionfromconsumers,aswellastoattractmorepeopletowards
buyingtheirmerchandise.Moreover,theycaninvestigatepurchasers’reviewsofproductsofcompetitor
companiestobecomeawareofthegeneralappetiteofconsumers:theirpreferences,priorities,etc.
Consideringtheadmirablefeaturesofcompetingproductsinpurchasers’opinions,producerscan
improvetheirownproductsbyaddingormagnifyingthosefeatures.Further,bybecomingaware
ofdiscreditablecharacteristicsofproductsfromrivalcompanies,manufacturerswillmakesurenot
tostrengthenthosecharacteristicsintheirproductionormaybetoconsiderdeficienciesbeforethey
arerealizedbycustomers.Ontheotherhand,sincetheabilitytoreviewproductsonlineismade
availableforpeople,theycaneasilyposttheircommentsontheirdesiredproductsatanytime,from
anypartoftheworld,andattheirownconvenience.Consequently,alargenumberofopinionswith
asignificantvarietyofrankingmaybeencountered.Thisalsogivesatalmostnocosttheopportunity
tocompetitorstowatchhowtheirproductshavebeenreceivedbyconsumers.Possessingsentiments
ofpreviousconsumersofdifferentinterestsandexpectations,individualscandistinguishtheirmost
preferredgoodsorservicesfasterandstraighterthanthetimewhensuchanintegratedcollectionof
opinionswasnotavailable.Therefore,presently,individualsrelyextensivelyonreviewsavailable
online.Thismeanstheydecidewhethertobuyproductsornotbyanalyzingexistingopinionson
thoseproducts.Infact,whenapotentialcustomergetsapositiveoverallimpressionofaproductby
consideringitspresentsentiments,itishighlyprobablethathe/shewillactmoreinfavorofpurchasing
theproduct.Normally if thepercentageofpositiveopinions is considerable, it is likely that the
overallimpressionwillbehighlypositive.Likewise,iftheoverallimpressionisnegative,itisless
imaginablethatvendeesbuytheproduct.Again,theoverallnegativeimpressioncanbetheresultof
agreatproportionofnegativesentiments.Theresultsofasurveyconductedinearly2012indicate
that51%ofthecustomershaveusedInternetmorethan6timesduringayearwhile72%ofthem
havethesametrustinonlinereviewsastheyhaveinpersonalrecommendations(Anderson,2012).

Thesystematicapproachintroducedtominethesevastcollectionofopinionsisknownasopinion
miningakasentimentanalysis.Therearetwotypesofopinionstobeidentifiedanddetectedbyopinion
miningsystems;directopinionswhicharethefeelingsoftheindividualsaboutvarioussingleproducts,
andcomparativeopinionsinwhichtheopinionholderscomparetwoormoreproductsaccording
totheirinterestsandpriorities(Liu,2010).Inthecaseofdirectopinions,opinionminingusually
classifiesthedocumentseachcontainingaperson’sopinionintoeitherpositiveornegativeclasses.
Somesentimentanalystshavetriedtodetecttheorientationsofopinionsofthegivencommentsby
utilizingsupervised(Chesley,Vincent,Xu,&Srihari,2006;Pang,Lee,&Vaithyanathan,2002;Yu
&Hatzivassiloglou,2003)orunsupervisedlearning(Dave,Lawrence,&Pennock,2003;Turney,
2002).Howevereveninthetextsprovidedbyopinionholders,notallthesentencescontainopinions.
Therefore,thesentimentanalysissystemneedstominetheopinionatedsentencesoutofthegiven
text.Opinionatedsentencesaretheonesconsistingofexplicitorimplicitopinions(Liu,2010).As
aresult,someotherresearchersconsidertheproblemofopinionminingatthesentencelevel,i.e.,
theyexamineeachsentencefirsttoassessifitissubjective(Riloff&Wiebe,2003;Wiebe,Bruce,
&O’Hara,1999),andthentodetectitspolarity(Gamon,Aue,Corston-Oliver,&Ringger,2005;
Wilson,Wiebe,&Hoffmann,2005;Yu&Hatzivassiloglou,2003),eventhough,thesentence-level
opinionmininghasitsowndrawbacks.Inthecaseofcomparativeopinions,theapproachandthe
intentionaredifferent.Theminingsystemneedsfirst todetect thecomparativesentenceswhich
usuallycontainsomeequative(e.g.asas),comparative,orsuperlativeadjectivesoradverbs(Jindal
&Liu,2006a).Then,itwouldbeabletodistinguishthepreferreditemamongall(Ganapathibhotla
&Liu,2008;Jindal&Liu,2006b).

Thesubstantialimportanceofonlinereviewsforavastrangeofitsusersfromcompaniesto
individualpurchasersgivesthisstimulustoorganizationstomanipulatetheoverallpolarityofthe
opinionsforproducts.Forexample,avendormightputefforttoinfluencethepotentialcustomers
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