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ABSTRACT

A large amount of surveillance videos and images need sufficient storage. In this article, an
architectureofcloud-basedsurveillancesystemsanditsmoduleswillbedesigned,theCloud-based
VisualSurveillanceSystem(CVSS)willbeimplementedonaprivatecloudusingaVirtualMachine
(VM).TheusersareabletolinktheircamerastotheCVSSsystemsothatthegoalofthisdesigncan
beachieved.Theauthors’CVSSsystemisabletopushnotificationmessagesofcapturedvideosto
receivers,andtheiruserscouldreceiveasurveillancevideoalongwithitsevents.TheCVSSsystem
fullymakesuseofthemeritsofcloudcomputing,whichmakeitmoreadvancedasstatedinthe
evaluationsectionofthisarticle.ThecontributionsofthisarticlearetobeimplementedintheCVSS
systemwith:(1)videostreaminput,(2)intelligentvisualsurveillance,(3)real-timevideotranscoding
andstorage,(4)messagepushingandmediastreamingoutput.
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1. INTRoDUCTIoN

Visualsurveillanceisanapplicationofsecurityengineering,thefunctionsofasurveillancesystem
includecameradeploymentandcalibration,videoandimagerecording,surveillancedatatransmission,
etc.Traditionalvisualsurveillancereferstoanalogmonitoring,itsinfrastructureincludesafront-
sidecamera, transmissioncable,andvisualmonitoringplatform(Hossain,etal.,2016).Because
traditionalsurveillancesystemsarelackofintelligentcomputing,thereforeitis“passive”or“not
smart”(Zhao,Cui&Zhang,2012).Cloudcomputingisastorageorientedsystemthatisgrowing
rapidlyinrecentyears.Videoandimagestorageshowsitschallengeswiththesubstantialrequirement
ofinfrastructurebecausevisualsurveillanceneedsstoragefacilitieslikebigdatathatmaybecostly
toanyusers.Also,oncethestoragedisksarefullordamaged,thehugedatawillbeinrisk,andthus
thebackupisabsolutelyneeded(Hossain,etal.,2012).Withtimelydatabackup,userscaneasily
accessthedatainanytimewithoutworryingaboutcloudfacilities(Bogardi-Meszolyetal.,2006).
VisualSurveillanceasaService(VSaaS)(Kim,etal.,2009)followsthecloudcomputingparadigm
SaaSwhichhasoutperformedthanotherservicesoftraditionalsurveillancesystems.

TheVSaaSisprimarilydrivenbynumerouspivotalfactorssuchasdynamictechnology,cyber
security,remoteaccess,etc.ACloud-basedVisualSurveillanceSystem(CVSS)allowsanyusers
tobenefitfromupfrontcapitalcosts(Qi&Yu,2006).Thesurveillancesystemthereforelessensthe
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resourcesandhumanworkload.ThepurposesofthispaperaretodesignandimplementtheCVSS
systemthathasbetterfunctions,satisfactoryperformanceandfriendlyuserexperiencethanthose
existingones(Jiangetal.,2012).Asvisualsurveillancerequiressufficientspacetostorethebig
surveillancedata,wethinkthefirstresearchproblemofthisprojectishowtodynamicallyallocate
enoughspace todeposit thesevideosand imagesfromsurveillancesensors.Webelievepushing
notificationsisanimportantfeatureofacloud-basedsystem.Hence,ourCVSSsystemcoulddeliver
anylatesteventstotheuser’sterminalsinrealtimesoastoachievesurveillancealarmmakingtimely.
InordertomaketheCVSSmoreintelligent,weneedintegrateallcomponentsintothesystem.Weset
upthesystemwiththefunctionssuchasfacerecognition,motiondetection,licenseplaterecognition,
etc.Therestofthispaperisorganizedasfollows.Section2willpresentoursystemdesign,wewill
describetheimplementationinSection3whileSection4illustratesourtestsandanalysis,wewill
concludethispaperanddepictourfutureworkinSection5.

2. SySTeM DeSIGN

TherequirementstodeveloptheCVSSsystemarenecessary,especiallyforthoseclouddevicesand
Apps.IntheCVSSsystem,ouruserscanwatchandgetvideosfromanywhereintheworld(Wo,et
al.,2012).ByusingNetworkVideoAnalytics(NVA)module,whenasurveillanceeventiscaptured,
theuserscouldgetthepushnotificationthatincludesevententitiessuchas“who”,“where”,“what”,
“why”, “when”, etc. (Zheng,2009)Theusers are able to access the surveillancevideo footages
associatedwiththeeventviaCloudApps.

OurCVSSsystemconsistsoftwoparts.Intheclientside,ourusersareabletocontroltheCVSS
system.In theserverside,MicrosoftHyper-VwillcreateaVirtualMachine(VM).Wedeploya
programrunningenvironmentinHyper-VbasedonWindowsServer2012R2.Finally,weexportthe
MicrosoftWindowsserverinaVMfiletotheprivatecloud(Bogardi-Meszolyetal.,2006).

Withthedevelopmentofcloudcomputing,thetraditionalClient/Server(C/S)architectureis
difficulttomeettherequirementssuchasvisualinformationsharing,notificationpush,etc.Brower
/Server(B/S)structureisbasedonHTTPasthetransmissionprotocolinuseofWWWtechnology,
howevercloudusersaccessthepowerfulfeaturesviatheSaaSwhilereducingthepressureoftraffic
jamintheclientside.OurproposedCVSSsystemadoptsthecloud-basedarchitecture,theuseraccess
andsystemcontrolarecarriedoutbyusingthewell-designedPaaS,SaaS,andIaaS(Tekeoglu&
Tosun,2015).

OurCVSSsystemutilizesASP.NETtodeploytheB/Smodelbasedonthreelayers:clientlayer,
weblayeranddatalayer(Xiong,etal.,2014).TheclientlayertakesuseoftheSaaStoaccessthesite
forthepurposeofHumanComputerInteraction(HCI)(Prati,etal.,2013).Theweblayerliesbetween
theclientlayerandthedatalayeraccrossingthewebserverandtheapplicationserver.Thedatalayer
isthebasetieroftheCVSSsystem,whichwasdesignedespeciallyforhugedatastorage.ASP.NET
supports three types of authentication (Karimaa, 2011), namely, windows authentication, forms
authentication,andpassportauthentication.OurCVSSsystemappliescookiesastheauthentication
mechanismwhichisbasedonformauthentication.Acookieisasmallpieceofbinaryinformation
whichrespondstotheuserrequestsforthepurposeofauthentication.IntheCVSSloginpage,once
ausersubmitsinformationpackagetothecloudserver,ASP.NETwillsendanewcookietoconfirm
theeffectivenessofanidentityticket.Ifauserpassestheauthentication,anewrecordwillbeinserted
intothedatabase.Whileauserisintheoperatingprocess,therecorderwillupdatethedatabasetimely
shownasFigure1.InCVSSS,wehavedesignedthefeatureslike,

• Real-Time Surveillance Video Stream:ThecameraSDKisbasedonstandard:OpenNetwork
VideoInterfaceForum(ONVIF).Therefore,itsupportsconnectionsbetweenanyONVIFstandard
devices.ThecameraSDKprovidesthefunctionofvideostreamingfromacamerainrealtime.
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