
DOI: 10.4018/IJDCF.2018010106

International Journal of Digital Crime and Forensics
Volume 10 • Issue 1 • January-March 2018


Copyright©2018,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



67

A Perceptual Encryption Scheme for 
HEVC Video with Lossless Compression
Juan Chen, Department of Information Engineering, Hunan Engineering Polytechnic, Changsha, China

Fei Peng, School of Information Science and Engineering, Hunan University, Changsha, China

ABSTRACT

Aimingtoprotectthevideocontentandfacilitateonlinevideoconsumption,aperceptualencryption
schemeisproposedforhighefficiencyvideocoding(HEVC)video.BasedonRC4algorithm,akey
streamgenerationmethodisconstructed,whoseproportionof“1”and“0”canberegulated.During
HEVCencoding,fourkindsofsyntaxelementsincludingmotionvectordifference(MVD)’sign,
MVD’samplitude,signofthelumaresidualcoefficientandsignofthechromaresidualcoefficient,
areencryptedbytheregulatedkeystream.Experimentalresultsandanalysisshowthattheproposed
schemehasgoodperceptual protection for thevideo content, and someadvantages such as low
computationalcost,format-complianceandnobitrateincreasecanbeachieved.Itprovidesaneffective
resolutionforthepaidvideo-on-demandservices.
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1. INTRoDUCTIoN

With the rapiddevelopmentofvideocodingandnetwork transmission technologies,peoplecan
obtainabundantvideocontentsproducedbyonlinevideoserviceproviderssuchasYouTube,Netflix,
Youku,Iqiyiandetc.However,someillegalscaneasilyspreadpiratedvideosthroughtheInternet,
whichviolatetheproviders’legalbenefits.

Inordertoprotectthesecurityofthevideocontent,videoencryptionisusuallyadoptedasa
safetymeasuretoavoidunauthorizedwatching.Nevertheless,astheencryptedvideoiscompletely
unwatchable for customers, thedesire of buying thewatching service cannot be stimulated.For
thisreason,manyonlinevideoprovidersoffersomevideohighlightingclipsorinitialpartofthe
videoforfreewatching.Itcanstimulateconsumerspayingtowatchthecompletevideotoanextent,
butitisstillunabletogivefullinformationaboutthevideotothepotentialcustomers.Therefore,
researchershaveproposedperceptualencryptionforthiskindofsituation(Stutzetal.,2012).The
videoqualityafterperceptualencryptionisnotdrasticallyreduced,andthebasicvideoinformation
canbemaintained.Afterunderstandingtheessentialvideocontent,interestedcustomerswillpayfor
thecontentprovidertogetthebestwatchingexperience.

In recentyears,agrowingnumberofultra-high-definitionvideosareused invarioussocial
fields.Thus,H.264/AVC(Wiegandetal,2003),whichiscurrentlythemostwidelyusedvideocoding
standard,cannotmeettherequirementsofmassivevideoscompressionandstorage.In2013,H.265/
HEVCwasdevelopedasanewgenerationofvideocodingstandard(Sullivanetal.,2013),which
can improveapproximately50%compression ratiocomparedwithH.264. Inorder tostrengthen
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thesecurityofHEVCvideos,aperceptualencryptionschemeisproposedinthispaper.Themain
contributionsinclude:

1. Acontrollablekeystreamgenerationmethodisconstructed.ByusingRC4,akeystreamwhose
proportionof“1”and“0”canberegulatedinadelicatedesignedmechanism,whichisusedto
accomplishtheperceptualvideoencryption.

2. Byproperlyselectingsyntaxelementsforencryption,losslesscompressionisachievedinthe
proposedscheme.

3. Aperceptualencryptionpolicyisrecommendedaccordingtothedifferencesofthesensitivity
ofdifferentsyntaxelementsinencryption.

The rest of the paper is organized as follows. The related work is introduced in Section 2.
TheperceptualencryptionforHEVCvideoswithlosslesscompressionispresentedinSection3.
ExperimentalresultsandanalysisareprovidedinSection4.Finally,someconclusionaredrawnin
Section5.

2. RELATED woRKS

Theresearchofvideoencryptioncanbetracedbackto1970s,anditbecamearesearchhotspotin
1990s.Currently,themainstreamofthevideoencryptionisselectiveencryption,whichonlyencrypts
partialdataofthevideo.Itcanachievehighcomputationalefficiencyandformat-compliance.

ForH.264encryption,Shahidetal.proposedtoencrypt thesignandamplitudeofnon-zero
coefficientintheresidualblocktoscramblevideo(Shahidetal.,2009,2011).Itcandegradethe
videoquality,butthemotioninformationofthevideocodingisstillkept.Basedontheencryption
ofresidualcoefficient,intrapredictionmodeandMVDarealsoincludedastheencryptionsyntax
elementsbyWangetal.(Wangetal.,2013).Itcaneffectivelyscramblethetextureinformationand
motioninformation.AfterthereleaseofHEVC,G.V.Wallendaeletal.(Wallendaeletal,2013a,2013b)
observedthatsomesyntaxelementsofHEVCsuchasMVD,mergeindex,referenceindex,residual
coefficientandetc.,canbeselectedforencryption,andtheencryptionoftheseelementscanguarantee
format-compliance.Consequently,aformat-complianceencryptionalgorithmforHEVCwasproposed
in(Wallendaeletal,2014).Recently,Shahidetal.proposedtoencryptthesuffixofbinarizedsyntax
elementsinentropycoding(Shahidetal,2013).Itcankeepthesizeoftheencryptedvideostream
unchangedandhasnotinfluenceonthecompressionperformance.

Asfortheaspectofperceptualvideoencryption,S.Yeungetal.designedmultipletransformsfor
perceptualH.264videoencryption(Yeung,2012).Tosomeextent,itchangestheH.264’sencoding
regulationsoftransformtoaffectthevideoquality.Zengetal.proposedaperceptualencryptionfor
H.264byrandomlyembeddingsign-flipsintothebutterflystructureofinteger-basedtransform(Zeng
etal.,2014).Itincreasesthekeyspacemeanwhilekeepthehighcodingefficiency.

At present, to our best knowledge, little work has been done to the research on perceptual
encryptionforHEVC.In2014,H.Hofbaueretal.proposedaperceptualencryptionforHEVCbased
onselectivecoefficientsignencryption(Hofbaueretal.,2014).ItencryptssomeofthelumaAC
residualcoefficientstodecreaseimagequalitytoacertaindegree.However,itlacksprotectionof
DCcoefficient,chromacoefficientandmotioninformation.

Therefore, to improve the perceptual security of HEVC videos and make the encryption
controllable,anovelperceptualencryptionforH.264withlosslesscompressionisproposed.
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