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ABSTRACT

Inthisarticle,ablindimagewatermarkingscheme,whichisarobustagainstcommonimageprocessing
and geometric attacks is proposed by adopting the concept of histogram-based embedding. The
averagefilterisemployedtolow-passpre-filterthehostimage.Thewatermarkbitsareembedded
intothehistogramofthelow-frequencycomponentandthetemplatebitsareembeddedinthehigh-
frequencyresidual.Theembeddingisperformedbyadjustingthevalueoftwoconsecutivehistogram
bins.Furthermore,apost-quantizationisemployedaftertheembeddingroundtoimproverobustness.
Allpixelmodificationsincurredarebasedonthehumanvisualsystem(HVS)characteristics.As
aresult,agoodtradeoffbetweenrobustnessandimperceptibilityisachieved.Experimentalresults
reportedthesatisfactoryperformanceoftheproposedschemewithrespecttobothcommonimage
processingandgeometricattacks.
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1. INTRoDUCTIoN

Digitalmediahasbeenwidelyusedforinformationcommunicationanddissemination.However,
withtherapiddevelopmentoftheinternetandthemultimediaprocesstechnique,itbecomeseasy
tomanipulateanddistributedigitalmediaillegally.Digitalwatermarkingisapromisingtechnique
toactivelypreventtheseinfringements.Itembedsmessagesintodigitalartsforsecuritypurposes
suchasownershipprotectionandcontentverification.Robustnessisacriticalcharacteristicfora
watermarking system. It calls for that the embeddedwatermarks should survive common signal
processing,geometricattacks,andsoon(Voloshynovskiy,Pereira,Iquise,&Pun,2001).

Manyimagewatermarkingschemeshavebeendevelopedfortherobustnessagainstcommon
signalprocessing.Byembeddingwatermarkbits into the low-frequencycomponent, suchas the
DCcomponentofdiscretecosinetransform(Huang,Shi,&Shi,2000),theapproximatesubbandof
discretewavelettransform(Akhaee,Sahraeian,&Jin,2011),thelow-passfilteredimage(Xiang,Kim,
&Huang,2008;Zongetal.,2015),etc.,awatermarksystemcanachieveconsiderablerobustness
against image processing operations. Furthermore, data hiding codes considering human visual
system(HVS)characteristics(eg,justnoticeabledifference(JND)(Lewis&Knowles,1992)and
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structural similarity index (SSIM) (Wang&Bovik, 2004)have alsobeendeveloped to enhance
embeddingenergywhilepreservingwatermarkedimagequality(Feng,Sun,Huang,&Shi,2016).
Unlikecommonsignalprocessingoperations,geometricattacksintendtobreakthesynchronization
with the embedded information (Voloshynovskiy et al., 2001).Thus, aforementioned techniques
appeartobebrittleagainstthistypeofattacks.Achievingtherobustnessagainstgeometricattacks
remainsachallengeespeciallyforblindimagewatermarkingsystems.

Watermarksembeddedingeometricallyinvariantdomainnaturallysurvivethecorresponded
geometricattacks.Awell-knownpioneeringworkis theFourier-Mellin transformation,whichis
designedtobeinvarianttoglobalrotation,translation,andscaling(RST)(Ruanaidh&Pun,1998).
UniformLog-PolarMappingisalsosuggestedfortherobustnessagainstgeometricattacks(Kang,
Huang,&Zeng,2010).Theschemein(L.Li,S.Li,Abraham,&Pan,2012)embedswatermarkbits
intothemagnitudesofpolarharmonictransformtoachieverotationandscalinginvariance.In(Tian,
Zhao,Ni,Qin,&Li,2013),localdaisyfeaturetransformisdevelopedtoobtainbothgloballyand
locallyinvariantspace.Momentinvariantscanbealsoconsideredasthewatermarkembeddingdomain
(Zhangetal.,2011).Someschemesexploitthehistogramshapeofanimagetocarrywatermark
bits(Xiangetal.,2008;Zongetal.2015).Comparedwiththeotherapproaches,histogramcanbe
extractedmoreeasilyanddoesnotrequireadditionalsynchronization.Asaresult,thecomputational
costofthewatermarkingsystemislow,andtherewillbelessdetectionerrorscausedbyincorrect
synchronization.Motivatedbythis,ourschemealsoemploysthehistogramastheembeddingdomain.

In this paper, a blind robust image watermarking is proposed by adopting histogram-based
embedding.Notingthatthehistogramofanimagemaybesensitivetocommonimageprocessing,
schemesin(Xiangetal.,2008)and(Zongetal.2015)employGaussianlow-passpre-filteringto
generatethelow-frequencycomponentfromthehostimagefirst.However,duetothesideeffectofthe
over-samplingintheGaussianfiltering,therewillbestrongself-influencethatcannotbeeliminated
duringwatermarkembedding.Inviewofthis,theproposedschemeoptstheaveragefilteringfollowed
byadownsampling.Thisallowstheperfectrecoveryofthewatermarkedlow-frequencycomponent.
Wealsoembed templatebits into thehigh-frequency residual to resynchronize thewatermarked
image.Furthermore,anovelpixelmodificationstrategyconsideringHVSisadoptedtoperceptually
handletheembeddingdistortion,whichimprovesthewatermarkedimagequality.

2. WATeRMARK eMBeDDING

2.1. Low and High Frequency Component extraction
Watermarkbitsareusuallysuggestedtobeembeddedinlowfrequencyfortherobustnessagainst
commonsignalprocessing(Huangetal.,2000;Zongetal.2015).Inviewofthis,givenanm n
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