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ABSTRACT

Security always plays an important role in the communication. Steganography, which conceals
theprocessofcommunication,isanotherefficientwaytoachievesecurecommunicationbesides
encryption.ThispaperproposesasecuresteganographyschemeinJPEGimageswithhighembedding
capacityandlowdistortiontothecoverimage.Itembedstheadditionalinformationbymodifying
theDCTcoefficientsinJPEGimages.Consideringthesizeoftheadditionalinformation,someDCT
coefficientsareadaptivelyselectedintheembeddingprocess.Twochaoticencryptionstrategiesare
designedbasedonthehyper-chaoticsystemtoencrypttheadditionalinformationbeforetheembedding
toenhancethesecurity.Extensiveexperimentshavedemonstratedthevalidityandefficiencyofthis
proposedscheme.Comparedwithsomeexistingschemes,itofferslargerembeddingrateandlower
distortionwithstrongersecurity.

KEywoRDS
DCT Coefficients, Hyper-Chaotic Encryption, JPEG Steganography, Secure Communication

1. INTRoDUCTIoN

The security in communication is important. Especially in the modern times, more and more
informationhasbeentransmittedontheInternet.However,theInternetisinsecureduetoitsoriginal
designinthetransferprotocols.Therefore,itisofvitalimportancetoguaranteethesafetyofprivateand
secretinformationintheInternetEra.Variousmethodshavebeenproposedeversinceancienttimes
toensurethesecurecommunication.Encryptionandsteganographyaretwoofthemostimportant
strategies,generally.Theencryptionstrategymakesoriginalinformationmeaningless,whichmay
arouseinvaders’attention.Therefore,itiseasierdetectedandeven,decrypted.Thesteganography
(Marvel,Boncelet&Retter,1999)strategyhidesthesecureinformationintoacovermedia,while
onlytheintendedreceiverisawareoftheexistenceofthehiddeninformation.Therefore,nobody
perceivestheinvisibleinformation,andwithoutthekeys,nobodycanextractthisinformation.It
offersbetterinvisibilityandsecurity.

Manysteganographyschemesinthespatialdomainhavebeenproposedinthepastdecades.
However,steganographyinthecompresseddomainseemstohaveabroaderapplicationprospectin
theInternettimes,becausecompressionofferslessspace-consumptionandmoreefficiency.JPEG
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images are themost frequentlyused image formaton the Internet.Therefore,manydatahiding
schemeusedJPEGimagesasthecovermedia(Chang,Chen,&Chung,2002;Tseng&Chang,2004;
Chang,Lin,Tsengetal.,2007;Li&Wang,2007;Xuan,Shi,Nietal.,2007;Qian&Zhang,2012;
Hu,Wang,&Lu,2013;Wang,Lu,&Hu,2013;Holub&Fridrich,2014;Li,Zhang,Luetal.,2014;
Nguyen,Arch-int,&Arch-int,2014;Xu,Xiong,Xu,etal.,2014;Westfeld,2001;Fridrich,Goljan,
&Du,2001;Fridrich,Goljan,&Du,2002).DatahidinginJPEGimages,orJPEGsteganography,
mainlyembedsthesecureinformationintotheblockedDCTcoefficients.Therearemanywaysto
realizethehidingprocess.Schemesevolvedfromearlyproposedmethodsinthespatialdomain,such
asLSB(LeastSignificantBit)substitution(Chang,Chen,&Chung,2002;Tseng&Chang,2004;Li
&Wang,2007),usuallyregardtheDCTcoefficientsasthepixelsinthespatialdomain.Forexample,
theJpeg-JsteghidingtoolembedstheadditionalinformationintotheLSB(LeastSignificantBit)
ofthequantizedDCTcoefficients,whosevaluesdonotequalto0,1,or-1.Itisobviousthehiding
capacityisrare,becausethequantizedDCTcoefficientssatisfyingsuchconditionsarerare.After
that,Westfeldetal.(2001)developedtheF5algorithm,whichimprovedtheembeddingefficiency
byemployingthematrixencodingstrategy.Aninvertiblewatermarkingschemeforauthentication
ofdigital JPEGimageswasproposedbyFridrichetal. (2001),whichmodified thequantization
matrixtoenablethereversibility.Besides,Fridrichetal.(2002)providedalosslesscompression
methodtocompresstheLSBofsomeselectedDCTcoefficientstomakeroomfortheembedding.
Changetal.(2002)improvedtheJpeg-Jstegmethodbymodifyingthestandardquantizationtable.
ThemodifiedquantizationtablekeepssomemiddlefrequencyDCTcoefficientsofeveryblockin
JPEGimages.Therefore,itofferedhigherembeddingcapacityandbettersecurity.Tsengetal.(2004)
proposedacapacitytable,accordingtotheHVS(HumanVisualSystem)andJPEGquantizationtable,
toestimatethenumberofbitsthatcanbeembeddedintoeachDCTcoefficients.Thenadditional
informationwasadaptivelyembeddedintotheLSBofeacheligiblecoefficient.Someoptimization
wasalsointroducedtoimprovetheperformancesinJPEGsteganography.ThePSO(ParticleSwarm
Optimization)strategywasemployedtoimprovethequalityofstego-imagesinLi&Wang(2007).
Similar to Chang et al. (2002), the proposed scheme embedded the additional information into
themiddlefrequencysub-bandsofthequantizedDCTcoefficients.Besides,italsomodifiedthe
quantizedJPEGquantizationtable,andemployedthematrixembedding,whichgainedlargerhiding
capacity compared with Chang et al. (2002). All these above-mentioned methods are generally
basedontheimprovementsofLSB-basedsteganography.Somenewlyproposedschemesmodified
thehistogramsofJPEGimagesintheDCTdomaintoembedadditionalinformation.Changetal.
(2007)proposedanovelsteganographybyembeddingthesecureinformationintothesuccessive
zerosequencesinthemiddlefrequencyquantizedDCTcoefficients.Somespecialsub-bandswere
selectedandevaluatedtodeterminethepositionandcapacityofthesteganography.Thequantization
tablesweremodifiedsometimestoaccommodatethesteganography.Xuanetal.(2007)proposed
aJPEGsteganographybasedonhistogrampairs.Theschemeanalyzedtheoptimumthresholdand
optimumregionoftheDCTcoefficientsinJPEGcompressedimagesforthehistogrampairsbased
steganography.ObvioushigherhidingcapacitywasachievedcomparedwithLSBbasedtechnology
(Chang,Chen,&Chung,2002;Tseng&Chang,2004;Li&Wang,2007).Recently,someschemes
embedtheadditionalinformationintotheJPEGbit-streams(Qian&Zhang,2012;Hu,Wang,&Lu,
2013).InWang,Lu,&Hu(2013),boththequantizationtableandthequantizedDCTcoefficients
weremodifiedtoembedadditionalinformation.OnlyafractionofDCTcoefficientswereselected
fortheembeddingprocess.Basedonanoptimizeddistortionfunction,Lietal.(2014)designedan
adaptivesteganographyinJPEGimages.Nguyen,Arch-int,&Arch-int(2014)modifiedthematrix
encodingschemetoimprovetheembeddingefficiency.Besides,cellularautomatawereemployed
toencrypttheadditionalinformationbeforeembedding.Acontentprotectionschemecombining
encryptionanddigitalfingerprintwasproposedintheJPEGcompresseddomaininXuetal.(2014).

Highhidingcapacity,lowdistortionandstrongsecurityarethreeimportantconcernsindesigning
asecuresteganographyscheme.BasedontheJPEGcompression,thispaperproposesahighcapacity
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