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ABSTRACT

A novel random grid and reversible watermarking based verifiable secret sharing scheme for
outsourcing image incloud isproposed in thepaper. In theproposedscheme,dataownerfirstly
embedsthehashvalueofthesecretimageintothesecretimageitselfusingreversiblewatermarking
algorithm; then,watermarked image isdivided into$n$sub image.Secondly, thehashofnsub
imageiscalculated,andthenthehashvalue is transformedinto the initialvalueofhyper-chaos,
thusnrandomgridsaregeneratedbydifferenthyper-chaos.Lastly,afterexpandingthesub-imageto
thesamesizewiththeoriginalsecretimage,itisperformerXORoperationwiththecorresponding
randomgrid,thiswillaccordinglyproduce$n$sharingsecret.Inordertosecurelyoutsourcethe
imageinthecloud,thegeneratedsharesareissuedtothe$n$differentcloudserver.Forauthorized
user,(s)hecangetsharesfromdifferentcloudserver,andthencanrecovertheoriginalsecretimage
throughaseriesofdecryptionoperationsandextractionofreversiblewatermarking.Theproposed
schemecanlosslesslyrestoretheoriginalsecretimage,andhavethedoubleverificationability,that
istosay,itcanverifywhethertheanyoneofthesharingismodified,anditcanalsoverifywhether
theoriginalsecretimageiscompletelyreconstructed.Someanalysisandcomparisonsaregivento
showthesecurityandeffectivenessofproposedscheme.
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1. INTRODUCTION

Cloudcomputing,oneof themost importantcomputingparadigmsemerged inrecentyears,has
becomeagoodmeansforuserstomanagedataefficiently.Byoutsourcingthedatafilesintothe
cloud,thelargeenterprisesaswellasindividualuserscandynamicallyincreasetheirstoragespace
whenrequiredwithoutbuyinganystoragedevices,andthisalsocanreducethecostsforpurchasing
hardwareequipment,managingenterprisedataandmaintainingthesystem.However,amajorissue
forcloudcomputingistheprivacyofoutsourceddata,whendataowneroutsourcesthedatatothe
cloud,(s)hemayonlyallowtheauthorizedusertovisitthedata,thoughcloudcanprovidesomebasic
securitymechanismssuchasfirewalls,itisthoughtuntrusted,soprivacy-preservingofdataowner
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inthecloudenvironmentisachallengingtask,especiallyondataprivacy,securityandreliability
issues(Song,Wagner,&Perrig,2000;Ziegeldorf,Morchon,&Wehrle,2014;Henzeetal.,2013).

Atpresent,encryptionofsensitivedataisthemostextensivelyusedmethodstofulfilldatasecurity
inthecloud.Thatis,dataownersplacetheencrypteddatainthecloud,andonlytheauthorizedusers
candecryptthedataandvisitthem.Uptonow,peoplehaveproposedmanyschemestoguarantee
thesecurityofdatainthecloudusingasymmetricorsymmetricalgorithm(Zhuetal.,2016;Zouet
al.,2016;Shaozhang,Shanshan,&Huang,2015;Li&Ma,2014;Hadavi&Jalili,2010).Among
them,HuiZhuetal.(2016)proposedanefficientprivacy-preservinglocation-basedservicesquery
schemeinoutsourcedcloudbyusingsymmetricencryptionalgorithm;inthescheme,thelocation
provider’sdataisencryptedandissuedtothecloud,andtheregisteredusercangetaccuratelocation
queryresultsfromthecloudserver.QinZouetal.gaveacontent-basedimageretrievalofcloudusing
comparableencryptionalgorithm(2016).Inasymmetricencryption,NiuShaozhangetal.presented
asecurityaccesscontrolforthedatainthecloudefficientlybyusingasymmetricencryptionsystem
(2015);KeyingLiandHuaMaproposedanimprovedmulti-authorityattribute-basedencryptionfor
outsourceddatabymeansofasymmetricandsymmetricencryption(2014).

However,complexityofasymmetricorsymmetricencryption/decryptionoperationsisextremely
high,sotheyarenotefficientfacingwiththeexplosivegrowthintheamountofoutsourceddatain
thenumberofaccess.Thus,asanemergingapproachfortheencryptionofoutsourceddata,secret
sharinghasattractedmuchattentionforitslowcomputationalcomplexityinrecentyears(Hadavi&
Jalili,2010;Agrawaletal.,2011;Dautrich&Ravishankar,2012;Liu&Chang,2016;Liu,Wu,&
Chang,2014;Hadavietal.,2015;Hong,Kim,&Chang,2016).Forexample,intheschemesproposed
byAgrawal(2011),adatafileisdividedintonsectionssharedamongncloudstorageservers;who
hastheknowledgeofanytormorepiecescanrecoverthefile.Thedevelopersoftheseschemeshave
claimedthattheyaresecure,butDautrichpointedouttheschemeisvulnerabletothecollusionattack
inwhichanytcolludingserverscanrecoverallfilesoutsourcedinthecloud(2012),Recently,Liuet
al.proposedasecuresecretsharingmechanismbasedonShamir’ssecretsharingmethod,thescheme
canallowanauthorizeddatausertorecoveralldatafilesinaspecifiedsubset(2014).Mohammad
etal.studiedthesecurityandsearch-abilityinsecretsharing-baseddataoutsourcing,andproposed
multiplepartitioningmethodsthatenableclientstoefficientlysearchamongsharedsecrets(2015).

Inthispaper,anovelandverifiablerandomgrid-basedimagesecurityschemeforoutsourcing
theimagetothecloudisproposed.Inthescheme,dataownerfirstlyembedsthehashvalueofthe
imageintotheimageitselfusingreversiblealgorithm;then,watermarkedimageisdividedinton
sections.Secondly,thehashofnsubimageiscalculated,andthenthehashvalueistransformedinto
theinitialvalueofhyper-chaos,thusnrandomgridsaregeneratedbyusinghyper-chaos.Lastly,after
expandingthesubimagetothesamesizewiththeoriginalimage,itisperformerXORoperationwith
thecorrespondingrandomgrid,thiswillaccordinglyproducensharingsecret.Inordertooutsource
theimageinthecloud,weonlyneedtoputthensharingsecretinthedifferentcloudserver,thiswill
guaranteethesecurityoftheoutsourcedimage.

Theproposedschemecanmakeuserlosslesslyrestoretheoriginalsecretimage,andhavethe
doubleverificationabilityforsharingsecretandtherestoredsecretimage.Theaboveadvantages
makeitespeciallysuitableforsecretsharingofimportantimagessuchasmedicalandmilitaryimages.
Largenumbersofexperimentsshowtheeffectivenessofproposedschemeandtheauthorizedusers
canaccessandrestoretheoriginalimageinasecuremanner,andsomecomparisonsandanalysis
arealsogiventoexplainthehighlightsoftheproposedscheme.

2. PReLIMINARIeS

Inthissection,someknowledgeandtechnologyrelatedtothescheme,includinghashfunction,RG-
basedVSS,reversiblewatermarkingandthehyper-chaoticsystembasedencryptionalgorithmare
firstlyintroduced.
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