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ABSTRACT

Inordertosolvethesecurityproblemslikesinglepointfailure,maliciouslyaccessorevendestruction
oftheauthorizingnodethatwascausedbythelackofknowledgeoftrustevaluationofinteractional
nodes,thisarticleproposesatrustevaluationstrategyforsinglesign-onsolutionsinthecloud.The
strategyimprovedtheD-Sevidencetheorytoverifythesecurityofthepeernodesincloud,including
thecalculation,combinationand transferof thedirect trustand recommended trust.This solved
thesecurityproblemsbroughtonbyevidenceconflictsintrustcombinationandprovidessecurity
insuranceforsinglesign-onsolutionsinthecloud.
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INTRoDUCTIoN

Singlesign-onsolutioniscommonlyadoptedincloudastheuseraccessingvariousresourceand
serviceinmultiplenodestoaccomplishaspecifictask(Chen,Du&Qin,2013;Dai&Wang,2014;
Kumar,Abhishek,Singh&Kumar,2015).Trustisthebasisofsinglesign-onmechanism.Trustalso
isanaturalattributeofhumansociety.Someexpandedthedefinitionoftrustbyaddingtheconcept
ofpredictability.Somedefinedthetrustinthecontextofnetworkenvironment.Thesedefinitions
andresearchallcontaintheevaluationtotheentitybehaviorandisadoptedintheresearchofnode
behaviorandauthenticationincloud(Noor,Sheng&Bouguettaya,2014;Wierzbicki,2011).

In thecloud, theauthorizingnodeshave tomakeaccesscontroldecisions to the requesting
nodeswhendifferentnodesvisitingeachother.Sometimes,thedecisionwasmadewhenthereis
littleinformationabouttherequirednodes.Thiswillleadtothesituationthattherequestingnode
maliciouslyaccessorevendestroytheauthorizingnode.So,it’snecessarytoconducttrustevaluation
totherequestednodebeforetheauthorization.

So, thispaperproposeda trust evaluation strategy for single sign-on solution incloud.The
strategyimprovedtheD-Sevidencetheorytocalculate,combineandtransferthetrustofthepeer
nodesoastoverifythesecurityandbehaviorofthepeernodesincloud.Thestrategycanhelpsolve
thesecurityproblemslikesinglepointfailure,maliciouslyaccessorevendestroytheauthorizing
nodethatcausedbythelackofknowledgeoftrustevaluationofinteractionalnodes.
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DESIGN oF TRUST EVALUATIoN MoDEL oF NoDE

Inthispaper,eachcloudservernodeisregardedasaunifiedentityofSP(ServiceProvider)andIDP
(IdentityProvider)andasapeernodeΝi forsinglesign-onincloud.Thedistributedanddynamic
characteristicsofthecloudresourcesdeterminethatSPadoptedthepolicyof“fullytrust”or“totally
donottrust”totheverificationcertificateprovidedbytheIDP.Asforthepreviouscentralizedsingle
sign-onmodel,thecredibilityanddeterminacywilldecreasewiththeincreaseofthenumberofthe
entities.Usually,foracertainpeernodeinthegroupwhichcontainsalargenumberofpeernodes
oftencan’tobtainthewholeinformationoftheotherpeernodes.Therefore,thispaperproposeda
trustevaluationmodelforthepeernodeNi.

EachpeernodeNihasalistthatrecordstrustevaluationvalueoftheotherpeernodes.Thetrust
valueofthepeernodecanberepresentedbytriplesTtuple(α, β, γ),and0≤ α, β, γ ≤1,α+β+γ=1.
Here,αreferstotheprobabilityof“cantrust”ofthepeernode;βmeanstotheprobabilityof“can’t
trust”ofthepeernode;γrepresentstheprobabilityofuncertaintyofthepeernode.Accordingto
thedifferentunderstandingsofthetrustofthepeernode(forexample,peernodeNiconsidersitis
trustableonlywhenα >0.9,whileNjthinksitisfullytrustableaslongasα >0.7),thevaluesofα,
βandγarecontinuousratherthandiscrete.Accordingtotheroleandfunction,there’refourtypes
oftrust:trustofSP,trustofIDP,recommendedtrustoftheSPandrecommendedtrustoftheIDP.

SupposethetrustevaluationvalueofsourcepeernodeNstodestinationpeernodeNdis(α1, β1, 
γ1)andtrustevaluationvalueoftheotherpeernodestoNdis(α2, β2, γ2),thefinallytrustvalueofNs
toΝd canbecalculatedthrough:

t(α,β,λ) = (α1,β1,λ1) * t1 + (α2,β2,λ2) * t2 (1)

Here,t1andt2areempiricalcoefficientswhichdeterminedbyeachpeernodeaccordingtotheir
ownsituation,andt1+t2=1,t1>t2.Generally,thepeernodehasgreatertrustvalueovertheirown
judgmentthanthatoverexternaljudgment.So,forthelasttwotypesoftrust,t1=1,t2=0.

CALCULATIoN, CoMBINATIoN, AND TRANSFER oF TRUST

Direct Trust Calculation
Directtrustmeansoneentity(herereferstonode)obtainsthetrustvalueoveranotherentityaccording
tothedirectinteractionsinthegivencontext.

Thedirecttrustinthetrustevaluationstrategyincludesthreetypes:directtrustofIDP,direct
trustofSP,thedirectevaluationtotherecommendedtrustofIDPandSP.Asforthecalculationofthe
directtrustofIDP,avarietyoffactorsaretakenintoconsideration,e.g.,authenticationtechnology,the
qualityoftheservicethatprovidedbytheIDPtotheSP(responsetime,rejectionprobability,online
time,andsoon),thebehaviorallevelintheSPoftheidentityinformationprovidedbyIDP,thelast
timethatIDPprovidesidentityinformation,andsoon.Similarly,thequalityofserviceprovidedby
theSP,whetherthereexistsmaliciousbehaviorwhentheSPrequiresIDPforservice,whetherthe
SPlegallyusethenodeinformationprovidedbytheIDP,thelasttimetheSPrequiresforservice,
andotherfactorsaretakenintoconsiderationwhenevaluatingthedirecttrustofSP.

Here,eachnodeNiwillassociateadirecttrustlistLdir,whichrecordstheinteractionnumber
betweentheservicenodeandothernodesincloud,thelatestinteractiontimeandthelatestevaluation
fromtheaccessingnode.ThedirecttrustvalueLdirofdestinationnodeNdoveraccessingnodeNs
canbecalculatedthrough:

Tdir = (ms(T, ts), m(F, ts), m(T, F, ts)) (2)
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