
264

Copyright © 2018, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

Chapter  14

DOI: 10.4018/978-1-5225-3445-7.ch014

ABSTRACT

The Internet of Things (IoT) architecture has gained an increased amount of attention 
from academia as well as the industry sector as a significant methodology for the 
development of innovative applications and systems. Currently, the merging of this 
architecture with that of Cloud computing has been largely motivated by the need 
for various applications and infrastructures in IoT. In addition to this, the Cloud 
ascends as an eminent solution that would help solve various challenges that are 
faced by the IoT standard when varied physical devices. There are an excessive 
number of Cloud service providers the web along with many other services. Thus, 
it becomes critical to choose the provider who can be efficient, consistent, and 
suitable, and who can deliver the best Quality of Service (QoS). Thus, this chapter 
discusses QoS for cloud computing and IoT.
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INTRODUCTION

A network that connects several physical “things” also called objects, with electronics, 
required software and adequate sensors, enabling these to exchange information 
and data with servers and other devices using various means of communication 
framework is referred to as Internet of Things (IoT) (Bertino 2016). IoT is branded 
by real world and consists of little things that have limitations in storage as well 
as the processing ability. There are many issues associated with dependability, 
performance, privacy as well as security. There are enormous capabilities when it 
comes to storage of data and processing ability, virtually when it comes to cloud 
computing. It is highly developed and many IoT issues are solved to some extent.

Introducing IoT into the internet results in lot of smart objects gets connected to 
the internet and these objects generate large amount of data that cannot be handled 
by normal databases. If the objects have very simple interface then they cannot 
even perform small amount of computation that might be necessary. Hence cloud 
concepts are integrated with IoT so that storing and computation is done in the cloud. 
Managing huge amount of data can be easily done by combining IoT with cloud 
(Suchetha & Guruprasad, 2015). Hence, a fresh IT standard with cloud and IoT as the 
two balancing technologies that are merged together will surely disrupt the current 
as well as the future Internet (Zhou et al, 2013 & Chao et al, 2011). Hence, when the 
complementary technologies such as Cloud and IoT are integrated as one module 
into a novel IT paradigm, it will disturb both present as well as forthcoming Internet.

Smart towns and societies, smart home and metering, Healthcare, Video 
observance, automatic and smart transport, smart grid and smart energy, smart 
logistics and monitoring of environmental conditions are some of the primary 
applications that are developed using Cloud and IoT. Increase in the amount of data, 
their types and unpredictability leads to the issue of QoS.

Section 2 introduces the background of cloud computing. Section 3 discusses 
the related work based on QoS of IoT, cloud computing and Cloud of Things (CoT). 
Section 4 explains the communication technologies involved in IoT. Section 5 explains 
the solutions. The conclusion of the chapter is described in Section 6.

BACKGROUND

Cloud Computing Platforms

The computing services that are being delivered through internet is cloud computing. 
With these cloud provisions, software and hardware that are managed by third parties 
are allowed to be accessed by individuals and businesses (Lovesum, et al., 2014). 
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