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ABSTRACT

Thisstudyexploredthefactorsthataffectpersonalhealthinformation(PHI)disclosureviaamobile
application(app)inThailand.Sincemobileappsareincreasinglypopular,asistheThaipeople’s
concernontheirhealthcondition,manymobileappserviceproviderswanttoknowwhichfactors
wouldpersuadecustomerstorevealtheirPHIviamobileapps.Thisresearchmodelwas,therefore,
developed and included the six factors of: personalized service, self-presentation, mobile app
reputation, familiarity, perceived benefits and privacy concerns. The hypotheses were tested by
structuralequationmodelingusingthequestionnaireresponsesfrom294validsubjects.Surprisingly,
privacyconcernwasnotsignificantlynegativelyrelatedtotheintentiontodisclosePHI.However,
the significance effect of the perceived benefit, personalized service and self-presentation were
consistentwithpreviousstudies.Inaddition,therespondentswerewillingtorevealdifferentpersonal
informationindifferentsituations.Theimplicationoftheresultwillshedlightonthedevelopment
ofahealthcaremobileappserviceprovider.
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1. INTRoDUCTIoN

TheproportionofThaipeoplewhoarecurrentlyusingsmartphones,tabletsandcomputersis64%,
11%and27%, respectively,whichshows theoverallgrowth in thenumberofmobiledevices in
Thailand (Google,2016).Moreover, theuseofmobileapplications (apps)viamobiledevices is
rapidlyincreasingbecauseoftheadvancementinmobileapps.Mobileappsaresoftwarethatare
installedandrunonmobiledevices.Therearemanycategoriesofmobileapps,andthesehavebeen
developedtoservedifferentpurposes.
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Peoplehaveanincreasedconcernovertheirhealthand,therefore,haveincreasedtheirdemand
inmanagingtheirhealth.Thishasinfluencedtherapiddevelopmentofmobileappsonsmartphones
andtabletsresponsetotheirneeds.Currenthealthcaremobileappsaremainlycomprisedofmedical
equipmentandworkoutapps.Eachhealthcaremobileapprequiresuserstoinputtheirhealthdatainto
it,whichmeansitisnecessaryforuserstodisclosetheirpersonalhealthdatatothemobileapp.The
requiredhealthdatavariesdependingonthepurposeofthemobileapp.Thehealthdatathatusers
arewillingtodisclosetothemobileapparewidelyvaried,whichmaybebecausethepublicarenot
equallyawareofthedegreeofprivacyprotectionofdisclosedhealthinformation.

Disclosureofpersonalhealthinformation(PHI)viaamobileappisasignificantissueaspeople
havetheirowndifferentlevelofriskconcernaboutdisclosingtheirPHI.ThereistheriskofPHI
beingstolen,oraccessedwithoutauthorization,whichcouldposeathreattousers.Forinstance,the
dataofhospitalsintheU.S.A.washacked(CNN,2014),wherethesocialsecuritynumber,address,
birthdateandtelephonenumberofmorethan4.5millionpatientswasaccessedfromthehospital
informationsystemthatwaslinkedtootherhospitalsin28states.IfthePHIwasthenacquired
byamalefactor,itwouldnegativelyimpactuponthevictim’sandhospitalinformationsystem’s
securityandtrustworthiness.Consumersareaccordinglyconcernedwithprivacywhentheyintend
todisclosetheirPHItoahealthwebsite(Bansaletal.,2010).Touseawebsiteormobileapp,the
consumermusthaveanaccountthatincludestheirPHI.Onceconsumersperceivethereputation
ofthewebsiteandacquaintthemselveswiththewebsite,theirprivacyconcernaboutthewebsite
is largelyalleviated (Li,2014).However, thebenefits fromrevealingpersonal informationvia
mobileappsareattractivetoconsumersbecausetheycangetpersonalizedproductsandservices
aswellaspromotions(Wangetal.,2016).

ThisstudydevelopedaresearchmodelofintentiontodisclosePHI,largelybasedonprevious
studies.Thispaperisoneofthefirststudiestoexaminethefactorsthatinfluencetheusers’intention
todisclosePHIviamobileappsinThailand.TheresultwillhelpidentifythefactorsenablingPHI
disclosurebyThaipeopleandbeaguidelineforthegovernmenttosettherelevantpoliciesandlaw
forhealthcaremobileappdevelopmentandhealthcareinformationsharingviamobileappsthatmore
exactlyservethecitizens’requirements.Inaddition,thispaperwillshowthedifferenceinpersonal
informationdisclosureindifferentsituations;forexample,whenpeoplearehealthyandwhenthey
havemedicalproblems.

2. LITeRATURe ReVIew

2.1. Affecting Factors to Disclose Personal Information
Li(2014)indicatedthatthereputationofthewebsitecanhaveanegativeeffectontheindividual’s
privacy concern about the website. However, digital businesses that beneficially take advantage
ofcustomer’sinformationorinfringeupontheirprivacywillbringaboutprivacyconcernstothe
customers.Recentstudieshavereportedthatreputableandlargecomputer-relatedcompanies,like
AppleInc.andFacebookInc.,haveanissueofcustomerinformationmismanagementonthewebsites
(Li,2014).Theyhavesuddenlyrespondedtotheircustomersinordertominimizetheirreputation
loss.Conversely,disreputableonlinecompaniesarerarelythetargetsforreportingforsuchissues,
butthisdoesnotmeanthattheyhavebeenmanagedaswellorbetterthanotherreputablecompanies
inprotectingtheircustomer’sprivacy.Reputationisbuilt frommanyaspects, includingpersonal
privacy.Customerperceptionsabout thecompany’sreputationandthecompany’swillingness to
customizeitsproductsandservicesaresignificantlyrelatedtocustomer’sinitialtrustinthecompany
(KoufarisandHampton-Sosa,2004).Customerstendtobelievethatdisreputablewebsitesmaynotbe
abletoprotecttheirprivacy,whereasreputablewebsitesarekeentoprotecttheircustomers’privacy.
Itis,hence,supposedthatthereputablemobileappscanablyhandletheusers’personalinformation
securelyandresponsibly.



 

 

11 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/determinants-of-personal-health-

information-disclosure/191207

Related Content

Agile Software Development: The Straight and Narrow Path to Secure

Software?
Torstein Nicolaysen, Richard Sassoon, Maria B. Lineand Martin Gilje Jaatun (2010).

International Journal of Secure Software Engineering (pp. 71-85).

www.irma-international.org/article/agile-software-development/46153

Modeling a Simple Self-Organizing System
Nicholas C. Georgantzasand Evangelos Katsamakas (2014). Systems and Software

Development, Modeling, and Analysis: New Perspectives and Methodologies  (pp.

134-148).

www.irma-international.org/chapter/modeling-a-simple-self-organizing-system/108813

Fuzzy Rule-Based Vulnerability Assessment Framework for Web

Applications
Hossain Shahriarand Hisham M. Haddad (2018). Application Development and

Design: Concepts, Methodologies, Tools, and Applications  (pp. 778-797).

www.irma-international.org/chapter/fuzzy-rule-based-vulnerability-assessment-framework-for-

web-applications/188234

VirtualCareGiver: Personalized Smart Elderly Care
Seiki Tokunaga, Kazunari Tamamizu, Sachio Saiki, Masahide Nakamuraand Kiyoshi

Yasuda (2017). International Journal of Software Innovation (pp. 30-43).

www.irma-international.org/article/virtualcaregiver/169916

A Deep Neural Network Model for Cross-Domain Sentiment Analysis
Suman Kumari, Basant Agarwaland Mamta Mittal (2021). International Journal of

Information System Modeling and Design (pp. 1-16).

www.irma-international.org/article/a-deep-neural-network-model-for-cross-domain-sentiment-

analysis/276415

http://www.igi-global.com/article/determinants-of-personal-health-information-disclosure/191207
http://www.igi-global.com/article/determinants-of-personal-health-information-disclosure/191207
http://www.igi-global.com/article/determinants-of-personal-health-information-disclosure/191207
http://www.irma-international.org/article/agile-software-development/46153
http://www.irma-international.org/chapter/modeling-a-simple-self-organizing-system/108813
http://www.irma-international.org/chapter/fuzzy-rule-based-vulnerability-assessment-framework-for-web-applications/188234
http://www.irma-international.org/chapter/fuzzy-rule-based-vulnerability-assessment-framework-for-web-applications/188234
http://www.irma-international.org/article/virtualcaregiver/169916
http://www.irma-international.org/article/a-deep-neural-network-model-for-cross-domain-sentiment-analysis/276415
http://www.irma-international.org/article/a-deep-neural-network-model-for-cross-domain-sentiment-analysis/276415

