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A Proposed SOAP Model in WS-
Security to Avoid Rewriting Attacks 
and Ensuring Secure Conversation
Rajni Mohana, Jaypee University of Information Technology, Solan, India

ABSTRACT

Serviceorientedarchitectureisacurrentandpopularsoftwareengineeringparadigmprovidingagile
webservicestoconsumersinadynamicallychangingenterpriseenvironment.TheSOAPmessages
areusedtoestablishcommunicationbetweenthewebserviceswhicharevulnerabletorewriting
attacksandinsecureconversation.XMLSignatureasspecifiedinWS-Securityprovidessecurityto
thecontentsoftheSOAPmessagesbutisinsufficient.ThispaperproposesaSOAPmodelwhere
rewritingattackscanbeavoidedandasecureconversationcanbeestablishedaswell.Thispaper
recommendsthreesteps,firstlyusingsharedkeyforencryptingtimestampinthemessagebodyfor
generatingcorrespondingsignature;Secondly,usingvaluereferencingbothforsignaturevalidation
andmessageprocessing;andfinallyencryptingthewholeSOAPbodyinsteadofsendinganopen
SOAPMessageinthenetworktopreventunauthorizedaccess.Thepaperconcludesthattheproposed
modelsuccessfullydetectsrewritingattacksandestablishessecureconversationintheto-and-fro
messagetransmission.
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INTROdUCTION

Service-OrientedArchitecture(SOA)isanewparadigmforreorganizingorreusingoldapplications
intowebservices.Webservicesareself-describingplatformindependentcomputationalelements,
whichareaccessiblethroughstandardinterfaces.Itcanbeassembledincomplexcompositionsusing
standardmessagingprotocols(Rolland,2010).InSOAenvironment,onehastointegratevarious
webservicesandenableasecureconversationamongthem,toprovideabetterBusinesstoBusiness
(B2B)/BusinesstoBusiness(B2C)applicationwithagility.Oneofthewaysofcommunication
between web services is based on Extensible Markup Language (XML) message called Simple
ObjectAccessProtocol(SOAP)giveninw3.org/TR/xpath20/.WebservicesmakeuseofSOAPtotie
heterogeneousbusinesssystemstogether.Thisprovidesanopportunityfororganizationstocreateand
deploydistributedapplicationswithoutbeingconcernedaboutthehardwareplatform,theoperating
system(OS),theprogramminglanguage,orthenetworktopology(Liu,2008).Thus,SOAPprovides
platformandlanguageneutrality.

The challenging part of system integration is SOAP message exchange in a secured and
meaningfulmanner.Thesemessagesareverywellpronetoattacksleadingtoseveralissuessuchas
unauthorizedaccessandidentitytheft.TheseattacksarebasicallyreferredasXMLrewritingattacks
(Sinha2008).Rewritingattacksarealsocalledaswrappingattacksbecauseitinvolveschangingthe
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contentoftheSOAPmessagewithoutinvalidatingthesignature(Gajek,2009).Rewritingattacksare
donebyinjectingafakedelementinsidethestructureoftheSOAPmessagesothatavalidsignature
coverstheunmodifiedelementwhereasfakedoneprocessestheapplicationlogic.Themessageis
processedaccordingtothepathwhereasthesignatureisvalidatedaccordingtotheMessagebodyID.
ThismethodiscalledasIdreferencingwhichcreatesascopefortherewritingattacks.Asaresult,
anattackercaneasilyperformanarbitrarywebservicerequestpretendingasalegitimateuser.The
challengeis toprovideasolutiontorewritingattacks.(McIntosh,2005)showedthat thecontent
ofaSOAPmessageisprotectedbyanXMLSignatureasspecifiedinWS-Securitywhichcanbe
easilyalteredwithoutinvalidatingthesignature.TheXML rewriting attack ispossiblebecausethe
referencingschemesusedtolocatepartsofaSOAPmessagedocumentdifferbetweenthesignature
verificationfunctionandtheapplicationlogic(Gajek,2009).Replayattack,redirectionattackand
multiplesecurityheaderattackarethethreetypesofattacks.(Sinha,2008)listsouttypesofrewriting
attackstheirimpactonSOAPmessages.

Motivation
Considera scenarioofonlineshopping (Figure1),whenaclientputsa requeston theportal,a
SOAPmessageissenttotheinventorytocheckforthestock,ifitsavailablethenthedetailsofitis
appendedtotheSOAPmessage,andthemessageisfurtherforwardedtobillingdepartment.The
billingdepartmentfurtherpreparestheinvoiceaccordingtotheincomingSOAPmessage,appends
thebillinformationtotheSOAPmessageandsendsthemessagetotheshippingdepartment,which
takescareofshippingthedetailstotherightpersonbyplacingtheordertothemanufacturer’sweb
service.NowallareauthorizedtoaccesstheSOAPmessageandaretrustedforcommunication.
Theproblemariseswhenanauthorizeduserbreaksthetrustinmidwayofthepathorifanattempt
ismadetomodifythemessageandfurtherenactingasifheisnottheconstructorofthemessage.
Hence,it’srequiredtocheckwhetherthereisanybreachoftrust.

UsingWS-PolicyandotherstandardseffectivelyonSOAPhelpsescapingXMLrewritingattacks
(Gajek2009).However,incorrectusageandincorrectapplicationofthestandardsbyprogrammeris
verylikelywhichleadstovulnerabilitieslikerewritingattacksandinsecureconversations.Related
researchworkinthisareabyvariousauthorsdoeshighlightonhowtoavoidawrappingattack.

Figure 1. Scenario of online shopping
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