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ABSTRACT

SHA-3 was anopen competition initiated byNIST todesign new generation of hash functions.
ThiscompetitionwasanecessitytoovercomethechallengesimposedbymultipleattacksonMDx
familyofhash functions includingSHA-0andSHA-1.For thiscompetition,NISTannounceda
referenceplatformwhichdidnotcoverEmbeddedandMobilemachines.Thispapercomparesthe
performanceofSHA-3finalroundcandidatealgorithmsonARMCortex-M4processor(embedded
processor) and presents the results. Cycles per Byte is used as performance metric. Cortex-M4
basedStellaris®LM4F232EvaluationBoard(EK-LM4F232)fromTexasInstrumentsisusedfor
performanceevaluation.
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INTRodUCTIoN

CryptographicHashFunctionsarecrucial in implementingmultiple securitygoals andhave led
theirwayintovarioussecurityapplicationslike:digitalsignatures,storingpasswords,digitaltime
stamping,constructingblockciphers,generatingpseudorandomnumbers,maintainingsecureweb
connections,andencryptionkeymanagementetc.Amongallhashfunctionsbeingused,thosefrom
SHA (Secure Hash Algorithm) family covering SHA-0 (U.S. Department of Commerce, 1993),
SHA-1 (U.S. Department of Commerce, 1995), SHA-2 {SHA-224, SHA-256, SHA-384, SHA-
512}(U.S.DepartmentofCommerce,2002)havebeenthemostcommonlyusedones.ThisSHA
familyof functionswasdevelopedbyNationalSecurityAgency (NSA)andcertifiedasFederal
InformationProcessingStandard(FIPS)byNationalInstituteofStandardsandTechnology(NIST),
USDepartmentofCommerce.AllthesearebasedonMD4andMD5algorithms,commonlyknown
asMDxfamilyofhashfunctions.Aroundyear2004andlatermajorityofhashfunctionsbasedon
MDxfamily(MD4,MD5,HAVAL,RIPEMD,SHA-0andSHA-1)wereattacked(Wang,Feng,Lai,
&Yu,2004)(Wang,Lai,Feng,&Chen,2005)(Wang,Yu,&Yin,EfficientCollisionSearchAttacks
onSHA-0,2005)(Wang,Yin,&Yu,n.d.)(Biham&Chen,2004)(Bihametal.,2005).Giventhat
SHA-2functionsareinthesamefamilyandshareacommonheritageanddesignprinciplesasthe
earlierbrokenfunctions,theseattacksshookthelong-termconfidenceofcryptographersinnearly
allhashfunctions.Aquestionthatperturbedeverybody’smindwaswhatifSHA-2iscompromised
orsuccessfullycryptanalyzedorbrokenandwhatcouldbeitsrepercussions?Ifthisprovedtrue,the
worldwouldnotbeleftwithanyoptionbecauseSHA-2wasthebestthatwehadatthattime.
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To handle this situation, NIST, initiated a design competition (public open competition) in
November2007fordesigningnextgenerationofhashfunctions(U.S.DepartmentofCommerce,n.
d.).Theobjectiveofthecompetitionwastodesignanewhashstandardnamed‘SHA-3’toaugment
currentstandard(SHA-2).NISTreceived64hashfunctionsubmissionsfromover200cryptographers
aroundtheworld.NISTalsoinvitedthepublictoevaluatethesubmissionsandconsequentlyalotof
cryptanalysisandpublicreviewwerecarriedout.InDecember2010,fivealgorithms(Blake,Grøstl,
JH,Keccak,andSkein)advancedtothefinalround.

The‘ReferencePlatform’announcedbyNISTforSHA-3competitionconsistedofgeneralpurpose
machine(WindowsIntelmachines).Considerabledomainofarchitecturesliketheonesprevalentin
SmartCards,Embeddedsystems,andMobileplatformswereignored.Thispaperrevolvesaround
thesefiveSHA-3finalroundcandidatealgorithmsandevaluationoftheirperformanceonarchitecture
otherthantheonespecifiedin‘ReferencePlatform’andthusinitswaycontributetoNIST’spublic
call toevaluateandcompareperformanceofthesecandidatealgorithms.Thispaperpresentsthe
performancecomparisonofSHA-3finalistsonARMCortex-M4architecture.Thechoiceof the
targetplatformwasatwo-stepdecision.Inthefirststep,thedecisiontogoforembeddedandmobile
platformwasdirectedbytherecentsurgeinusageofthesedevices.Inthesecondstep,forzeroing
downonARMarchitecture,itsmarketdominanceandtechnicalfeatureswerethemainconsideration.

organization of the Paper
Section2givesthebriefintroductionaboutSHA-3finalroundcandidatealgorithms.Section3presents
thehardwareandsoftwaretoolsused,andmethodologyadoptedtocarryouttheevaluationofSHA-
3finalists.ResultsarepresentedinSection4followedbyconclusionandfutureworkinSection5.

INTRodUCTIoN To SHA-3 FINAL RoUNd CANdIdATE ALGoRITHMS

Keccak
Keccak hash function is SHA-3 winner and is based on sponge construction. Keccak generates
arbitrarylengthoutputusingfixedlengthpermutation(Keccak-f)operatingonfixednumberofbits
‘b’.Thebasicbuildingblock,Keccak-f,ischaracterizedbytwoparameters:bitrate‘r’andcapacity
‘c’andholdstherelationb = r + c.Thepermutation,Keccak – f,operatesstate‘a’,whichisthree-
dimensionalarrayofelementsofGF(2).Initially,allthebitsofstateareinitializedtozero.Theinput
messageispaddedusingmulti-ratepaddinganddividedintoblocksof‘r’bitseach.Thesponge
constructionthenproceedsintwophases:‘AbsorbingPhase’inwhicheachblockofinputmessageis
XORedwith‘r’bitsofstatefollowedbyapplicationofKeccak-f.Allthisissucceededby‘Squeezing
Phase’,inwhichfirst‘r’bitsofthestatearereturnedasoutputblock,interweavedwithapplication
ofKeccak-f.Thenumberofblocksisdecidedbytheuserdependingonthedesiredhashoutputsize.
Thedetailscanbereferredfrom(Bertoni,Daemen,Michaël,&Assche,2011).

Skein
Skeinworksonthreedifferentinternalstatesizes–256bits,512bits,and1024bits.However,Skein
–512wastheprimeproposalandthesameisevaluatedinthispaper.Skeincanproducevariable
lengthhashoutputasdesiredby theuser.SkeinusesTweakableblockcipher -Threefishas the
basicbuildingblockandUBI(UniqueBlockIteration)chainingmodetoprocessarbitraryinputsize
togeneratedesiredoutput.Threefishmakesuseofthreemathematicaloperations:XOR,Addition
andRotation(withaconstant)andalloperationsaredoneon64-bitwords.ThecoreofThreefishis
MIXfunctionthattakestwowordsasinputandappliesoneaddition,rotationandXORoperation
toupdatethesewords.EveryroundofThreefish–512makesuseoffourMIXfunctionsfollowedby
apermutation,named‘Permute’oftheeight64-bitwords.Asub-keyisinputtedeveryfourrounds.
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