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ABSTRACT

WirelessLANnetworksareconsideredtobewidelyusedandefficientinfrastructureusedindifferent
domainsofcommunication.Inthispaper,weworkedonNetworkIntrusionDetectionSystem(NIDS)
topreventintruder’sactivitiesbyusingsnoopingagentsandhoneypotonthenetwork.Theideabehind
usingsnoopingagentsandhoneypotistoprovidenetworkmanagementintermofmonitoring.Honey
potisplacedjustaftertheFirewallandintrusionsystemhavestronglycoupledsynchronizewith
snoopingagentsMonitoringisconsideredatpacketlevelandpatternlevelofthetraffic.Simulation
filteredandmonitortrafficforhighlighttheintrusioninthenetwork.Furtherattacksequencehasbeen
createdandhaveshowntheeffectsofattacksequenceonscenariowhichhavebothhoneypotand
snoopagentwithdifferentnetworkperformanceparameterslikethroughput,networkload,queuing
delay,retransmissionattemptandpacket.Thesimulationscenarioshowstheimpactofattackonthe
networkperformance.
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INTRODUCTION

Astheusageofinternetincreasesmostcommonlyusertasksareaccomplishedthroughitandfor
thistheconceptofdistributedapplicationsordatabaseshasbeenconsiderablygrownatthepeak
toprovidefastaccess.Due to thiswidenetworknumberof intrudersalso increases.So, there is
needtoputsomestrongmechanismacrossthenetworktorestrictunauthorisedaccessandforthis
variousnetworkdevicessuchasfirewallandIntrusionDetectionSystems(IDS)(Mohame,Idris,
Shanmugum,2012)havebeendevelopedtoblockvarietyofattacks/threatstothenetworkthrough
incomingconnections.Intrusiondetectionistheprocessofmonitoringandcapturingthenetwork
trafficandeventsoccurringinacomputersystemthatislaterusedtoanalysingthemformalicious
activitiesandpossible signsof incidentwhichareviolationsor threatsofviolationofcomputer
securitypolicies,acceptableuseofpoliciesandstandardsecuritypracticesthatisdefinedbysystem
administrators.Anintrusiondetectionsystem(IDS)playsanimportantroleinanetworktoprovide
good security environment. It enables the administrators to detect suspicious packets, activities,
networkvulnerabilitiesandattacks.AllnetworktrafficcanbeobservedwiththehelpofIDSandtis
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easytodetectaswellasdecodemalicioustrafficonahoneynet(Li,Sun,&Zhang,2011).andlog
somemaliciouspacketsatacentralizeddatabase.

Thehoneypot(Zhai&Wang,2012)isaneffectivetoolforobservingandunderstandingintruder’s
methods,tactics,behaviourandmotivations.Ahoneypotobservesandsuspectseverypacketthatis
transmittedtoandfromit,givingittheabilitytocollectandcapturelessnoisydatasetsfornetwork
attackanalysis.However,theydonotreplacetraditionalsecuritysystemstheyprovideextensionto
networksecuritywhosevalueliesinunauthorizedorillicituseofthatresource.Honeypot(Mairh,
Barik,Verma&Jena,2011)isanemergingtechnologywithgreatnetworksecuritypotentialthatcan
beplacedinside,outsideofthenetworkaswellasdeployedinsideofthefirewall.Itisatrapsetused
todivertattackersandhackersawayfromcriticalresourcesforunauthoriseduse.Itcanalsobeused
tostudyanattacker’smethodsandtools.Itprovidesalargeamountofvaluableinformationthatis
usedforanalysisthroughwhichvarietyofattackscanbedetectedevenworkingwithinanencrypted
environment.Allhoneypotwork(Mairh,Barik,Verma&Jena,2011)sameastheydonothaveany
productionvalueandtheyhavenoauthorizedactivitysoanyinteractionwithhoneypotistreatedas
maliciousandunauthorizedactivityItactsasawarningtoolwhichproducealarmifanymalicious
activitydetectedbutithasrisksassociatedwithitsuchasfirewallsbeingpenetrated,encryptioncan
bebroken,failingofIDSsensorsetc.Honeypothavemanyadvantagessuchassmalldatasetswhich
collectlimitedamountofinformationinsteadofgigabytesofdatalogging,reducedfalsepositive
forlegitimateactivity,catchingfalsenegativesformaliciousactivities,workingwithencryptedand
IPV6environment,highlyflexibleandsimple,requireminimalresourcestocapturebadactivity.A
genericimplementationofhoneypothasbeenshowninFigure1.

Low-interactionhoneypots(Spitzner,2002)areusedforproductionpurposesthatcapturelimited
amountof trafficor information.Theservicesofferedby low interactionhoneypotarebasically
emulatedandallowoperatingsystemswithlimitedamountinteractionforattacker.Theactivitiesused
byattackersarelimitedtosomeextentofemulationthatisofferedbythehoneypot.Theadvantages
oflow-interactionhoneypotsarethattheyaresimpletomanageandeasiertodeploy.Inaddition,the
limitedamountofemulationhelpstoreducethepotentialrisksforlowinteractionhoneypot.However,
experiencedattackerscaneasilyrecognisealowinteractionhoneypotwhentheydealwiththem.
High-interactionhoneypots(Spitzner,2002)areusedforresearchpurposeastheyaremorecomplex
todeployandmanage.Theyinvolverealoperatingsystemsandapplicationsbygivingattackersreal
systemsnothingthereisemulatedandnosuchrestrictionsareimposedonattackerbehaviourinthe
ordertofindhowattackerprogressorexecuteinrealtimeandthishelpsadministratorstomonitoror
captureextensivedetailsaboutthefullextentofanattackers’methods.However,itisalsopossible
thatattackersmightusethisrealhoneypotsystemtoattackothersystemswithintheorganisation.
Therefore,strictprotectionpoliciesneedtobeimplementedaccordingly.Intheworstcase,sometimes
anetworkconnectionmaybedisconnectedtopreventattackersfromfurtherpenetratingthenetwork
andsystemsthatarenotunderthereachofhoneypotsystem.

Figure 1. Generic implementation of honeypot
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