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ABSTRACT

Recently,WirelessMeshNetworkisdeliberatedasasignificanttechnologyduetoitsself-healingand
self-organizingcharacteristics.InWMN,dataisforwardedthroughmultiplehopstothedestination
node.Oneofthefactorsthatimpactthenetworkperformanceisthesecurecommunicationdelay.
Anauthenticationtechniquehavingsignificantdelaymayenhancethepossibilityofseveralsecurity
threats.Anumberofauthenticationprotocolshavebeenproposedintheliteraturebutifexisting
practicesaredeliberatedthentooptimizeoneoftheconstraintotherparametersareaffectedradically.
Inthismanuscript,aDiffie-HellmanellipticcurvetechniqueisusedoverWMNwhichreduceslatency
andcomputationaloverheadissues.Furthertoprovetheintegrityofproposedwork,theperformance
ismeasuredtheoreticallyandanalyzedexperimentallyoverns2simulator.
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INTRodUCTIoN

WMNsarethemostadmiredproxytechnologyforlastmileanchorforhome,communityandproximate
networks(Akyildiz&Wang,2005).InWMNs,security(Fu,He,Wangetal.,2008)canbeeasily
compromisedduetodistributed,broadcastinganddynamicnature.Thus,anelaborateauthentication
mechanismisrequiredtoguaranteeonlytrustednodestohaveaccesstotheservices.Manyresearchers
haveproposedseveralauthenticationmechanismsbasedonsymmetricorpublickeycryptosystem
(A.S.Wander,Gura,Eberleetal.,2005)butnoneofthemhavefocusedonauthenticationdelay.

Withtheeaseofauthenticationprotocol,delayistakentobeanimportantparameter.Alarge
delay authentication mechanism leads to a variety of threats i.e. network layer attacks, passive
eavesdropping,throughputdelayandsoon.Authenticationdelayisdefinedashowmuchtimeis
requiredtoprovetheauthenticityoftwonodes.Letusconsiderascenariowherenode‘A’wantsto
sendsomeinformationtonode‘B’usinganauthenticationprotocolasdepictedinFigure1.Suppose
thetimetakenforauthenticationverificationofnode‘A’is4secondsasthedistancebetweennode
‘A’andnode‘B’is4hops.

In this, if anattackerattacksbetween thepaths, itmay leads toavarietyof threats. In this
manuscript,severalauthenticationschemesarediscussedwhicharefocusedondelayandgivesan
appropriatesolutionoverit.
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RELATEd WoRK

Thetransmitnatureofcommunicationdependsonthemediannodesformulti-hopconductionwhich
occursvarioussecurityvulnerabilitiesinwirelessmeshnetworks.InWMN,authenticationisendorsed
intwotransmittinggroups(eitherasetofMCsorMR)torecognizethelegitimacy.

SymmetricandpublickeycryptosystemsarethetwowaystoprovideauthenticationinWMN.
GSMnetworksusedsymmetriccryptosystemandprovidemutualauthenticationbetweenVLR(Visited
LocationRegister)andmobiledevices(Tang&Wu,2008).However,theschememaysufferfrom
DOSattackatHLRandcauselonglatencyinmultihopWMN.Publickeycryptosystemisusedby
EAPstandardprovideanauthenticationinfrastructurebetweenserversandclients.Themethodsof
PublickeycryptosystemarequitecomplexandlackstheabilitytomeettherequirementforMC’s.
InordertoreduceauthenticationdelayinWMN,anumberofschemeshavebeenproposedinthe
literature.In(AzizandDiffie,1994)Abobapointedoutthat50msinvideoconferencingand150ms
in streamingmediamustbeensured toprovideaqualityuserexperience.ButeveryEAPbased
802.1xlimitstheauthenticationdelayminof1000msand250msduringfastresumemode.Akbar
andkhan(Daly,Zarai&Kamounetal.,2011)proposedamulti-hopauthenticationschemewhichis
basedonEAP-TTLS(TunneledTransportlayersecurity).Inthistheminimumauthenticationdelay
isachievedupto250ms.FurtherLeeet.Al.(I.Leeetal.,2007)proposedadistributedauthentication
methodinwhichseveraltrustednodesaredistributedamongmultipledomainsofWMN.IDbased
cryptographyisproposedbyZhanget.Al.(Y.Zhangetal.,2007)giveanoveluserbrokeroperator
trustmodel.Alltheseapproachesareavailableforsinglehopauthentication.He,Joshi,Agrawalet
al.(He,Joshi,Agrawaletal.,2010)proposedade-centralizedgenerationmechanismandprovide
multi-hopauthenticityusingsymmetricpolynomialbasedkeygeneration.Althoughtheauthorsare
abletoreduceinaverageauthenticationdelayupto100msbutsuffersfromotherdrawbacksi.e.DoS
attack,computationaloverhead,passiveeavesdropetc.Authenticationdelayinmultihopscenariois
quitedifficultbecausemessageshavetotravelmultiplehopsbetweensourceanddestination.Thus,
therequirementofQoSandsecurityservices,afastandreliableauthenticationschemesneedtobe
designed.

Inthispaper,ECDH(Lederer,Mader,Koschuchetal.,2009)mechanismisanalyzedoverWMN
whichprovidetheauthenticationbetweensourceanddestinationwithoutinvolvementofintermediate
nodesandreduceauthenticationdelayatmaximumlevel.

Figure 1. Message transmission
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