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ABSTRACT

VehicularAdhocNetwork(VANET)isconsideredasanessentialcomponentofIntelligentTransport
system. VANET has gained an ample amount of attention from the researchers and automobile
industry.Securityandprivacyaretheprimaryrequirementsinthesuccessfuldeploymentofvehicular
communicationinVANET.LackofsecurityandconfidentialityinVANETsistheprimarybarricade
inthesuccessfuldeploymentofVANET.ToestablishtrustwithintheentitiesparticipatinginVANET
operationsistheprimaryaimofVANETsecurityandplayavitalroleinpreventionofattackin
VANET.Thispaperdescribesacomprehensive identityauthenticationscheme (CIAS)basedon
asymmetricencryptionthatfacilitatestheauthenticationforVehicle-to-Infrastructure(V2I)andinter
RSUs.Theproposedschemeisvalidatedbyextensivesimulationsandcomparedwiththerelated
worksonthebasisofcommunicationoverhead(CO),Latencyandpacketdeliveryratio(PDR).The
resultofsimulationsshowsthatproposedauthenticationschemeoutperforms.
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INTRodUCTIoN

Inrecentyears,VANETgainsahighattentionfromthegovernment,researchersandautomobile
industry.VANETisatalentedapproachtoincreasetransportationsafetyandeffectiveness.VANET
canincreasetrafficsafetyandimprovetrafficperformancebysendingmessagescontaininginformation
relatedtotrafficandroadconditions(Toor,Muhlethaler&Laouiti,2008;Hartenstein&Laberteaux,
2008).VANETisconsideredasasolutionforintelligenttransportsystem(ITS)(Wang,Zeng&Yang,
2006).VANETprovidesvarietyofsmartapplicationswhichincludestrafficmonitoring,exchangeof
informationamongvehiclesandRSU,collisionwarningandsoon(Zeadally,Hunt,Irwin,&Hassan,
2010).EveryvehicleinVANETisoutfittedwithanOBUtocommunicatewithothervehiclesor
withRSUs.Primarily,twotypesofcommunicationexistinVANETvehicle-to-vehicle(V2V)and
V2I.TheprimaryconcernofVANET is to ensure theprotectionof the information transmitted
amongstthevehiclesorbetweenthevehiclesandtheRSUs.Forexample,VANETprovidesvarious
typesofsafetyandnon-safetyrelatedserviceslikePostandcombinedaccidentwarning,dynamic
traffic,roadriskcontrolwarning,internetaccess,multimediadownloads,onlinevideotransferetc.,
wherealloftheprocessesrelatedtodataexchangebetweenvehiclesandRSUsmustbeprotected.
Ontheotherhand,sincetheexchangeofinformationoccursoverawirelessmediumduetowhich
thereexistariskofeavesdroppingontheexchangeddatabymalicioususer.Themalicioususermay
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evencounterfeitaregisteredvehicletogetaccesstotheservicesofferedbytheRSU.Themalicious
useranalyzesthehabitofdriversandtheftorothercrimesmaybeexecutedbyexploitingVANET
communications.IfVANETisaffectedbythemalicioususer,itmayresultintrafficjamsoreven
severeaccidents.WithoutprovidingessentialsecurityinVANET,useofVANETcouldcausedanger
tovehicles.Toprovidevarioustypesofsafetyandnon-safetyrelatedservicesinanefficientmanner,
VANETrequiredtwotypesofvitalsecurityrequirements,namely(a)identityauthentication(i.e.,
RSUmusthaveabilitytoconfirmthetoconfirmtheuniquenessofthevehicleandviceversa);and
(b)confidentiality(i.e.;exchangeofsensitivedatabetweenvehiclesandRSUmustremainhidden
fromthemalicioususer).

TosustainaccesstotheRSUserviceswithoutanyinterruption,avehiclemustsetupalinkwith
anewRSUatthetimeofdepartingtherangeofpreviousRSUinV2Ienvironment.Duetohigh
mobilityofVANETtheprocessof“establishingalinkwithanewRSU”isdonefrequentlyasthe
vehiclemovesthroughthenetwork.Thishandoverprocedureinvolvestheuniquenessofthevehicle
tobeconfirmedasaresultofwhichtheservicetimeforthevehicleisdecreased.Inrigorouscases,
theauthenticationoperatingcostmaypossiblyeffectstheperformanceofthenetworkorevencauses
networkfailure.Therefore,todesigntheefficientauthenticationalgorithmbykeepingtheprivacyof
thevehicle’suniquenessandexchangeofdatabetweenvehiclesandRSUisaverychallengingtask
inasuccessfuldeploymentofVANET.Thispaperdescribesacomprehensiveidentityauthentication
scheme(CIAS)basedonasymmetricencryptionthatfacilitatestheauthenticationforV2Iandinter
RSUs.Thisalgorithmnotonlyreducesthecomplexityofauthenticationprocessbutalsoadvances
theprivacyofdataexchangeinV2IandinterRSUenvironment.

Theprimarycontributionofthispapercanberecapitulatedasfollows:

• ThevarioustypesofattacksinVANETareexamined.
• The requirements and challenges related to security and privacy faced by the VANET are

discussed.
• TheexistingauthenticationsolutionsforVANETarediscussed
• Anewauthenticationschemebasedonasymmetricencryptionthatfacilitatestheauthentication

forV2IandinterRSUsisproposedandimplementedbyconductionextensivesimulations.

Therestofthepaperiscategorizedasfollows.Section2describesthevarioustypesofattacks
in VANET. Section 3 discusses the requirements associated to security faced by the VANET.
Comprehensivesurveysofrelatedworksfordifferentauthenticationschemesaredescribedinsection
4.Section5describestheproposedauthenticationschemebasedonasymmetricencryption.Intensive
performanceevaluationofourproposedschemeispresentedinsection6andsection7concludes
thepaper.

ATTACKS IN VANET

VANETisvulnerabletovarioustypesofsecuritythreatsandattacksduetoitsopenwirelessnature.
AnoverviewofattacksispresentedinthissectionthatmayariseinVANETenvironment.Some
basicandnoteworthyattacksthatarecommonlyavailableinliteratureareasfollow:

• Denial of Service (DoS) Attacks:Theprimaryaimofthisattackistoblocktheprincipalmeans
ofcommunicationsandtointerrupttheservicesprovidedbytheVANETtothegenuineuser
(Dhamgaye,Chavhan,&Communication,2013).DoScanbeexecutedbyinternalorexternal
maliciousvehiclestotheVANET(Zeadally,Hunt,Irwin,&Hassan,2012).
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