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ABSTRACT

Nowadays, incommunication technologysafetyofdigitaldata in the formof text, image,and
video,audioisabiggestproblem.Withtherapiddevelopmentofthenetworkmultimediasystems,
securityisthebiggestissue.Digitalwatermarkingisoneofthesolutionstotheseproblems.Ithides
somesecretdataintotheoriginalimageandthisinformationisuseforimageauthenticationand
security.ThispaperFocusanapplicationusingHybridapproachofCryptographytechniqueanddual
watermarkingforthepurposeofProvidinghighlysecurityandauthenticationofdigitaldata.This
paperusecryptographyandQRCodeincombinedapproachofLSBandDCTDigitalimagewater
markingtechnique.TheExperimentalresultsaregivenintheformoftableandgraph.Thisalgorithm
providesmoresecurityanddataauthenticationcomparetootherimagedatasecurityapproach.
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INTRoDUCTIoN

Nowadays,digitalmediaisextremelyusedthroughtheinternet,andtherequirementforcopyright
protectionofhypermediaproductshasemerged.Researchhasbeenconcentratedtosolveaproblem
ofcopyrightprotectionandauthenticationofdigitaldata.Indigitaldata,thereisnomajordifference
betweentheorigindataanditscopy,soitisverydifficulttasktoidentifytheoriginaldata.Hence,the
securityoftheintellectualpropertyisnecessaryandimportantforthesociety(Sridharetal.,2010).
Therearemanytechniquesavailableforcopyrightprotection.Watermarkingisoneofthepopular
techniquesforprotectionoftext,imagevideo,audiodata.Watermarkingisatechniquewhichhides
informationintooriginaldata(Karimietal.,2013)

Watermarking
Thelatestgrowthoffastcommunicationnetworkandexplosionofahugenetworkofmultimedia
systemshasdiscouragedthemultimedia&hypertextcontentproviders.Theauthorsandproducers
hesitatetosharetheirarticleonthenetworkenvironmentbecausetheyhavenocontroltoprotectfrom
copy.Theintelligentpropertywithauthenticationisbecomingveryimportantissuetoday(Karimiet
al.,2013).Insteadmultipleeffortsandresourcesareworkingtomakeauthorizeintellectualproperty.
Thetotalcostofproducingsuchintellectualpropertyandcreationsoftypicallyconstitutesignificant
formation.However, the creator ofmultimedia is alwaysneed someawardswithmotivation for
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thedevelopment.Theresearcherstoday,areinvolvingtotheresearchinimageprocessingwiththe
specializationinwatermarking.Thebasicpropertyoftheimageallowsmultiplecontrolandfactto
judgethepurityandclassifyaccordingly.

Allthewatermarkingprocesshasbasicapproachwiththecomponentinalgorithm,theFigure
1 presents the block diagram of steps with component used in watermarking. Basically, digital
watermarks are used as identity information to identify theowner byverifying authenticity and
integrityof the image. It is speciallyused for findingcopyright infringements and forbanknote
authentication. In thepastdecade,as the informationdigitalizationand internetweredeveloped,
digitalmediaincreasinglyrapidlyovertraditionalanalogmedia.However,asoneoftheconcomitant
side-effectsofdigitalmedia,thatitisalsobecomingeasierandprovidinganeasyapproachforsome
individualorgrouptocopyandtransmitdigitalproductswithoutthepermissionoftheowner.And
tosolvethisproblemwatermarkingtechniquewereintroduced.Therearemanysubjectcoveredby
watermarkssuchassignalprocessing,encryptionandcommunicationtheory.Theresearchinthe
fieldofdigitalwatermarkaimedtoprovidetopreventandtraceprohibitedcopyingandtransmission
andsecurityofcopyrighttodigitalproducts.

Watermarkingtechniquesarerarelyusedinspatialdomainbudewidelyusedintransformdomain
becausespaitaldomainbasedwatermarkingcaneasilyaffectedbybasicimageoperation.Thespatial
domaintechniquesarenotcomplextoimplement,sotheycannotwithstandlowpassfiltering.The
frequencydomainofwatermarkingareachievedbyi.e.DCT,DFTandDWTetc.Thecomparison
ofdeveloped techniques reflects that the frequency-domainwatermarking ismost effectivewith
realizingtheimperceptibilityandrobustness.(Rekhaetetal.2014,Mitalietal.,2013).TheDWT
ismostwidely researchedFrequency-Domainbased transforms.TheDiscreteCosineTransform
(DCT)andDiscreteFourierTransform(DFT)arealsousedwiththeirownimportantcharacteristics
andapplications.DWTexistfinespatiallocalizationwithmulti-resolutioncharacteristics,thoseare
matchestotheoreticalmodelsofhumanvisualsystem.Further,performanceimprovementofDWT
basedWatermarkingalgorithmschangeswiththelevelofDWT(Naghshetal.,2008).

Aneffectiveandinteractivewatermarkingtechniqueshouldbeconsideringtheseveralproperties
(Naghshetal.,2008).

• Transparency:Theembeddedwatermark in the image shouldbeperceptually andvisually
imperceptible.Thisrequirementholdsthemostchallengesfortheimageshavingnoticeablepixel
similaritiesindifferentpartsoftheimage.Thefixedwatermarkintheimagesshouldmustbe
perceptuallyinvisiblebecausethisholdsthemostchallenges

• Robustness: The watermarked image should be robust i.e. watermark should not be easy
to removeordestroy from imageandbeforemissingof thewatermark,watermarked image
shouldbedegraded.Itshouldalsoberobustagainstcertainoccasionalorintentionalattacks

Figure 1. Watermark embedding and extraction process



 

 

10 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/a-hybrid-concept-of-cryptography-and-

dual-watermarking-lsbdct-for-data-security/190852

Related Content

Managing the Commonplace: Small Water Emergencies in Libraries
Gerald Chaudron (2016). International Journal of Risk and Contingency Management

(pp. 42-61).

www.irma-international.org/article/managing-the-commonplace/148213

Improving Power Analysis Peak Distribution Using Canberra Distance to

Address Ghost Peak Problem
Hridoy Jyoti Mahantaand Ajoy Kumar Khan (2018). International Journal of

Information Security and Privacy (pp. 27-41).

www.irma-international.org/article/improving-power-analysis-peak-distribution-using-canberra-

distance-to-address-ghost-peak-problem/208125

ICMetric-Based Secure Communication
Shahzaib Tahirand Imran Rashid (2016). Innovative Solutions for Access Control

Management (pp. 263-293).

www.irma-international.org/chapter/icmetric-based-secure-communication/152966

Will Comparative Effectiveness Research Lead to Healthcare Rationing?
Mary Brown (2011). Ethical Issues and Security Monitoring Trends in Global

Healthcare: Technological Advancements  (pp. 1-21).

www.irma-international.org/chapter/will-comparative-effectiveness-research-lead/52356

Designing Secure Data Warehouses
Rodolfo Villarroel, Eduardo Fernandez-Medina, Juan Trujilloand Mario Piattini (2008).

Information Security and Ethics: Concepts, Methodologies, Tools, and Applications

(pp. 1048-1061).

www.irma-international.org/chapter/designing-secure-data-warehouses/23142

http://www.igi-global.com/article/a-hybrid-concept-of-cryptography-and-dual-watermarking-lsbdct-for-data-security/190852
http://www.igi-global.com/article/a-hybrid-concept-of-cryptography-and-dual-watermarking-lsbdct-for-data-security/190852
http://www.igi-global.com/article/a-hybrid-concept-of-cryptography-and-dual-watermarking-lsbdct-for-data-security/190852
http://www.irma-international.org/article/managing-the-commonplace/148213
http://www.irma-international.org/article/improving-power-analysis-peak-distribution-using-canberra-distance-to-address-ghost-peak-problem/208125
http://www.irma-international.org/article/improving-power-analysis-peak-distribution-using-canberra-distance-to-address-ghost-peak-problem/208125
http://www.irma-international.org/chapter/icmetric-based-secure-communication/152966
http://www.irma-international.org/chapter/will-comparative-effectiveness-research-lead/52356
http://www.irma-international.org/chapter/designing-secure-data-warehouses/23142

