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ABSTRACT

ThispaperexaminesresearchmethodsfordesigningandengineeringaBusinessInformationSecurity
(BIS)artefact.Preventingandrespondingtocybercrimeisbecominganintegralpartofmanagement
practiceswhicharesupervisedbytheBoardofDirectors(BoD),anditcannolongerbeperceivedas
justtraditionalIT.Inordertoimprovethematurityofbusinessinformationsecurityatransformation
isneededandthisrequiresadequatereportinganddashboarding.Dashboardfunctionssuchasthe
currentversus thedesiredstateof theMaturityofBusinessInformationSecurity(MBIS)reflect
certainparametersthatboardscaninfluence.Determiningthekeydashboardfunctionsthatreflect
theseparametersofcontrolwasthemainmotivationforthisresearchpaperandtheultimategoalwas
toengineeraBISartefact.Weproposearesearchanddesignmethodthatcouldbeusedtoestablish
anexperimentaldashboardwithinitialparametersofcontrolbasedonaGroupSupportSystem(GSS)
approach.Finally,GSSisevaluatedasamethodfora)examiningwhichparametersareeffectivefor
BIS,frommultipleperspectivesandb)helpingtoimplementtheartefact(makeitfitthepurpose)as
wellastheassociatedbusinessalignmentanddecision-making.
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INTROdUCTION

Information Security is now a strategic issue for business leaders and several institutions and
communities have launched numerous initiatives to encourage business leaders to ensure good
stewardshipinthisarea(WEF,2015).Theassociatedcomplianceobligationsandtheincreasein
securitybreacheshavemademanybusinessleadersawareofitsimpactonthebusinesscontinuity
(Cashwell,Jackson,Jickling,&Webel,2004),civilandlegalliabilities(Fox-IT,2011)reputation
(Walshetal.,2009;Peters,2012),employabilityandfinancialposition(Ishiguroetal.,2011;Cavusoglu
etal.,2002).ThisiswhyVonSolms(2009)hasarguedthatInformationSecurityManagement(ISM)
ispartofInformationSecurityGovernance(ISG).TheITGovernanceInstitute(ITGI)statesthat
ownershipofdataand its informationrisksare theresponsibilityofbusinessesand theirowners
(ITGI,2005)aswellastheITdepartment(Solms,2005).TheITdepartmentmightownthephysical
hardwareandsoftwareassets,butnotthedata.Todefinesecurityrequirementsincriticalvaluechains
andbusinessprocesses,suchassegregationofdutiesorusecasesforlogging,businessinvolvementis
required(S.VonSolms&R.VonSolms,2009).WithinthismultidisciplinarycontextofInformation
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Securitywethereforeusetheterm“BusinessInformationSecurity”(V.Solms,2005).Managing
BusinessInformationisaprerequisiteforimprovingBusinessInformationSecuritymaturity(Allen,
2007).TheInternationalFederationofAccountants(IFAC)(IFAC,2004)andISACA(ISACA,2012)
describeinformationsecurityasanintegratedenterpriseactivityrequiringpropergovernanceofthe
workdoneinthisareabytheboardandexecutivemanagement.

BasieandRossouwvonSolmsdifferentiatethreelevels:thestrategiclevel(BoardofDirectors
andExecutiveManagement),thetacticallevel(Seniorandmiddlemanagement)andtheoperational
level(lowermanagementandadministration).Alldirectivesettingandcontrollingactivities(including
monitoringandevaluating)areseenaspartofthestrategiclevelofgovernance(R.VonSolms&B.
VonSolms,2006).AnexampleistheadoptionofInformationSecurityControlFrameworkssuch
astheInformationSecurityForum(ISF)StandardofGoodPractice.Allactivitiesdesignedtoput
thesedirectivesintopracticetakeplaceatthetacticalmanagementlevel.Thetacticallevelinvolves
formulatingpoliciesandguidelines,forexampleestablishingminimumstandardsthattheorganisation
needstoadhereto,suchasincidentmanagementandsupplychainmanagement.Thelevelbelow
thetacticalleveliswherethesepoliciesandguidelinesaretranslatedintoproceduresandworking
methods. For example, this is the level where monitoring software is configured which triggers
incidentresponseprocessesorimposesstricterguidelinesforsuppliers.Thispaperfocusesondefining
artefactrequirementsforthestrategiclevelwhicharesubstantiatedbytacticalandoperationaldata.

Mostofthecontributionsbypractitioner’sbodiessuchastheISACA(ISACA,2012),theNational
InstituteofStandardsandTechnology(NIST),theInformationSecurityForum(ISF)andtheITGI
(ITGI,2005)areprescriptiveinnature(Koning&Bikker,2013).Littleacademicresearchhasbeen
doneondeterminingtheBISparameterswhichboardscanusetoimprovetheirBISmaturity.This
paper focussesonexamining the“parametersofcontrol”, thatcan functionas requirements,via
multiplequalitativeresearchmethodsproposedbyJohannessonandPerjons’DesignScienceResearch
(DSR)Framework(Johannesson&Perjons,2014).DSRaimstosolverealproblemsbycreating
knowledgeandunderstandingofadesignproblemandthesolutionsareacquiredbyestablishingand
applyingartefacts.Inthisresearch,wethereforerefertoanartefactthatcontributesinsolvingthe
BusinessInformationSecurityathand.Thisiswhyweformulatedthefollowingresearchquestion:
WhichresearchmethodscontributetodefiningtherequirementsfortheparametersofaBusiness
InformationSecurityartefact?

Structure of the Paper
Thispaperfirstpositionsthemainconceptsofbusinessinformationsecurityandtheproblemsat
hand.Itaddressestherelevanceofdoinginterpretivistqualitativeresearchbymakinguseofmultiple
researchmethods.Thesemethodsarebeingelaborated,inthefourthsectionofthispaper,completed
withtheircontributiontowardsBISresearchandthewayforwardinartefactrequirementsetting.It
concludeswiththemostrelevantqualitativeresearchmethods,aspartofDSRresearch,tobeadopted
inthecontinuationofthisartefactresearchanddevelopmentproject.Itpositionstwopropositions,the
firstisonhowtocaptureandstructuretheresearchdataintotheartefact(dataandproductview)and
thesecondoneisapplyingthisdatatowardsorganisationsinordertoimprovetheBISstate(focuses
onimplementingtheartefactandfacilitatingmeetings),alsoreferredtoasImprovingtheMaturity
ofBusinessInformationSecurity(MBIS).Itfinishesoffwithsomeexamplesofthemethodsbeing
usedinscientificandempiricalstudiesandpublications.
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