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ABSTRACT

Steganographic algorithm recognition is currently a key issue in digital image steganalysis. For
the typicalsubstitutionsteganographicalgorithminspatialdomain,weanalyze themodification
wayandconstructthefeatureextractionsourcebasedontheadjacentpixelscorrelation;extractthe
specialstatisticalfeaturewhichcoulddistinguishthesubstitutionsteganographyfromothertypesof
steganographicalgorithms.Finally,asubstitutionsteganographyrecognitionalgorithmispresented
andtestedbyexperiments.Theexperimentalresultsshowthat,theproposedalgorithmcouldrecognize
thesubstitutionsteganographyinspatialdomainefficiently,andthedetectionaccuracyisbetterthan
existingalgorithms.
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INTRoDUCTIoN

Digitalsteganographyembedsmessagesintoredundantdataofcoverssuchasdigitalimage,video
andtext,andthentransmitsthestegooneswithembeddedmessagesthroughpublicchannels,which
couldachievethegoaloftransmittingsecretmessageinacovertway.However,thetechniquehastwo
sides,itcanbeusedfornationalandsocialsecurecommunication,andontheotherhanditmayalso
beusedbycriminalsorterroristorganizationstoendangersocialsecurity.Therefore,reliabledetection
ofsteganography,i.e.steganalysis,issignificantandisalsoinurgentneedforinformationsecurity.

Developed throughnearly20years, therehavebeena lotofachievements insteganography
andsteganalysis(Luoetal.2008,Cheddadetal.2010,Nissaretal.2010,Denemarketal2016,
Boroumandetat.2016,Denemarketal.2017).However,therearestillsomebottleneckproblemsin
steganalysis(Keretal.2013,Pibreetal.2016,Tangetal2016),suchassteganographicalgorithm
recognition,secretmessageextractionandcrackingetc.Themainpurposeofsteganographicalgorithm
recognitionistorecognizewhichkindofsteganographyisusedinthestegoimage,whichisthe
importantpremiseofsecretmessageextractionandcracking.Therearelittleresearchachievements
insteganographicalgorithmrecognition.Andtheexistingmethodsareconcentrateupontwoaspects:
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oneisbasedontheideaoftwo-classclassification,onlyusingakindoffeaturesforconventional
blinddetectiontoclassifyandrecognizestegoandcoverimages(Pevnyetal.2008,Choetal.2010);
theotheroneistoextractrecognizablefeaturesbasedonthemodificationwayofsteganography,
andthentorecognizethesteganographicalgorithms(Luetal.2014).Pevnyetal.(2008)andChoet
al.(2010)aremainlybasedonthefirstmethodtorecognizesteganographicalgorithm,butdidnot
analyzetheuniquefeaturesinspecificsteganography,whichleadtopoorersuitabilityandhigher
complexity;Luetal.(2014)arebasedonthesecondmethodtorecognizesteganography,however,
theresearchachievementsareonlyfortypicalimagesteganographysuchasF5andnsF5inJPEG
domain.Itcanbeseenfromexistingstudiesthat,reliablerecognitionofsteganographyisstillneeded
toberesearchedformoretypicalsteganographicalgorithms,suchasMB(Sallee2004),Outguess
(Provos2001)andspatialsteganography(Benderetal.1996).

Thispaperaimsattypicalsubstitutionsteganographyinspatialdomain,firstlyweanalyzethe
principle,andthen,constructthesensitivefeaturesthatcouldcapturethespecificmodification;finally
trainrecognitionclassifiersandrecognizesubstitutionsteganographyfrommulti-classstegaoimages
set.Theexperimentalresultsshowthat,theproposedmethodcanreliablyrecognizethestegoimages
whicharegeneratedbysubstitutionsteganographyfrommulti-classstegoimages.

Thispaperisorganizedasfollows.Thesecondsectionintroducestheprincipleofsubstitution
steganography in spatial domain by analyzing the embedding changes. In the third section, the
modification characteristic of substitution steganography will be analyzed by considering the
relationshipbetweenadjacentpixels.Onthebasisofthat,thestatisticalfeaturebasedonthepixels
correlationwillbeextracted,andthen,therecognitionmethodwillbepresented.Intheexperimental
section,theefficiencyoftheproposedmethodwillbetestedusingthewell-knownimagedatabase.
Thepaperisconcludedbytheconclusions.

THe PRINCIPLe oF SUBSTITUTIoN STeGANoGRAPHy IN SPATIAL DoMAIN

Thesubstitutionsteganographyisnotonlyonetypeofthemosttypicalsteganographicalgorithms,
butalsoonetypeoftheearlieststeganographicalgorithms.ThecommonlyusedalgorithmsareLSB
(LeastSignificantBit)substitutionsteganography,MLSB(MultipleLSB,suchas2LSBand3LSB)
substitutionsteganography.Inordertoembedsecretmessages,thiskindofsteganographyalgorithm
embedssecretmessagesinthewayofdirectlyreplacingtheLSBsofpixelsincoverimages,andthe
correspondingstegoimageisgenerated.ThemodificationwayinLSBsubstitutionsteganography
canbedescribedbythefollowingequation:
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whereI( , )i j denotesthepixelvalueatposition( , )i j inimagepixelmatrixI withsizeM N× .
′I ( , )i j  denotes the corresponding stegopixel, 1 1≤ ≤ ≤ ≤i M j N, . mod( , )⋅ 2  denotes the

functionofmodulo2,andsisthesecretmessagebittobeembedded.
Innaturalimages,thehigherthebitplaneis,themoresignificantthepixelis.Generally,even

ifthelowestthreebitsplanesareusedtoembedmessages,therewillnotbesignificantchangesin
visual.Atthesametime,itcangreatlyincreasethecapacityduringinformationembedding.Therefore,
thesubstitutionsteganographywhichbasedontwoorthree-bitplaneisalsoahotresearchinspatial



 

 

12 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/recognizing-substitution-steganography-of-

spatial-domain-based-on-the-characteristics-of-pixels-

correlation/188362

Related Content

Design and Implementation of Identity Verification Software Based on Deep

Learning
Runde Yu, Xianwei Zhang, Yimeng Zhang, Jianfeng Song, Kang Liuand Qiguang

Miao (2022). International Journal of Digital Crime and Forensics (pp. 1-15).

www.irma-international.org/article/design-and-implementation-of-identity-verification-software-

based-on-deep-learning/315796

Disaggregating the Journey to Homicide
Elizabeth Groffand J. Thomas McEwen (2005). Geographic Information Systems and

Crime Analysis (pp. 60-83).

www.irma-international.org/chapter/disaggregating-journey-homicide/18817

Digital Image Splicing Using Edges
Jonathan Weir, Raymond Lauand WeiQi Yan (2012). Crime Prevention Technologies

and Applications for Advancing Criminal Investigation (pp. 176-187).

www.irma-international.org/chapter/digital-image-splicing-using-edges/66839

The Effectiveness of Cyber Security Frameworks in Combating Terrorism in

Zimbabwe
Jeffrey Kurebwaand Eunice Magumise (2020). International Journal of Cyber

Research and Education (pp. 1-16).

www.irma-international.org/article/the-effectiveness-of-cyber-security-frameworks-in-combating-

terrorism-in-zimbabwe/245279

A Novel Medical Image Tamper Detection and Recovery Scheme using LSB

Embedding and PWLCM
Lin Gaoand Tiegang Gao (2014). International Journal of Digital Crime and Forensics

(pp. 1-22).

www.irma-international.org/article/a-novel-medical-image-tamper-detection-and-recovery-

scheme-using-lsb-embedding-and-pwlcm/120218

http://www.igi-global.com/article/recognizing-substitution-steganography-of-spatial-domain-based-on-the-characteristics-of-pixels-correlation/188362
http://www.igi-global.com/article/recognizing-substitution-steganography-of-spatial-domain-based-on-the-characteristics-of-pixels-correlation/188362
http://www.igi-global.com/article/recognizing-substitution-steganography-of-spatial-domain-based-on-the-characteristics-of-pixels-correlation/188362
http://www.igi-global.com/article/recognizing-substitution-steganography-of-spatial-domain-based-on-the-characteristics-of-pixels-correlation/188362
http://www.irma-international.org/article/design-and-implementation-of-identity-verification-software-based-on-deep-learning/315796
http://www.irma-international.org/article/design-and-implementation-of-identity-verification-software-based-on-deep-learning/315796
http://www.irma-international.org/chapter/disaggregating-journey-homicide/18817
http://www.irma-international.org/chapter/digital-image-splicing-using-edges/66839
http://www.irma-international.org/article/the-effectiveness-of-cyber-security-frameworks-in-combating-terrorism-in-zimbabwe/245279
http://www.irma-international.org/article/the-effectiveness-of-cyber-security-frameworks-in-combating-terrorism-in-zimbabwe/245279
http://www.irma-international.org/article/a-novel-medical-image-tamper-detection-and-recovery-scheme-using-lsb-embedding-and-pwlcm/120218
http://www.irma-international.org/article/a-novel-medical-image-tamper-detection-and-recovery-scheme-using-lsb-embedding-and-pwlcm/120218

