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ABSTRACT

Steganalysisreliesonsteganalyticfeaturesandclassificationtechniques.Becauseofthecomplexity
anddifferentcharacteristicsofcoverimages,tomakesteganalysismoreapplicabletowarddetecting
stego images in real applications, we need to train different classifiers so as to match different
images according to their characteristics. Selection of classifiers according to characteristics of
imagesisthekeypointtoimproveaccuracyofsteganalysis.Inourwork,westudythemethodsof
classifierselectionbasedoncharacteristicsofimagesincludingimagesize,quantizationfactor,or
matrix.Besides,wealsodiscussothercharacteristics,suchastexture,coversource,whichmakesan
appreciabledifferencetosteganalysis.
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INTRoDUCTIoN

Nowadays,steganographyhasbeenattractingmuchattentionandwidelystudiedbytheresearchers
allovertheworld.Itaimstonotonlyembedthemessageindigitalfilesforcovertcommunication
butalsoconcealtheactofhidingthesecret.Meanwhile,thegoalofsteganalysisistofindoutthe
suspiciousdigitalfiles,therelatedactorandeventheembeddedmessage.Steganalysisthataimed
torecognizetheexistenceofstegoimagefilesisbasedonfeaturespacedesignedtorepresentthe
imageandbinaryclassifiertrainedfordistinguishingthestegoimagefile(Fridrich,2009).Ithas
beenprovedthatthedetectorwelltrainedbylargetrainingsetandrichmodelcanachieveoutstanding
accuracywiththeassumptionthatthesourceoftestsetisthesameasthetrainingdata(Kodovsky,
Fridrich,&Holub,2012,Fridrich&Kodovsky,2012,Kodovský&Fridrich,2012,Goljan,Fridrich,
&Cogranne,2014,Holub&Fridrich,2015).Although,thecomplexityoftheimagepropertiesitself
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hasahugeinfluenceontheaccuracyofthestaganalyticdetectorinthereal-worldapplication,suchas
thesize,thequalityfactor,thecameraproducingtherawimagefile,thedoublecompression.While
thetrainingdataisdifferentfromtestingset,theperformanceofthedetectordecreasessignificantly
(Goljan,Fridrich,&Holotyak,2006,Kodovský,Sedighi,&Fridrich,2014,Ker&Pevný,2014).This
iswhatwecall“coversourcemismatch”,whichhasbeenrecognizedasanopenproblemconsidering
thesteganalysisinpractice(Ker,Bas,Böhme,Cogranne,Craver,Filler,Fridrich,&Pevný,2013).
ThedefinitionofCoverSourceMismatchisgivenbyKodovskýetal.,andthenegativeimpactof
CSMiswidelyrecognizedandcanrangefromsmalldecreaseofperformancetocompletefailwhen
onerelativelyaccuratesteganalysisalgorithmsononeimagesourcedetectsthesteganographyon
anothersource(Kodovský,Sedighi,&Fridrich,2014).

Inrecentyears,manyresearchersfocusoncoversourcemismatch,anddiscussdifferenttargeted
approachestoaddresstheproblemsofmismatchindifferentdomainofdigitalimage.Barnietal.
(2010)considered theuseofan imageforensics tool for thesteganalysisof imagesproducedby
differentsources.Theexperimentsareconductedtoanalyzetwotypesofimage:computergenerated
andcameraimages(Barni,Cancelli,&Esposito,2010).Lubenko&Ker(2012)provedthesimple
classifiershavemorerobustnesstotrainmismatch.Fridrich(2013)studiedtheeffectofthecover
quantization on steganalysis. However, the study is limited to the situation where the source of
trainingsetmatchesthetestingset.Kodovskýetal.(Kodovský,Sedighi,&Fridrich,2014)studied
theeffectivenessoftwosimpleapproaches:trainingasingleclassifieronamixtureofsourcesand
trainingabankofclassifierswithdifferentsourcesfirstandthentestingagivenunseensourceon
theclosestsourceusedfor training.Bothcanmitigatethenegativeeffectofmismatch,however,
selectingaclosest sourcebasedon thecamera isnot realistic since itdemandsanunacceptable
numberoftheclassifiersbecauseofvariouscameraavailableandthecustomquantizationtablesthey
used.Ker&Pevný(2014)presentsanin-depthstudyofoneparticularinstanceofmodelmismatch,
anddemonstratessomeeffectivemethodstoconsiderablyreduceratherthancompletelyremovethe
mismatchpenalty.However,theyonlydiscussedasingletypeofsteganographyanddetector.

Inthispaper,weproposedanovelsteganalyticschemebasedonclassifierselectionusingimage
characteristicforJPEGdomain.MotivatedbyKodovskýetal.(Kodovský,Sedighi,&Fridrich,2014)
andaimedatthereal-worldapplication,wefirstlytrainedabankofclassifiers,eachofwhichiscalled
template,accordingtotheessentialcharacteristicsofimage:thesizeandthequantizationtableor
JPEGqualityfactor.Thesecharacteristicscanbedirectlyreadfromimagefiletocomputetheclosest
trainedclassifier.Then,weselectthemostsuitableclassifierforeverytestingimageaftercompute
thesimilaritybetweenthetestingimageandeverytemplate.Theexperimentssettingsarebasedon
thereal-worldapplication,applyingboththeoriginalimagesfromtheBOSSBASEdatabaseand
largenumberofimagestakenbyourselveswithvariouscameras.Theresultshowsourschemecan
improvetheaccuracyeffectively.Wealsodiscusstheimpactofotherimagecharacteristicsonthe
negativeeffectofcoversourcemismatch.

The rest of the paper is organized as follows. In the next section, we explain cover source
mismatch,thenintroduceseveralimagecharacteristics,anddiscusstheiradvantagesanddisadvantages
insteganalysis.Inthethirdsection,weproposeourschemeincludingtheselectingrulesusingthe
sizeofimageandthequantizationtablesorqualityfactor.Thefourthsectioncontainsthedetailed
analysisoftheexperimentalresults.ThepaperisconcludedinsectionV.

CoVeR SoURCe MISMATCH

The Problem of Cover Source Mismatch
Generally, steganalysis can be divided into two categories: targeted steganalysis and universal
steganalysis.Inmostcases,thealgorithmsoftargetedsteganalysisdesignsaparticularfeaturetoattack
someweaknessofsteganographyscheme.Uptonow,theusualtechnologyofuniversalsteganalysis
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