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ABSTRACT

Nowadays, users of Online Social Network (OSN) are less familiar with cyber security threats that occur 
in such networks, comprising Cross-Site Scripting (XSS) worms, Distributed Denial of Service (DDoS) 
attacks, Phishing, etc. Numerous defensive methodologies exist for mitigating the effect of DDoS attacks 
and Phishing vulnerabilities from OSN. However, till now, no such robust defensive solution is proposed 
for the complete alleviation of XSS worms from such networks. This chapter discusses the detailed in-
cidences of XSS attacks in the recent period on the platforms of OSN. A high level of taxonomy of XSS 
worms is illustrated in this article for the precise interpretation of its exploitation in multiple applications 
of OSN like Facebook, Twitter, LinkedIn, etc. We have also discussed the key contributions of current 
defensive solutions of XSS attacks on the existing platforms of OSN. Based on this study, we identified 
the current performance issues in these existing solutions and recommend future research guidelines.

1. INTRODUCTION TO ONLINE SOCIAL NETWORK (OSN)

Nowadays, the utilization of Online Social Network (OSN) [Fire et. al. (2014), Haddon et. al. (2011)] 
has escalated abruptly since such networks have entered into daily routine life of people in the form of 
virtual gathering locations that ease communication. With the advent of smart phone technology and 
the development of many digital devices, the usage of OSN-based Web applications (like Facebook 
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[Facebook, (2013)], Twitter [Twitter, (2014)], LinkedIn [LinkedIn, (2014)], etc.) has been tremendously 
increasing after the development of Web 2.0. Such Web application comprises billions of daily online 
active users. Figure 1 highlights the statistics of different community of online users in OSN i.e. its 
popularity among Internet users. OSN basically provide a digital virtual place to users for sharing their 
information including relationship status, qualification, DOB and many more. Users establish new social 
connection with their loved ones and re-establish the lost connections. In other words, OSN facilitates 
socialization. User can interact with other user through posts, messages, photos, and videos. Facebook 
is the most popular OSN site with 1.23 billion active users [Haddon, (2011), Facebook (2014)]. Other 
popular OSN-based Websites are Google+ with 200+ million active users [Google+, (2014)]; Twit-
ter has more than 160 million users [Twitter, (2014)] and LinkedIn with more than 150 million users 
[LinkedIn, (2014)].

As the use of OSN sites is greatly embedded into the lives of general people, to provide privacy to 
their personal information is a challenging task before the developers and researchers. Users’ informa-
tion may be used by the OSN admin and by commercial companies to know the users preferences and to 
identify the audience for their advertisement and product usage. So all this leads to the violation of users’ 
privacy and security. According to a survey done by Facebook in December 2013 [Facebook, (2014)], 
Facebook is having 556 million daily active users on mobile devices, shown an increase of 49% year 
per year. OSN usage is not popular among adults only but it is also most popular among teenagers also.

According to survey done in 25 European countries among 25000 participants [Haddon, (2011)] it 
has been observed that 60% of the children in age group of 9-16 are daily users of OSN sites and 59% 
of those maintain their personal profile on any of the OSN site (26%- 9-10, 49%- 11-12, 73%- 13-14 
and 89%- 15-16). Besides this, 30% of children surveyed maintained social connection with person they 

Figure 1. Popularity of OSNs among users
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