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ABSTRACT

WiththesignificantadvancesinInformationandCommunicationsTechnology(ICT)overthelast
halfacentury,theCloudcomputingparadigmisoneofthemostdiscussedtopicsinthefieldof
ICT today.Additionally,Cloudcomputinghasacritical role in today’sbusinessworld.Without
riskmanagementprocessesembeddedintoinnovativetechnologythatsupportsCloudcomputing,
businessesaresettingthemselvesupforafall.Hence,inthispaper,theauthorsproposeaconceptual
modelofimplementingriskmanagementprocessesintoaCloudcomputingenvironment.Ithighlights
thedifferent processesof riskmanagement (risk identification, risk analysis, riskplanning, risk
execution,andriskmonitoring)andhowtheirexistencecanaffecttheCloudenvironmenttoensure
properprotectionofdataandinformationinordertoensureCloudnetworksandconnectionsaresecure.
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1. INTRodUCTIoN

CloudcomputinginvolvestheuseofremoteserversovertheInternettodeliveron-demandaccessto
informationfacilities.Additionally,Cloudcomputinghasbecomeanincreasinglypopularmeansof
deliveringpreciousInformationTechnology-assistedbusinessservices.Inrecentyears,Al-Rousan
(2015) explained that the Cloud computing model gives a new and promising vision regarding
InformationandCommunicationsTechnology(ICT).Additionally,Drissietal.(2013)notedthat
theincreaseinthedevelopmentofCloudcomputingandthechangesintechnologyhaveresultedin
newwaysforCloudproviderstodelivertheirservicestoCloudconsumers.AstudybySangwanand
Rathi(2014)affirmed/acknowledgedthattheconceptofCloudcomputingreferstothebuildingofIT
servicesthatuseadvancedcomputationalinfluenceandenhancedstoragecapabilities.Additionally,
AlSudiarandVasista(2013)describedthatCloudcomputingisanewparadigminthedomainof
ITdevelopment.

WhilenumerousstudiesrelatedtoCloudcomputinghavebeenconductedsuchas(Badgeret
al.(2011).,Abiodun(2013).,AlMouradandHussain(2014).,AlSudiarandVasista(2013).,and
SangwanandRathi(2014)),therehasbeenadefinitelackofacademicefforttoaddresstheissueofrisk
managementprocesses(riskidentification,riskanalysis,riskplanning,riskexecutionandriskcontrol)
intheCloudcomputingservicemodelandCloudcomputingdeploymentmodelasanintegratedmodel.
Thus,thispaperattemptstocontributetothisfieldbyaddressingoneoftheconcernsrelatedtoCloud
computingandbypresentingareliabletechniqueofemployingtheriskmanagementprocessesas
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aneffectivemodelintheCloudcomputingservicemodelandCloudcomputingdeploymentmodel.
Inthispaper,theproblemfocusesontheCloudcomputingrisks.Thedevelopmentofthispaperwas
mainlymotivatedbythefactthatthereisnoresearchpaperthatshowstheimpactofriskmanagement
processesontheCloudcomputingservicemodelandCloudcomputingdeploymentmodelasan
integratedmodel.Therefore,tofillthisgap,thisresearchhasbeenconductedtoaddresstheidea.
Theaimofthispaperthereforeistoshedlightonestablishingtheconceptualmodelanddiscussing
thecurrenttrendsinthespaceofCloudcomputing.Also,Cloudcomputinghastheabilitytoreduce
thecostofanycomputingexecutionandconveythecomputingasaservice,wherethecustomerspay
onlyforwhattheydesireanduse(Albakrietal.,2014).Withtheadvancementofmodernsociety,
Cloudcomputingpracticeisdevelopingatafastpaceandisoftentheonlyapproachthroughwhich
organizationscancopewiththeeverchangingrequirements.However,thelackofconfidenceinthe
riskmanagementpracticesofCloudprovidershasledtohesitancyinthefaceofCloudacceptance
insomeorganizations.Recently,Totetal.(2015)notedthatthemanagersoftheclients’information
securitysystemmuststudythenatureofbusiness,degreeofinformationcontrolandsecurityrisks
inaCloudcomputingenvironment.Cloudcomputingensuresthatinformationcanbeaccessedfrom
anywheresolongasanInternetconnectionisavailable(Almgren,2014).However,despitethethreats
thatarerelatedtoCloudcomputing,mostorganizationsdonothaveplansonhowtodealwiththese
threats.Assuch,thereisaneedtoadoptariskmanagementprocessestoolthatcanbeusedtodealwith
thesethreats.Additionally,BisongandRahman(2011)maintainedthatsuccessfulimplementationof
Cloudcomputinginanorganizationrequirescorrectplanningandunderstandingofemergingrisks.

Thepaperisdividedintodifferentsections,withsectiontwofocusingonthesurveyofrecent
worksinaCloudcomputingenvironment,riskandriskmanagementprocessesmodels.Insection
three,weproposeourconceptualriskmanagementmodelforaCloudcomputingenvironment.In
sectionfour,wedescribetheimplicationsofthefindingsandthepracticalimplementation.Conclusions
areaddressedinsectionfive.

2. LITERATURE REVIEW

2.1. Cloud Computing Concept
AsperthedefinitionsuggestedbytheNationalInstituteofStandardsandTechnology(NIST)and
MellandGrance(2011),theconceptofCloudcomputingisamodelforallowingsuitable,on-demand
networkaccesstoasharedpoolofconfigurablecomputingresources(suchas:networks,servers,
storage,applicationsandservices).Also,Cloudcomputingisanewmethodforthedisseminationof
scalableITservicesthroughtheInternetonapay-per-usebasis(Armbrustetal.,2010).Furthermore,
asnotedbyBrandl(2010),theCloudcomputingconceptisagroupofdifferentITresourceswhich
areavailableonanon-demandbasis,distributedbyaserviceorganization,available throughthe
Internet,andprovideresourcepoolingamongmultipleusers.

Recently,Rashmietal. (2013)recommendedthat thedefinitionofCloudcomputingshould
bebasedontwoperspectives:firstly,fromauserperspective,whichisCloudcomputingobtaining
computingserviceswithoutanyessentialneedforadeepunderstandingoftheunderlyingtechnology
beingused.Secondly,fromanorganizationalperspective,whereCloudcomputingdeliversservices
forcustomerandbusinessrequirementsinabasicway,providingunboundedscaleanddifferentiated
quality of service to foster rapid innovation and decision making. The study uses a conceptual
definitionaccordingtoTheCommitteeofSponsoringOrganizations(COSO)(2012),whichstates
thatCloudcomputingisthecomputingresource(networks,servers,storage,applicationsandservices)
forutilizingandobtainingamodelthatallowsanorganizationtoobtainitscomputingresourcesand
applicationsfromanylocationviaanInternetconnection.
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