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ABSTRACT

It has been very evident from data breaches from last few years that attackers are
increasingly targeting the path of least resistance to compromise the security of
organizations. Cyber security threats that exploit human behavior are becoming
sophisticated and difficult to prevent against. At the same time humans are the
countermeasures that can adapt swiftly to changing risk landscape than technological
and procedural countermeasures. Organizations are implementing and enhancing
their security awareness and training programs in an attempt to ensure that risks
from human elements, which pose the greatest risks, are mitigated. The chapter
conducts a thorough literature review in the area of security awareness and training
and presents a classification scheme and a conceptual research model to provide
insights into the existing body of knowledge in the area. Trends and analyses are also
presented from the reviewed papers, which can be of importance to organizations
in improving their security awareness programs. The insights from the study can be
leveraged to build a strong human wall against both internal and external threats
that are fast evolving and causing tremendous amount of loss.
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Fortifying Corporate Human Wall
1. INTRODUCTION

Information is the fundamental asset of an organization and hence it is vital to protect
the information. Though we have spent heavily on tools such as antivirus software,
firewalls, intrusion detection and prevention systems to protect the information
security, the threats aren’t completely eradicated due to the gaps in the implementation
of security tools and due to the reason that not all threats to security are known to
the user community. We try to address the same through efficient security training
which creates another level of defence for an organization in overcoming the security
threats. Most of the times, employees follow organizational policies to ensure
compliance however certain gaps are found which compromises the information.
Few examples include ignoring the antivirus alerts, leaking out sensitive information
through phone, writing passwords in desk, downloading a malicious file, etc. As the
deliberate threats to information are prevalent, we deal with necessity of enforcing
a strong security program which will help users in understanding the security
policies of an organization and to empower the users to protect themselves and the
organization from any security issues.

This paper documents the essential business case for investing in a cost-effective
security awareness training program. Through proper trainings to user group, we seek
to establish a proper culture which complies with the information security policies
and goes a long way in helping reduce risks and cut costs for an organization. The
training methods could include publishing awareness through emails, newsfeeds,
blogs and also through refresher courses and by conducting regular auditing. To
analyse the existing security awareness programs in the market, we performed
intensive research of several related papers, the details of which have been specified
below. These papers help to provide details of the current security training programs
in place, the identified security gaps and how theories are framed to ensure that the
information security needs of an organization are met.

The contributions of the chapter are many-fold. First it provides a comprehensive
view of literature in the area of security awareness and training from last few years.
Second, the filtering and classification process provides insight into the trends and
emphasis of recent research which has been in response to growing needs for a
robust and effective information security awareness program. Given the increasing
trend of human link being the weakest and most exploited links, organizations are
increasingly adapting their programs to the shifting risk landscape. The chapter shows
the pattern of research to indicate the areas in security awareness that have gained
importance in recent years. The chapter is organized in 5 sections. Second section
provides an overview of security awareness and training, third section provides
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