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ABSTRACT

IntrusionDetectionSystem(IDS)areactivelyusedtoidentifyanyunusualactivitiesinanetwork.To
improvetheeffectivenessofIDS,securityexpertshaveembeddedtheirextensiveknowledgewiththe
useoffuzzylogic,neuro-fuzzy,neuralnetworkandothersuchAItechniques.Thisarticlepresents
anintrusiondetectionsysteminnetworkbasedonfuzzylogicandneuralnetwork.Theproposed
systemisevaluatedusingtheKDDCup99dataset.Thefuzzysystemdetectstheintrusionbehavior
ofthenetworkusingthedefinedsetofrules.Whereasneuralnetworktrainsthenetworkbasedon
theinputandusesthetrainedsystemtopredicttheoutput.Theevaluationdepictstheeffectiveness
oftheselectedmethodintermsofselectionofattributeswhichgiveshighTruePositiveRateand
TrueNegativeRate,withgoodprecisioninattackdetection.
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INTRoDUCTIoN

Thelatterhalfoflastcenturyhasseentremendousgrowthofsecuritysystems,whichwillensuredata
privacyincurrentnetwork.Asgiveninetal.(Landwehretal.,1994)allnetworksystemssufferfrom
securityvulnerabilitieswhicharetechnicallydifficultandeconomicallycostlytobesolvedbythe
manufacturers.Here,theIntrusionDetectionSystems(IDS)playsavitalrole,whichdetectsanomalies
andattacksinthenetwork.Theresearchintheintrusiondetectionfieldismostlyonanomaly-based
especiallyinacademicresearch;itisconsideredasthemostpowerfulmethodbecauseofitstheoretical
potentialforaddressingthenovelattacks.Anomalydetectorsidentifythepossibleattackattemptsby
buildingprofileswhichrepresentnormalusageandthencompareitwithcurrentbehaviordatatofind
outalikelymismatchetal.(Srinivasuetal.,2009)ManyIDSaredesignedusingvarioustechniques
outofwhichtheauthorswillcomparefuzzybasedsystemwiththatofneuralnetwork.Researchers
focusedonfuzzyrulelearningandneuralnetworktrainingforeffectiveintrusiondetectionusing
dataminingtechniques.Consideringthesepoints,theauthorshavedevelopedafuzzyrulebased
systemindetectingtheattacksandwillcomparetheperformancewiththeneuralnetworksystem.
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Thefuzzysystemmakesuseofeffectiverulestoidentifythedesignstrategy,obtainedbyminingthe
dataeffectively.Thefuzzyrulesgeneratedfromtheproposedstrategycanbeabletoprovidebetter
classificationrateindetectingtheintrusionbehavior.Whileneuralnetworktrainsthetrainingdataset
suchthatitcandetecttheattackinatestingdatasetefficiently.Inthisarticleauthorshavecompared
boththemethodsbasedonsomeperformanceparametersandfoundthemostefficientmethodfor
thistypeofapplication.

LITERATURE REVIEw

Intrusion Detection System
AnIDSisdesignedtomonitorthenetworktrafficandexaminetrafficdataforprotocolanomalies,that
representpotentialattacksandsuspiciousactivities;andalertsthenetworkadministrator(Cisco,2014).
Itworkslikeadefencesystemwhichpreventshostileactivitiescompromisingofsystemsecurities
(Kazienko&Dorosz,2003).Inanomalybasedsystems,thenetworkadministratorstatesthebaseline
ornormalthresholdofthenetwork.TheIDSmonitorsthenetworktrafficandcomparesitagainst
storedpatternsofnormalbehaviour,sothatanypatternviolatingitsbehaviourwillbedefinedas
systemattack.TheassumptionsofIDSarethattheintruder’sbehaviourhastobeunusualfromthat
ofthenormalusers.ThemaincomponentsofanIntrusionDetectionSystemare:

1. InformationSource:datausedbytheIDS;
2. Analysisengine:processofintrusiondetection;
3. Response:actiontakenfordetectionofintrusion.

Fuzzy Inference
In1964LotfiA.Zadeh,fromUniversityofCalifornia,Berkeleyintroducedapaperonfuzzysets
whichcreatedtheideaofgradeofmembership,emphasizingonimpreciseandvagueoutputs.In1965,
hecameupwithfuzzymultistagedecision-making,fuzzysimilarityrelations,fuzzyrestrictionsand
linguisticvariables.Mamdanidevelopedthefirstfuzzylogiccontrollerin1974.Itwasanattempt
tocontrolasteamengineandboilerbysynthesizingasetoflinguisticcontrolrulesobtainedfrom
experiencedhumanoperators(Kay,2004).AfuzzyruleisasimpleIf-Thenrulewhichprovidesan
easymeanstoexpressandcapturethehumanmindtosummarizedataandfocusondecision-relevant
information.Fuzzyinferencederivinglogicalconclusionsfromexistingfuzzyrulebase(Naik,2012
&Tikk,2002).Itisthemappingoffuzzyinputontoafuzzyoutputspacewiththehelpoffuzzy
rules.Therulebaseisthekeycomponentofafuzzyinferencesystem.

Artificial Neural Network
In1943Neuro-physiologistWarrenMcCullochandmathematicianWalterPittswroteapaperonhow
neuronsmightworkandmodelledasimpleneuralnetworkusingelectricalcircuitsetal.(Dilagetal.,
2000).Itissimilartotrainingasystembytakingintoconsiderationtheideaofhumanneuralscheme.
Typically,theneuralnetworkhasefficientresultsinseveralapplications(Radhwanet al.,2015;Ghosh
et al.;2015;deVrieset al.;2015;Horeet al.,2016a;2016b;Chatterjeeet al.,2016;Liet al.;2017;
Acharjya&Anitha,2017;Guesgen,&Marsland,2016;Aroraet al.,2016).Here,LevenbergMarquardt
algorithmisusedwhichisthefastestBackpropagationalgorithm.Inthetrainingperiod,thetraining
dataisgivenasinputtotheinputlayer.Thenetinputlayeractsasanoutputtothehiddenlayerandthe
datapropagatestotheoutputlayer.Here,allhiddennodesaremultipliedwiththeirrespectiveweights
andsummedup.Similarly,theoutputlayernodesgetinputfromthenethiddenlayernodeswhichget
multipliedwiththeirrespectiveweightsandaresummedup.Theseoutputsarethencomparedwith
thetargetoutputvaluesgivingtheerrorvalue.Thisforwardtraversingofthenodevaluesisknownas
theforwardpass.Thiserrorvalueisusedtoupdatetheweightsoftheoutputandhiddennodeswhich
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