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INTRODUCTION

Identity verification in computer systems is done
based on measures like keys, cards, passwords, PIN
and so forth. Unfortunately, these may often be
forgotten, disclosed or changed. A reliable and accu-
rate identification/verification technique may be de-
signed using biometric technologies, which are further
based on the special characteristics of the person such
as face, iris, fingerprint, signature and so forth. This
technique of identification is preferred over tradi-
tional passwords and PIN-based techniques for vari-
ous reasons:

. The person to be identified is required to be
physically present at the time of identification.

. Identification based on biometric techniques
obviates the need to remember a password or
carry a token.

A biometric system essentially is a patternrecog-
nition system that makes a personal identification by
determining the authenticity ofa specific physiologi-
cal orbehavioral characteristic possessed by the user.
Biometric technologies are thus defined as the “auto-
mated methods of identifying or authenticating the
identity of a living person based on a physiological or
behavioral characteristic.” A biometric system can be
either an identification system or a verification (au-
thentication) system; both are defined below.

. Identification: One to Many—A comparison
of an individual’s submitted biometric sample

against the entire database of biometric refer-
ence templates to determine whether it matches
any of the templates.

e Verification: One to One—A comparison of
two sets of biometrics to determine if they are
from the same individual.

Biometric authentication requires comparing a
registered or enrolled biometric sample (biometric
template or identifier) against a newly captured bio-
metric sample (for example, the one captured during
alogin). This is a three-step process (Capture, Pro-
cess, Enroll) followed by a Verification or Identifi-
cation.

During Capture, raw biometric is captured by a
sensing device, such as a fingerprint scanner or video
camera; then, distinguishing characteristics are ex-
tracted from the raw biometric sample and converted
into aprocessed biometric identifier record (biometric
template). Next is enrollment, in which the processed
sample (a mathematical representation of the tem-
plate) is stored/registered in a storage medium for
comparison during authentication. In many commer-
cial applications, only the processed biometric sample
is stored. The original biometric sample cannot be
reconstructed from this identifier.

BACKGROUND

Many biometric characteristics may be captured in
the first phase of processing. However, automated
capturing and automated comparison with previously
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stored data requires the following properties of
biometric characteristics:

. Universal: Everyone must have the attribute.
The attribute must be one that is seldom lost to
accident or disease.

. Invariance of properties: They should be con-
stant over a long period of time. The attribute
should not be subject to significant differences
based on age or either episodic or chronic
disease.

. Measurability: The properties should be suit-
able for capture without waiting time and it must
be easy to gather the attribute data passively.

. Singularity: Each expression of the attribute
must be unique to the individual. The character-
istics should have sufficient unique properties to
distinguish one person from any other. Height,
weight, hairand eye color are unique attributes,
assuming a particularly precise measure, but do
not offer enough points of differentiation to be
useful for more than categorizing.

. Acceptance: The capturing should be possible
in away acceptable to a large percentage of the
population. Excluded are particularly invasive
technologies; that is, technologies requiring a
part of the human body to be taken or (appar-
ently) impairing the human body.

. Reducibility: The captured data should be
capable of being reduced to an easy-to-handle
file.

. Reliability and tamper-resistance: The at-
tribute should be impractical to mask or manipu-
late. The process should ensure high reliability
and reproducibility.

. Privacy: The process should not violate the
privacy of the person.

. Comparable: The attribute should be able to be
reduced to a state that makes it digitally compa-
rable to others. The less probabilistic the match-
ing involved, the more authoritative the identi-
fication.

. Inimitable: The attribute must be irreproducible
by other means. The less reproducible the at-
tribute, the more likely it will be authoritative.

Among the various biometric technologies being
considered are fingerprint, facial features, hand ge-
ometry, voice, iris, retina, vein patterns, palm print,

DNA, keystroke dynamics, ear shape, odor, signature
and so forth.

Fingerprint

Fingerprint biometric is an automated digital version
of the old ink-and-paper method used for more than
acentury for identification, primarily by law enforce-
mentagencies (Maltoni, 2003). The biometric device
requires each user to place a finger on a plate for the
printto be read. Fingerprint biometrics currently has
three main application areas: large-scale Automated
Finger Imaging Systems (AFIS), generally used for
law enforcement purposes; fraud prevention in en-
titlement programs; and physical and computer ac-
cess. A major advantage of finger imaging is the long-
time use of fingerprints and its wide acceptance by the
public and law enforcement communities as areliable
means of human recognition. Others include the need
for physical contact with the optical scanner, possibil-
ity of poor-quality images due to residue on the finger
such as dirt and body oils (which can build up on the
glass plate), as well as eroded fingerprints from
scrapes, years of heavy labor or mutilation.

Facial Recognition

Face recognition is a noninvasive process where a
portion of the subject’s face is photographed and the
resulting image is reduced to a digital code (Zhao,
2000). Facial recognition records the spatial geometry
of distinguishing features of the face. Facial recogni-
tion technologies can encounter performance prob-
lems stemming from such factors as non-cooperative
behavior ofthe user, lighting and other environmental
variables. The main disadvantages of face recognition
are similar to problems of photographs. People who
look alike can fool the scanners. There are many ways
in which people can significantly alter their appear-
ance, like slight change in facial hair and style.

Iris Scan

Iris scanning measures the iris pattern in the colored
part of the eye, although iris color has nothing to do
with the biometric®. Iris patterns are formed ran-
domly. As aresult, the iris patterns in the left and right
eyes are different, and so are the iris patterns of
identical twins. Iris templates are typically around
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