
Copyright ©2017, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

DOI: 10.4018/978-1-68318-003-6.ch007

Chapter 7

213 

WDACS Scheme as PBNM 
for Plural Organizations

BACKGROUND

When it is thought that Internet system is managed by some kind of methods, 
the communication control mechanism needs to be located on the course be-
tween network servers and clients without exception in the existing network 
which does not depend on the DACS Scheme. On the other hand, the DACS 
Scheme locates the communication controls mechanisms on each client. In 
other words, the software for communication control is installed on each cli-
ent. So, by devising the installing mechanism letting users install software 
to the client easily, it becomes possible to apply the second scheme to the 
Internet system management.

However, it is difficult to manage the whole Internet system by using a 
policy-based thinking from the beginning. An enormous number of problems 
are assumed. Therefore, this chapter illustrates the mechanism of managing 
the WAN which connects some LANs as a stage before managing the whole 
Internet system. Indeed, by extending the DACS Scheme, the scheme for 
the WAN management is examined. The results of the DACS system imple-
mentation to realize the DACS Scheme. Here, this system is extended so as 
to move on the WAN. The examples of the technical problem to make the 
DACS system move on the WAN are described below.

Problem 1: When the private IP addresses are assigned to the network servers 
and clients in the different LANs, the same IP address may be assigned 
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to them. In addition, the same user name may be used in the different 
LANs. In this case, correct communication may not be guaranteed.

Problem 2: When the network servers and clients send network communi-
cations to each other, these communications may be obstructed by the 
translation mechanism such as the NAT/NAPT.

Problem 3: There is no mechanism to hand over the key for encrypting the 
network communication from the clients to each client or each user.

CONCEPT OF THE CLOUD TYPE VIRTUAL PBNM FOR 
THE COMMON USE BETWEEN PLURAL ORGANIZATIONS

Figure 1 shows the proposed concept. Since the existing wDACS Scheme 
realized the PBNM control with the software called the DACS Server and 
the DACS Client, the other mechanism was not needed. By this point, the 
application to the cloud environment becomes easy.

The proposed scheme in this chapter (Odagiri, Shimizu, Ishii, & Takiza-
wa, 2015; Odagiri, Shimizu, Takizawa, & Ishii, 2016) realizes the common 
usage by plural organizations by adding the following elements:

Element 1: User identification of plural organizations.
Element 2: Management of the policy information of plural organizations.
Element 3: Application of the PKI for code communication in the Internet.
Element 4: Redundant configuration of the DACS Server (policy informa-

tion server).
Element 5: Load balancing configuration of the DACS Server.
Element 6: Installation function of DACS Client by way of the Internet.

EXAMINATION OF THE IMPLEMENTATION METHOD OF 
THE CLOUD TYPE VIRTUAL PBNM FOR THE COMMON 
USAGE BETWEEN PLURAL ORGANIZATIONS

The element 1 and element 2 are essential functions to realize the proposed 
PBNM scheme as the DACS Scheme. Element 3 is realized by applying the 
mechanism of the existing PKI. Element 4 is realized by using the redundant 
function of the database system (PostgreSQL) which is used for the realiza-
tion of the DACS Server. Element 5 is realized by using virtual appliance 
for road balancing because the cloud environment using the virtualization 
technology is assumed. Therefore, the implementation method for element 
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