62

Chapter 3

Maintenance in Critical

Infrastructures:
The Need for Public-Private Partnerships

Patricia Maraiia
University of Navarra, Spain

Leire Labaka
University of Navarra, Spain

Jose Mari Sarriegi
University of Navarra, Spain

ABSTRACT

The increase in the frequency of disastrous events and society’s dependence on Critical Infrastructures
(Cls) has led to greater concern about the need to increase resilience in order to improve Critical
Infrastructure Protection. Cls are basic service providers for society and they need to be effectively
protected against hazards. Nowadays, Cls can be owned by private entities. However, although they
can be privately owned or managed, they provide a public service that directly affects the whole so-
ciety. Consequently, those activities that increase the overall resilience level of Cls need to be under
the supervision of public entities. Increasing resilience requires special attention be paid to correct
infrastructure and crisis response equipment maintenance. This chapter explains why effective Public-
Private Partnerships (PPP) are valuable for correctly maintaining Cls and illustrates examples of real
situations that demonstrate the need for effective PPPs in maintenance activities.

INTRODUCTION

Since September 11", 2001, the threat of terrorism has raised concerns in many countries about the ur-
gent need to improve the level of protection for their critical infrastructures. Subsequent events—such as
the Asian tsunami in 2004, Hurricane Katrina in 2005, and the Fukushima Earthquake and subsequent
tsunami in 2011—and their inestimable scope only emphasized this concern. The increase in the fre-
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quency of crisis occurrence, the difficulty of foreseeing when the next critical event is going to happen,
and society’s dependence on Cls represent relevant challenges for public decision makers. However,
they are not independent challenges and in fact, they are closely related.

When an unexpected critical event occurs, recovery to the normal state becomes more difficult if
CIs have been affected, as the impacts of crisis, affecting Cls are significantly bigger. To make this
challenge even more critical, the complex interrelationships between Cls and cascading effects (Lorenz,
2009) make it difficult to foresee how a crisis will evolve. Consequently, anticipating the occurrence of
these events is critical. This research focuses on the prevention activities that are required to anticipate
or reduce the impact of critical events affecting CIs.

Resilience refers to the capacity of a system to prevent a crisis occurrence, to mitigate the impact
generated in the case that a triggering event occurs, and to reduce the recovery time needed to bounce
back to the initial situation. In fact, it is in CI disruptions when the overall resilience level of a company
could make a difference. The difference will be positive when the resilience level is high and negative
when the resilience level is low (Marafia, Labaka, Hernantes, & Sarriegi, 2015).

Although we may believe that it is the government’s responsibility to protect and maintain the welfare
of people living in an area, when we consider how complex society is, we see how it is virtually impos-
sible for just one party to undertake such a difficult task. Given that CIs are required for society’s welfare
and they are usually managed by private entities (Alexander, 2005; J. Chen, T. H. Y. Chen, Vertinsky,
Yumagulova, & Park 2013; Hodge & Greve, 2007), cooperation between public and private companies
is valuable for improving the resilience level of CIs and eventually increasing Critical Infrastructure
Protection (CIP).

Increasing resilience requires paying special attention to the appropriate maintenance of infrastruc-
tures and crisis response equipment. Thus, the main objective of this chapter is to explain the main rea-
sons why Public-Private Partnerships (PPP) are sometimes valuable for ensuring that Cls are correctly
maintained. The aim of PPPs is to promote the sharing of resources and information between partners
involved. Sharing resources and information among public and private entities enhances the overall
resilience level of Cls because the more resources and information are available the better is the quality
of the decisions taken by CI managers. To that end, examples of real situations that illustrate the need
for an effective PPP in CI maintenance activities will be presented, followed by an explanation of three
different types of PPPs that can help to make sure maintenance is performed correctly.

METHODOLOGY

The methodology followed during the development of this book chapter starts with a literature review
about Critical Infrastructures (ClIs), crisis impacts and resilience. Afterwards, a framework that includes
a set of resilience building policies and sub-policies is presented. Some of the policies identified in that
framework are directly related to maintenance what justifies the importance of conducting maintenance
activities properly in order to increase the overall resilience level of any CI.

Next, the information gathered from a set of semi-structured interviews conducted with experts is
explained. The main goals of these semi-structured interviews were the following ones:

e  Validate the literature review previously done
e  Understand the role of all the partners involved in CIP
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