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INTRODUCTION

Accompanying the proliferation of computersin almost
every facet of lifeisan underlying risk to financial well-
being related to computer system and data quality. The
viability of a business often depends upon the continual
andreliableoperation of itscomputer system. The conse-
guences of low-quality computer hardware and software
are not infrequent or insubstantial. A recent report from
the U.S. Department of Commerce states that total U.S.
software sales in 2000 were approximately $180 billion
(RTI, 2002). The report estimated that the lack of an
adequate software testing infrastructure costs U.S. soft-
ware usersover $38 billion per year, principally through
error avoidance and mitigation activities.

In just about every instance, a computer system is
acquired, software is used, or data are accessed through
a contract-based commercial transaction. Therefore,
whether acomputer, software, or datavendor will beheld
liablefor defectsor errorsdepends on thelanguage of the
contract itself and the law of contracts. Most contracts
impose scant liability for vendors. Although aggrieved
users have pursued other avenues of relief through non-
contract-based legal theories, they have met with little
success. For computer, software, and datausers, theL atin
maxim of caveat emptor still applies—Ilet the buyer be-
ware.

BACKGROUND

In the United States, commercial transactions are gov-
erned by contract law; a collection of rules of law which
providesabasisfor predicting whether acourt will permit
a certain contract provision to be enforced. Most courts
and legal commentators now agreethat intransactionsin
which an ultimate software product isto bedelivered, the
software is classified as a “good” and the associated
contractsaregoverned by the Uniform Commercial Code
(UCCor“Code”) (Horovitz, 1985; Rodau, 1986). Article2
of the UCC applies to contracts for the sale of goods.
Technically, most softwareisacquired through alicense
rather than a sale. As far as the courts are concerned,
however, software licenses are treated as ordinary con-

tracts accompanying the sale of products, and therefore
aregoverned by the UCC (ProCD, 1996).

Aggrieved computer and software users, and particu-
larly usersof inaccurateinformation, have sought redress
through non-contract-based theories based on a separate
body of law known astorts. However, without being able
to show someform of injury to aperson or destruction of
physical property, these claims generally fail.

SOFTWARE CONTRACTS

Application of the UCC to software contracts meansthat
the Code’ sprovisionsrelating to warranties, consequen-
tial damages, and disclaimersof liability will also apply.
Warranties can provide legal protection to the buyer
regarding the quality of the goods (such as computer
hardware or software) that are the subject of the contract.
TheUCC, however, alsoallowstheseller tolimit or exclude
any or all of thewarranties. When avendor does provide
alimited warranty—for exampl e, that ahard disk drivewill
function properly for one year after purchase or that a
software programwill carry out itsbasicinstructionswith
minimal errors—itisusually accompanied by alimitation
of remedies. By contract, the purchaser agreesthat in the
event the product does not live up to its represented
quality, thepurchaser’ sremedies(and, hence, thevendor’s
liability) will be limited by the terms of the contract’s
limitation of remediesclause—usually arepair or replace
option for defective hardware or arefund of the purchase
price of software.

Often acomputer hardware or software customer suf-
fersdamagesbeyond the cost of the hardware or software
if there is a problem. The customer’s business may be
effectively shut down, or severely curtailed, if the com-
puter system is not functioning properly. This type of
damagesisknown asconsequential damages—occurring
indirectly asaresult of the problem with the product. The
UCC providesthat consequential damagesmay belimited
or excluded unless the limitation or exclusion is uncon-
scionable. Limitation of consequential damagesfor injury
tothe personinthe case of consumer goodsis, onitsface,
unconscionable, but a limitation of damages where the
lossiscommercial isnot.
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The exclusion of consequential damagesin commer-
cial transactions under the UCC is considered merely an
allocation of unknown or indeterminable risks and is
almost alwaysupheld. It hasbecome standard practicein
the computer industry, particularly for software publish-
ers, toprovidevery limited expresswarranties, disclaimall
other warranties, and severely limit remediesintheevent
of abreach of contract. Thesedisclaimersand limitations
of remedies are invariably enforced by the courts.

Theinitial premiseunder which disclaimersand limi-
tations are allowed isthat the parties negotiate the terms
of theunderlying agreement. Intoday’ ssoftwaretransac-
tion, however, “bargaining,” at least on the part of the
buyer, often consists of clicking on an “1 Agree” button
during software installation. Most software is acquired
through ashrinkwrap (or clickwrap or browsewrap) agree-
ment. Despitethelack of bargaining power onthe part of
the purchasers, in nearly all cases, shrinkwrap agree-
mentshavebeen held enforceable. Theresultisthat avast
amount of software is acquired through a form contract
withno opportunity to bargainfor warrantiesor remedies.

The historic context of contracts was that the parties
negotiated thetermsof theagreement. Inparticular, it was
believed that the purchaser was willing to assume some
risk that the acquired product may not meet all expecta-
tions—through limited warranties and remedies—in ex-
changefor alower price. Inthe modern computer-related
contracting scenario, however, the purchaser assumesall
the risk. Despite theoretical underpinnings surrounding
the creation of the UCC to provide buyers and sellers
equal protections(Alces, 1999), thereality isthat modern
contracting practices provide no protection against the
substantial losses businesses may encounter, and have
encountered, when they cannot operate their business
because data are lost or the computer system fails to
operate properly.

TORT-BASED FORMS OF LIABILITY

Since software is generally considered a product for
contracting purposes, it islogical to consider whether a
vendor would be held liable for damages resulting from
defective hardware or software under the doctrine of
products liability. Products liability law protects those
who suffer injuriesasaresult of adefective product. The
law imposes upon a vendor strict liability for placing a
defectiveproductinthestream of commerce. Thisliability
appliesregardless of the amount of care exercised by the
vendor in the preparation and sale of the product.
However, the vendor of a defective product is only
strictly liablefor certaintypesof damages suffered by the
product’ susers: personal injury or damageto other physi-

cal property. To date, there hasbeen no reported success-
ful products liability lawsuit regarding defective com-
puter hardware or software. All courtsthat have directly
addressed the issue of whether products liability applies
to defective computer hardware or software have ruled
against application on the basis that the damages sus-
tained are categorized as economic loss—a remedy not
availableunder productsliability law.

The “economic loss rule” provides that where no
person or other property isdamaged, theresulting lossis
purely economic (East River, 1986). A few computer pur-
chasers have argued that data lost due to defective
hardware or a defective computer system constitutes
damageto “ other property.” The courtsthat have consid-
ered thisargument have uniformly rejected it. The courts
consider the data as integrated into the computer system
(Transport Corporation of America, 1994).

Even when the software vendor knows of a defect in
the software and fails to notify the user, if the damages
suffered are limited to economic losses, atort claim of
negligencewill alsofail (Hou-Tex, 2000). The economic
lossruleprovidesasubstantial barrier to any recovery for
defective computer hardware or software, regardless of
whether the purchaser pursuesaclaimfor productsliabil-
ity or negligence.

LIABILITY FOR PUBLISHING
INACCURATE DATA

The Internet has revolutionized the mass delivery of
information. However, information wasdelivered online
long beforethecommercialization of theInternet. A criti-
cal dimension of onlineinformation delivery isthe speed
at whichinformation isdisseminated, not necessarily the
extent of that dissemination. Dueto the speed of dissemi-
nation, however, information delivered online is not al-
ways accurate. The legal issue that arises is whether
someonewho claimsdamagesasaresult of aninaccuracy
canholdtheelectronic publisher of thatinformationliable
for those damages. As a general rule, they cannot.

Historically, the courts have generally not held pub-
lishersliableforinaccuraciesintheinformationthey have
published. There is an almost absolute immunity for
publishers of information they do not author (Birming-
ham, 1992). Where the publisher does not author or
guarantee the contents of the publication, it has no duty
toinvestigate and warn its readers of the accuracy of the
contents of its publications.

Courts have, however, carved out an exception when
theinformationinvolvedishighly technical innature. For
example, some courts have held a publisher liable for
injuries suffered as a result of inaccurate aeronautical
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