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INTRODUCTION

Real-time systems have undergone an evolution in the 
last several years in terms of their number and variety of 
applications, as well as in complexity. A natural result of 
these advances, coupled with those in sensor techniques 
and networking, have led to the rise of a new class of ap-
plications that fall into the distributed real-time embedded 

advancements in device scaling have been instrumental in 
enabling the mass production of such devices at reduced 
costs. As a result, applications with a number of internet-
worked embedded systems have become prominent. At the 
same time, there has been a need to move from stand-alone 
real-time unit into a network of units that collaborate to 
achieve a real-time functionality. Extensive research has 
been carried out to achieve real-time guarantees over a set 

time applications in domains, such as industrial processing, 
military, robotics and tracking, that require the nodes to com-
municate over the wireless medium where the application 
dynamics prevent the existence of a wired communication 
infrastructure. These applications present challenges beyond 
those of traditional embedded or networked systems, since 
they involve many heterogeneous nodes and links, shared 
and constrained resources, and are deployed in dynamic 
environments where resource contention is dynamic and 

that achieve competing requirements, such as time sensitive 

we discuss some applications in this category, and discuss 
their requirements and the research challenges. 

Safety-critical mobile applications running on resource-
constrained embedded systems will play an increasingly 
important role in domains such as automotive systems, 
space, robotics, and avionics. The core controlling module 
in such mission critical applications is an embedded system 
consisting of a number of autonomous components. These 

-
tively communicating with each other to achieve the desired 

functionality. In these applications, a failure or violation of 
deadlines can be disastrous, leading to loss of life, money, 
or equipment. Hence, there arises a need to coordinate and 
operate within stringent timing constraints, overcoming the 

used in urban search and rescue missions cooperate together 
-

ing environment to remain safe and secure, not only must 
internal computations of robots meet their deadlines, but 
timely coordination of robots behavior is also required (Re-

embedded applications include target tracking systems that 
perform surveillance, detection, and tracking of time critical 

where a team of autonomous robots cooperate in achieving 
a common goal such as using sensor feeds to locate trapped 

include the use of networked embedded systems to monitor 

real-time constraints in response to transient events, such as 
fast-moving targets, where the time to detect and respond 

for example, communication delays within sensing and ac-
tuating loops directly affect the quality of tracking. While 
providing real-time guarantees is the primary requirement 
in these applications, mechanisms need to exist to meet 
other crucial system needs such as energy consumption and 

there are tradeoffs involved in balancing these competing 
requirements.

BACKGROUND

The typical architecture in a distributed real-time embedded 
system consists of several processor-controlled nodes inter-
connected through one or more interconnection networks. 
The system software running on each node enables the 
execution of one or more concurrent tasks that are activated 
by the arrival of triggering events generated by the external 
environment, a timer, or arrival of a message from another 
task. A response to an event generally involves several tasks 
to be executed on different nodes, and several messages to be 
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exchanged in the network. The tasks on the same node may 
share data and resources using synchronization mechanisms 
present in shared memory systems, and also interact with tasks 
on other nodes by exchanging messages using the services 

functioning of the whole system, each individual task, as 
well as all the messages exchanged, need to be completed 

The workload in the majority of the distributed embedded 
real-time applications is similar to those found in traditional 
real-time systems comprising of periodic and aperiodic tasks. 
Periodic tasks form the base load invoked at regular intervals, 
while aperiodic tasks include the transient load generated 
in response to alarm or an external environment stimuli. 
However, one can expect stronger cooperation between the 
internetworked units in more dynamic and complex systems 
inducing richer communication patterns than simple periodic 

primary requirement is that there is an end-to-end timing 
requirement that needs to be met. This implies that there 
exists a set of messages with complex precedence constraints 
that need to be exchanged between the networked nodes 
before some deadline. Hence, one needs to characterize the 
different message communications and computations that are 
possible, and perform a preruntime analysis to guarantee, a 

a distributed real-time system, the ability to meet task dead-
lines largely depends on the underlying task allocation, and 
hence, we need a preruntime task allocation algorithm that 
takes into consideration the real-time constraints. Intertask 

these distributed applications and hence, the design needs 
to account for the effect of delays imposed by the com-
munication network and precedence constraints imposed 
by the communicating tasks during task allocation. Since 
the inherent nature of many of the discussed applications 
precludes the use of wired networks, wireless networks are 
commonly used in such applications. 

The wireless medium is inherently unreliable due to 
characteristics such as fading and interference. Hence, 
to guarantee that tasks should meet timing constraints, it 
becomes necessary to develop techniques that characterize 
the unreliability in the network channel, and take them into 
account while making transmission scheduling decisions. 
Energy management is another crucial aspect for internet-
worked embedded devices. These devices contain not only 
radio and computer components, but also complete system 
functionalities, such as networking functions across all 
levels of the protocol stack. Energy savings and allocation 
among these modules will affect the life time of these bat-
tery-powered devices. Energy management also needs to be 
considered, together with other constraints in size, real-time 
requirements, functionalities, and network connectivity.

In summary, the combination of temporal requirements, 
limited resources and power, networked system architectures, 
time-varying wireless channel, and high reliability require-
ments presents unique challenges

management algorithms for energy-constrained and highly 
dynamic wireless networks in order to support end-to-end 
system requirements that are comparable to their wireline 
counterparts.

MAIN FOCUS OF THE CHAPTER

Energy management is one of the key issues in the design 
and operation of networked embedded systems, which 
involves energy management at the system level consider-

embedded computing, there are well known techniques, 

-

communication, techniques such as dynamic modulation 
-

adaptive duty cycling have been employed for minimizing 
energy consumption. These techniques essentially provide 
energy-time tradeoff, that is, the lesser the time taken for 
execution of tasks or transmission of messages, the higher 
the energy consumed. 

Our research contributions are in the design of a com-
prehensive energy management framework, with associated 
off-line and online scheduling algorithms, for networked 
embedded systems. In system-level energy management 

the fundamental question to be answered is how much of the 
available slack be allocated to each of task execution and 
message transmission. In general, the computation energy 

-

available technologies. Therefore, allocating as much slack 
as possible for communication energy optimization sounds 
appealing on the surface. However, our analysis shows that 
there is a diminishing return when the transmission time is 
increased beyond a certain threshold, with coding taken into 

be allocated in a balanced manner between computing and 
communication subsystems, considering current energy 
levels of tasks and messages and the channel condition. 
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