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Holistic and Law Compatible 
IT Security Evaluation:

Integration of Common Criteria, ISO 
27001/IT-Grundschutz and KORA

ABSTRACT

Common Criteria and ISO 27001/IT-Grundschutz are well acknowledged evaluation standards for the 
security of IT systems and the organisation they are embedded in. These standards take a technical 
point of view. In legally sensitive areas, such as processing of personal information or online voting, 
compliance with the legal specifications is of high importance, however, for the users’ trust in an IT 
system and thus for the success of this system. This article shows how standards for the evaluation of 
IT security may be integrated with the KORA approach for law compatible technology design to the 
benefit of both – increasing confidence IT systems and their conformity with the law on one hand and 
a concrete possibility for legal requirements to be integrated into technology design from the start. The 
soundness of this interdisciplinary work will be presented in an exemplary application to online voting.
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INTRODUCTION

Embedding IT in everyday life, brings not only 
many advantages, but also increases risks. For 
example, in case of malfunction economic dam-
ages or – in the worst case – damages for life and 
health are possible. IT security plays a key role 
in preventing these risks. In order to make IT 
security measureable and comparable, different 
standards for the evaluation of IT Security have 
been developed. As an internationally accepted 
standard, the Common Criteria are used for the 
evaluation of IT related products. This evaluation 
only includes security objectives, directly related 
to the IT product. However, security objectives 
concerning the product environment are also 
of importance when analysing IT security. A 
broader approach is chosen by ISO 27001/IT-
Grundschutz with its organisational perspective: 
Here, organisation, infrastructure, applications and 
employees are considered. In combination they 
constitute the so called information domain to be 
protected. Thus ISO 27001/IT-Grundschutz aims 
at enforcing and evaluating a basic protection level 
for complete organisations. Usually, IT security 
evaluation standards, such as Common Criteria 
or ISO 27001/IT-Grundschutz consider system 
security from a technological and organisational 
point of view and do not specifically integrate 
legal requirements for the system in different 
contexts. A fixed integration of national law into 
internationally applicable standards would be 
impractical. Integrating legal evaluation of IT 
security is crucial, however, for systems to be 
designed in a law compatible way. This might 
lead to higher acceptance and increasing trust 
by users. Integration with IT security evaluation 
standards would provide the law with an effective 
option to accomplish its normative requirements 
in IT environments. Legal requirements should 
be integrated with such standards in an easy and 
flexible way, in order to be able to adjust them 
to different jurisdictions and application areas. 

Thus, IT security evaluation and assertion of legal 
requirements would both benefit from integration.

Therefore, we proceed to show how the ap-
proach for law compatible technology design 
KORA (Konkretisierung rechtlicher Anforderun-
gen/ concretisation of legal requirements), Com-
mon Criteria and ISO 27001/IT-Grundschutz may 
be integrated into an evolving interdisciplinary 
approach for the design and evaluation of secure 
and law compatible IT systems. After presenting 
the state-of-the-art of related work, the article 
will first give an extended overview of the ap-
plied approaches and standards. Then it will be 
shown how these approaches and standards may be 
integrated into one evolving interdisciplinary ap-
proach for law compatible IT-security evaluation. 
We first describe possible interfaces between the 
presented approaches and standards and illustrate 
possible combinations. Afterwards, application of 
our concept will be shown by way of an example 
from online voting: ballot secrecy in remote online 
voting systems. Finally, a conclusion will be given 
on the results of the interdisciplinary work and an 
outlook on necessary future work.

RELATED WORK

As IT security engineers and lawyers have a dif-
ferent professional background, difficulties often 
arise when working together on a topic. Even if 
both strive for the same goal, they usually operate 
by means of different approaches and different 
terms or the same term indicates slightly or even 
totally different concepts. In order to be able to 
operate effectively, a mutual basis must be found. 
Already several works have been conducted con-
sidering the question of how to enhance security 
evaluation approaches with legal aspects.

Breaux et al. (Breaux & Antón, 2005a; Breaux 
& Antón, 2005b; Breaux & Antón, 2008; Breaux, 
Vail, & Antón, 2008) address the challenges of 
highly regulated domains, in their case the U.S. 



 

 

18 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/holistic-and-law-compatible-it-security-

evaluation/128705

Related Content

Seismic Reliability Analysis in the Framework of Metamodelling Based Monte Carlo Simulation
Shyamal Ghosh, Soham Mitra, Swarup Ghoshand Subrata Chakraborty (2017). Modeling and Simulation

Techniques in Structural Engineering (pp. 192-208).

www.irma-international.org/chapter/seismic-reliability-analysis-in-the-framework-of-metamodelling-based-monte-carlo-

simulation/162919

MARS and Neural Network Models for Shear Strength Prediction of Squat Reinforced Concrete

Walls: Shear Strength of Squat Reinforced Concrete Walls
Anthony T.C. Gohand Wengang Zhang (2017). Modeling and Simulation Techniques in Structural

Engineering (pp. 294-327).

www.irma-international.org/chapter/mars-and-neural-network-models-for-shear-strength-prediction-of-squat-reinforced-

concrete-walls/162923

Polynomial Correlated Function Expansion
Souvik Chakrabortyand Rajib Chowdhury (2017). Modeling and Simulation Techniques in Structural

Engineering (pp. 348-373).

www.irma-international.org/chapter/polynomial-correlated-function-expansion/162925

Analysis of Pedestrian Road Crossing Behaviour in Urban Areas
Eleonora Papadimitriou, George Yannisand John Golias (2016). Civil and Environmental Engineering:

Concepts, Methodologies, Tools, and Applications  (pp. 1140-1155).

www.irma-international.org/chapter/analysis-of-pedestrian-road-crossing-behaviour-in-urban-areas/144544

Ventilation and Air Conditioning in Tunnels and Underground Stations
Frederic Waymeland Christophe Butaud (2016). Handbook of Research on Emerging Innovations in Rail

Transportation Engineering (pp. 580-604).

www.irma-international.org/chapter/ventilation-and-air-conditioning-in-tunnels-and-underground-stations/154431

http://www.igi-global.com/chapter/holistic-and-law-compatible-it-security-evaluation/128705
http://www.igi-global.com/chapter/holistic-and-law-compatible-it-security-evaluation/128705
http://www.irma-international.org/chapter/seismic-reliability-analysis-in-the-framework-of-metamodelling-based-monte-carlo-simulation/162919
http://www.irma-international.org/chapter/seismic-reliability-analysis-in-the-framework-of-metamodelling-based-monte-carlo-simulation/162919
http://www.irma-international.org/chapter/mars-and-neural-network-models-for-shear-strength-prediction-of-squat-reinforced-concrete-walls/162923
http://www.irma-international.org/chapter/mars-and-neural-network-models-for-shear-strength-prediction-of-squat-reinforced-concrete-walls/162923
http://www.irma-international.org/chapter/polynomial-correlated-function-expansion/162925
http://www.irma-international.org/chapter/analysis-of-pedestrian-road-crossing-behaviour-in-urban-areas/144544
http://www.irma-international.org/chapter/ventilation-and-air-conditioning-in-tunnels-and-underground-stations/154431

