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ABSTRACT

This chapter provides an analysis of the data protection rules in EU law, focusing on the constitutional

and legal developments after the entry into force of the Lisbon Treaty. It examines the jurisprudence of

the Court of Justice of the EU on data protection issues, including the recent decisions of the Court on

metadata retention and the new right to be forgotten. It concludes with a critical comment on the pos-

sibilities and limitations of the EU to provide for effective and comprehensive data protection.

1. INTRODUCTION

The rapid expansion of the Internet, the develop-
ment of new technologies which make possible
the use of big data and the fight against terrorism
and serious crime have led to an unprecedented
need for exchange of personal data. Data protec-
tion in Europe was born out of the concerns raised
in the 1970s about the establishment of huge data
banks and the increasingly centralized processing
of personal data. In the EU, the first data protection
legal instrument, the Data Protection Directive was
adopted in 1995. Since then data protection has
gone along way culminating to its constitutional
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recognition as a fundamental right next to pri-
vacy in the EU Charter of Fundamental Rights.

The present chapter provides an analysis of
the data protection rules in EU law, focusing
on the constitutional and legal developments
after the entry into force of the Lisbon Treaty.
It examines the jurisprudence of the Court of
Justice of the EU on data protection issues,
including the recent decisions of the Court
on metadata retention and the new right to be
forgotten. It concludes with a critical comment
on the possibilities and limitations of the EU to
provide for effective and comprehensive data
protection.
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2. THE EU DATA PROTECTION
REGIME AFTER THE
LISBON TREATY

2.1 The Lisbon Treaty
and Constitutional
Developments in the EU

In 2004, two failed referendums in France and
the Netherlands marked the early end of the
ambitious EU Constitutional Treaty (or the
Treaty establishing a Constitution for Europe).
Not very long after this, the Lisbon Treaty was
signed on December 13, 2007 and entered into
force on December 1% 2009. The Lisbon Treaty
was presented by its authors —the EU Member
States- as an amending Treaty of the founding
Treaties of the EU that aimed to introduce only
an ‘incremental change’ (Cremona, 2012, p. 40)
and not the complete new legal framework that
the Constitutional Treaty proposed. However,
the Lisbon Treaty represents an important new
departure for the EU (Berman, 2012, p. 3) and
marked a new era for the EU constitutional and
human rights framework in general and the right
to data protection in particular.

The pre-Lisbon EU constitutional framework
was built-up on the so-called three —pillar system:
the first encompassed the European Community
(EC) Treaty and Euratom (and formerly the Coal
and Steel Community); the second the provisions
on Common Foreign and Security Policy (CFSP);
and the third the provisions on Police and Judicial
Cooperationin Criminal Matters (PJC). The pillar
structure was considered very problematic as the
different pillars were comprised of different rules
concerning institutions, decision-making instru-
ments and procedures, decision-making powers,
judiciary competences and the protection of hu-
man rights and fundamental freedoms (Dougan,
2007, p. 617). The Lisbon Treaty abolished the
pillar system of the EU. It amended the Treaty on
the European Union (TEU) and the EC Treaty by
renaming the latter the Treaty on the Functioning

of the EU (TFEU). Essentially, the provisions of
the former first and third pillars are now found
in the TFEU, while the ‘distinctive’ rules relating
to the CFSP are found in the TEU. These amend-
ments have major implications for the right to data
protection that will be discussed in detail below.

At this point before the analysis moves on to
discuss data protection in the post-Lisbon era, one
further major development introduced by the Lis-
bon Treaty should be mentioned. The EU Charter
of Fundamental Rights (EUCFR) was given legal
force by the Lisbon Treaty and is now incorpo-
rated into European constitutional law (Anderson
& Murphy, 2012, p. 155). The Charter, which
constitutes the EU’s own written bill of rights,
enjoys now the same legal value as the Treaties.
In fact, the Lisbon Treaty recognizes in Article 6
TEU three formal sources for EU human rights
law: the first is the EUCFR, the second is the ac-
cession of the EU to the European Convention for
the Protection of Human Rights and Fundamental
Freedoms (ECHR), and the third is the protection
of fundamental rights as ‘general principles of EU
law’ that have been developed by the European
Court of Justice (ECJ) (now: Court of Justice of
the EU (CJEU) over the years.

2.2 The Constitutional Framework
for the EU Data Protection Regime

The current constitutional legal base for mea-
sures concerning data protection within the
EU is Article 16 TFEU. The substantive part
of this provision stipulates that “[e]veryone
has the right to the protection of personal data
concerning them” (paragraph 1). Article 16
TFEU, which replaces Article 286 EC, applies
both to the former first and third pillars and
provides for the use of the ordinary legislative
procedure (Peers, 2011, p. 874) when rules
“relating to the protection of individuals with
regard to the processing of personal data by
Union institutions, bodies, offices and agencies,
and by the Member States when carrying out

25



25 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/data-protection-in-eu-law-after-lisbon/123524

Related Content

Text Mining, Names and Security

Paul Thompson (2008). Information Security and Ethics: Concepts, Methodologies, Tools, and Applications
(pp. 1006-1011).

www.irma-international.org/chapter/text-mining-names-security/23139

A Literature Review on Image Encryption Techniques

S Geetha, P Punithavathi, A Magnus Infanteenaand S Siva Sivatha Sindhu (2018). International Journal of
Information Security and Privacy (pp. 42-83).
www.irma-international.org/article/a-literature-review-on-image-encryption-techniques/208126

An Efficient Accountable Oblivious Transfer With Access Control Scheme in the Public Cloud
Xin Liuand Bin Zhang (2022). International Journal of Information Security and Privacy (pp. 1-24).
www.irma-international.org/article/an-efficient-accountable-oblivious-transfer-with-access-control-scheme-in-the-public-
cloud/297030

Secure and Flexible Key Protected Identity Framework for Mobile Devices

Kapil Kant Kamal, Monit Kapoorand Padmaja Joshi (2022). International Journal of Information Security
and Privacy (pp. 1-17).
www.irma-international.org/article/secure-and-flexible-key-protected-identity-framework-for-mobile-devices/285023

Digital Copyright Enforcement: Between Piracy and Privacy

Pedro Pina (2011). Personal Data Privacy and Protection in a Surveillance Era: Technologies and
Practices (pp. 241-254).

www.irma-international.org/chapter/digital-copyright-enforcement/50418



http://www.igi-global.com/chapter/data-protection-in-eu-law-after-lisbon/123524
http://www.irma-international.org/chapter/text-mining-names-security/23139
http://www.irma-international.org/article/a-literature-review-on-image-encryption-techniques/208126
http://www.irma-international.org/article/an-efficient-accountable-oblivious-transfer-with-access-control-scheme-in-the-public-cloud/297030
http://www.irma-international.org/article/an-efficient-accountable-oblivious-transfer-with-access-control-scheme-in-the-public-cloud/297030
http://www.irma-international.org/article/secure-and-flexible-key-protected-identity-framework-for-mobile-devices/285023
http://www.irma-international.org/chapter/digital-copyright-enforcement/50418

