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INTRODUCTION

During the lastdecade RFID (Radio Frequency Identifi-
cation) technology became ubiquitous;itcan be used in
almostevery fields of our life. RFID solutions are dated
back to World War II. Axis fighter pilots made special
movements to modify the radar signals reflected from
the surface of their planes, thus differentiated the Axis
and Allied planes on the radar screen. On the other hand
Allied planes were equipped with a so-called Friend or
Foe identification system, which worked on the basis
of a rudimentary challenge-response identification
protocol over radio transmission.

Nowadays, a general RFID system consists of
three main parts (Figure 1); a reader, which transmits
RF signals; tags that are small integrated circuits with
antennae, which use the energy gathered from the RF
field to backscatter the data stored on them; and the
back-end server, which verifies the tags and executes
certain functions. This technology can be used in vari-
ous applications, e.g., personal identification, payment
system, access control, animal tracking, supply-chain
management, and many more.

Many kinds of RFID tags are available on the market,
which vary in storage and computational capacity. From
the cheapest one having very limited computational
capacity and low memory, to the more expensive ones,
which has its own battery, and has high computational
capacity, the most suitable RFID tags for a given ap-
plication might be found. However, all the tags have
low computational capacity; hence the security mecha-
nisms which are in use in computer networks are not
suitable in this environment. For expensive tags with
relatively large computational capacity many secure
communication protocols were developed, for cheap
low-end tags, only a few lightweight protocols exist.
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Upon implementation of an RFID based manage-
ment system many questions emerge concerning the
security of sensitive business information as well as
customer privacy. Letus consider ascenarioinatypical
commercial setup. A customer enters a shopping center
to buy some clothes, books, etc. Since each product
has a unique RFID tag, which is situated inside them,
amalicious attacker with a portable RFID reader could
check the customer’s bag in order to decide there is
some valuable product inside or not.

This is justasimple scenario, where some pieces of
information about a person or product can be obtained
easily; unfortunately more serious problems have to
be faced. Since more and more credit cards are sup-
plied with RFID tags, in addition passports and ID
cards contain RFID tags, rather sensitive information
related to our bank account, or medical record can be
accessed. Hence, the security issues of RFID systems
are very important; authentication protocols, encryption
methods are needed in order to guarantee the secure
communication, moreover our privacy.

BACKGROUND

Similar to other wireless networks, in RFID systems
the communication between a reader and tags uses the
air interface, which is an insecure media and could be
eavesdropped easily. Unprotected communication be-
tween readers and tags via the radio channel may unfold
sensitive information about a tag, e.g., its location, and
indirectly the location of the user who possesses the
tag. First, we introduce the attacker model in this sec-
tion, and in possession of it the relevant security and
privacy threats in RFID environment are discussed.
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Figure 1. Common RFID system architecture
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Attacker Model

An attacker is anyone who could influence the authen-
tication process or simply monitor the radio channel
in such a way that sensitive data could be gained or
modified. Two different types of attackers could be
differentiated: active and passive attackers.

In case of an active attacker, the malicious entity
possesses tools and knowledge by which the com-
munication can be observed and manipulated, e.g.,
intercepting messages and later replay them, modifying
messages or impersonating the parties. Because attack-
ers take part the communication actively, this kind of
attacks could be realized easily. However, in case of an
appropriately designed authentication protocol where
an attacker tries to modify a given message the used
cryptographic functions permit the detection of them.
For instance, if the messages are not sent in plain but
hashed, the receiver could identify any modifications
of the message, thus the attack can be detected.

Passive attacker can only monitor the radio channel
and can eavesdrop and store the messages of the com-
munication for further processing. Since this attacker
does not take part actively in the communication process
and thus does not modify the messages, none of the
parties could detect the presence of them.

Security Vulnerabilities

As the communication between tags and readers oper-
ates via an unprotected media, RFID related concerns
are classified into two categories: security and privacy
related problems. In case of security a legitimate
reader gets information from illegitimate tags, whilst
privacy issues deal with illegitimate readers gathering
information from legitimate tags. As it was mentioned
before, from a consumer’s point of view, privacy re-
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lated problems are typically more important than the
security issues.

Although, plenty of RFID based applications have
been implemented, and the technology is significantly
improved, the security and privacy issues remain
potential risks for the proliferation of this technology.
The security vulnerabilities should be solved to achieve
admirable usage of RFID.

Security Issues

Several security threats occur in RFID systems ob-
structing RFID to become more popular, familiar,
and widespread than before (Thompson, Chaudhry, &
Thompson, 2006). In this section the major security
goals in RFID systems are introduced.

Protection against eavesdropping: Malicious
reader can receive the response from tags without
any knowledge of the owner of the tags. In order to
guarantee that an attacker could not gain any sensitive
information about the tags (or the owner of the tag),
messages should be encrypted to be recognizable only
for authorized ones. By eavesdropping, an adversary
may catch secret information and perform replay at-
tack. Subsequently, the RFID system must be designed
in such a way that attackers cannot acquire any secret
information from the eavesdropped message and it
should resist against the replay attack.

Protection against replay attacks: This kind of
attacks belongs to integrity attacks. In order to im-
personate a tag the attacker uses a tag’s response to
answer the reader’s challenge.

Protection against tracking: This is one of the most
important goals from consumers’ point of view of. Since
the adversary is able to collect the responses from all
the tags, the trackers can reveal when, from where and
how much information is transmitted by a given tag.

4413




10 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/security-aspects-in-radio-frequency-
identification-networks/112883

Related Content

Feature Engineering Techniques to Improve Identification Accuracy for Offline Signature Case-
Bases

Shisna Sanyal, Anindta Desarkar, Uttam Kumar Dasand Chitrita Chaudhuri (2021). International Journal of
Rough Sets and Data Analysis (pp. 1-19).
www.irma-international.org/article/feature-engineering-techniques-to-improve-identification-accuracy-for-offline-

sighature-case-bases/273727

Analyzing Key Decision-Points: Problem Partitioning in the Analysis of Tightly-Coupled,
Distributed Work-Systems

Susan Gasson (2012). International Journal of Information Technologies and Systems Approach (pp. 57-
83).

www.irma-international.org/article/analyzing-key-decision-points/69781

Using Logical Architecture Models for Inter-Team Management of Distributed Agile Teams
Nuno Anténio Santos, Jaime Pereira, Nuno Ferreiraand Ricardo J. Machado (2022). International Journal
of Information Technologies and Systems Approach (pp. 1-17).
www.irma-international.org/article/using-logical-architecture-models-for-inter-team-management-of-distributed-agile-
teams/289996

Storage and Retrieval of Multimedia Data about Unique Bulgarian Bells

Tihomir Trifonovand Tsvetanka Georgieva-Trifonova (2015). Encyclopedia of Information Science and
Technology, Third Edition (pp. 3940-3954).
www.irma-international.org/chapter/storage-and-retrieval-of-multimedia-data-about-unique-bulgarian-bells/112835

Biogeography-Based Optimization Applied to Wireless Communications Problems

Sotirios K. Goudos (2018). Encyclopedia of Information Science and Technology, Fourth Edition (pp. 5967-
5980).

www.irma-international.org/chapter/biogeography-based-optimization-applied-to-wireless-communications-
problems/184298



http://www.igi-global.com/chapter/security-aspects-in-radio-frequency-identification-networks/112883
http://www.igi-global.com/chapter/security-aspects-in-radio-frequency-identification-networks/112883
http://www.irma-international.org/article/feature-engineering-techniques-to-improve-identification-accuracy-for-offline-signature-case-bases/273727
http://www.irma-international.org/article/feature-engineering-techniques-to-improve-identification-accuracy-for-offline-signature-case-bases/273727
http://www.irma-international.org/article/analyzing-key-decision-points/69781
http://www.irma-international.org/article/using-logical-architecture-models-for-inter-team-management-of-distributed-agile-teams/289996
http://www.irma-international.org/article/using-logical-architecture-models-for-inter-team-management-of-distributed-agile-teams/289996
http://www.irma-international.org/chapter/storage-and-retrieval-of-multimedia-data-about-unique-bulgarian-bells/112835
http://www.irma-international.org/chapter/biogeography-based-optimization-applied-to-wireless-communications-problems/184298
http://www.irma-international.org/chapter/biogeography-based-optimization-applied-to-wireless-communications-problems/184298

