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Internet Censorship in China

INTRODUCTION

Freedom of information is an internationally protected 
Human Right and the Internet is said to be unlike any 
other medium with it enabling us to search for, obtain 
and disperse ideas and information and it therefore 
an “enabler” of other human rights (Human Rights 
Council, 2011). It is written in the constitution of 
China that every citizen is granted the right to freedom 
of speech; however these censorship laws contradict 
this freedom of speech and freedom of information. 
It limits the information available to Chinese citizens 
and it indeed manipulates them by injecting pro-CCP 
information and messages throughout the Internet, 
and with the help of multinational corporations what 
chance do the people of China have to fight for their 
freedom of speech. With numerous court cases and 
sentences passed for this ‘criminal activity’, there 
does not seem to be any dramatic change in the future 
of Chinas Internet censorship, aside from an increase 
in their censorship laws and continuous co-operation 
from Internet companies.

Chinas oligarchy consists of the Chinese Com-
munist Party (CCP), who has been in power for over 
60 years. They have always had rules and regulations 
which control the amount of information that the 
Chinese people have access to. China’s constitution 
states that every citizen is granted the right to freedom 
of speech yet their laws seem to contradict this by put-
ting a restriction on the information that the people of 
China can share on the Internet. I intend to explore the 
censorship laws that the CCP have enforced online, 

the self-censorship of multinational companies who 
have made agreements with the CCP, and also some 
court cases that have seen Chinese citizens go to jail 
for lengthy periods of time because of ‘criminal ac-
tivity’ online. With the help on online databases, and 
articles these hazy definitions, agreements and laws 
will hopefully become clearer.

A huge portion of Chinas censorship laws are based 
around self-censorship. This shifts a large portion of 
responsibility onto the Internet providers and Internet 
sites. These self-censorship laws have been working 
in favour of the Chinese Government with all sorts 
of worldwide companies obeying them and working 
with the Government to ensure the Chinese citizens 
themselves do not break these laws. To name but a 
few, Microsoft, Yahoo and Google have all agreed to 
these laws at one time or another. The intention of this 
article is to discuss Chinas Internet censorship laws, 
and highlight some of the issues that have arisen from 
these laws. Censorship has always been prevalent in 
China and with the introduction of the Internet in 1990 
it was no different. Some would argue that regulating 
the Internet is a good thing if the intention is to prevent 
criminal activity. The problem in the case of China is 
the definition of criminal activity.

BACKGROUND

Censorship has always been prevalent in China and its 
media. The CCP introduced the people of China to the 
Internet in 1990. From the beginning of this introduction 
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the Internet was treated no different to any other form of 
media and so came with it. It is only set of censorship 
laws. Some would argue that regulating the Internet is 
a good thing if the intention is to prevent such crimes 
as child pornography, and other online criminal acts. It 
is written in the constitution of China that every citizen 
is granted the right to freedom of speech; however 
these censorship laws seem to contradict this right to 
freedom of speech (Bennett, 2013).

Before we look at the law a closer eye should be 
cast to the infrastructure which is described by Cherry 
(2005). Chinas Network is called CN2, and is made 
up of over 200 routers which an installed throughout 
the country. These routers, made by companies such 
as Juniper and Cisco, are of the best in the world and 
before this the technology at hand was limited in China, 
so too was the methods of censorship. But now that 
technology is no longer a constraint censorship is ‘a 
matter of politics than of technology’. These routers will 
have access to a database of banned names, phrases and 
words. In total Zittrain, et al (2003) says that there are 4 
filtering methods in total; Webserver IP address, DNS 
server IP address, keywords, DNS redirection. Although 
all these measures are put in place the government do 
not solely depend on this technology. There is a law 
in place whereby all Internet businesses and Internet 
providers must apply for a license to allow them to 
operate online. These licenses will not be given out so 
easily, and once gained the business must install their 
own censor-ware to screen for banned names, phrases 
and words. If they do not adhere to these rules then 
the license will be taken from them and their business 
shut down, according to Cherry (2005). There was a 
separate police force established in 2000, the Internet 
Police. Their job is to investigate online crimes; vi-
ruses, hacking, pornography and politically sensitive 
material. The main culprit of this ‘criminal activity’ 
is the politically sensitive material. The censorship 
laws themselves are written in such broad terms. For 
example, ”topics that damage the reputation of the 
State” are banned but this is so vague that it makes 
it difficult for the user to know which words, names, 
topics and phrase they can and cannot discuss (Human 
Rights Watch, 2001).

The official battle between China and Google 
was launched by China in 2002 when the Chinese 
Government prevented local access to Google.com, 
needless to say Google were not pleased by this move. 
In February 2004 Google News China was blocked 

by the Chinese government, this spurred Google to 
invest in Baidu (the leading search engine in the Chi-
nese cyber market) a mere 4 months later. Then came 
2006 when Google officially made the move into the 
Chinese cyber market, with 384 million online users 
(in 2006, this figure has since grown to 538 million in 
2013) it is the cyber market with the most potential in 
the world. When a company enters the Chinese cyber 
market it does so by agreeing to strictly obey by the 
Chinese Internet Censorship laws. It was a short lived 
partnership because after a mere 4 years in the Chinese 
cyber market, Google pulled out of China in 2010.

Google maintains that during its 4 years in China 
they were hacked, they blamed these hackings on the 
Chinese Government and stated that they are very ca-
pable of sophisticated cyber-attacks (Ho et al., 2011). 
Next Google stopped filtering their searches, this was a 
blatant breach of their agreement with the Government 
to which they responded by saying that Google have 
broken the written vow that had been made in 2006 
by lifting their filtered searches and by blaming China 
for the so called hackings. A spokesperson stated, ‘…
we express our discontent and indignation to Google 
for its unreasonable accusations and conduct’. Google 
now tend to speak out about the wrongful censorship 
of China, but are they in a position to condemn it when 
they adhered to the laws for 4 years. Most are of the 
opinion that Google are no better than the rest of the 
companies who filter their sites and block content from 
the people of China (Ingram, 2010).

There have been countless cases brought into the 
court room in China dealing specifically with the In-
ternet censorship laws. The following are two which 
were convicted with the aid of the Yahoo Corporation. 
Wang Xiaoning, a 57 year old engineer, kept an online 
journal which he used to express his opinions on cor-
ruption and as an aid to promote democracy within 
China. In 1999 Xiaoning’s belongings were seized, 
without warrant, by the Chinese Public Security Bu-
reau while citing a “violation of administrative laws.” 
But Xiaoning did not stop there; he continued to post 
his journals online using Yahoo Groups, among other 
online methods, in order to circulate them. Yahoo soon 
took note of his Yahoo Group activity and banned him 
from using it for circulating his journals. Undeterred 
by this ban Xiaoning sent several copies of his jour-
nals to members of the Yahoo Group through private 
email address, as well as some foreign websites. Yahoo 
gave the Chinese police his email address along with 



 

 

3 more pages are available in the full version of this document, which may be

purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/internet-censorship-china/112546

Related Content

Artificial Intelligence Technology-Based Semantic Sentiment Analysis on Network Public Opinion

Texts
Xingliang Fan (2023). International Journal of Information Technologies and Systems Approach (pp. 1-14).

www.irma-international.org/article/artificial-intelligence-technology-based-semantic-sentiment-analysis-on-network-

public-opinion-texts/318447

Optimization of Antenna Arrays and Microwave Filters Using Differential Evolution Algorithms
Sotirios K. Goudos (2018). Encyclopedia of Information Science and Technology, Fourth Edition (pp. 6595-

6608).

www.irma-international.org/chapter/optimization-of-antenna-arrays-and-microwave-filters-using-differential-evolution-

algorithms/184354

Field-Programmable Gate Array
Mário Pereira Véstias (2021). Encyclopedia of Information Science and Technology, Fifth Edition (pp. 257-

270).

www.irma-international.org/chapter/field-programmable-gate-array/260191

Using an Adapted Continuous Practice Improvement Model to Support the Professional

Development of Teachers in a Collaborative Online Environment
Pamela Cowan (2015). Encyclopedia of Information Science and Technology, Third Edition (pp. 7419-

7428).

www.irma-international.org/chapter/using-an-adapted-continuous-practice-improvement-model-to-support-the-

professional-development-of-teachers-in-a-collaborative-online-environment/112440

Strategy for Performing Critical Projects in a Data Center Using DevSecOps Approach and Risk

Management
Edgar Oswaldo Diazand Mirna Muñoz (2020). International Journal of Information Technologies and

Systems Approach (pp. 61-73).

www.irma-international.org/article/strategy-for-performing-critical-projects-in-a-data-center-using-devsecops-approach-

and-risk-management/240765

http://www.igi-global.com/chapter/internet-censorship-china/112546
http://www.irma-international.org/article/artificial-intelligence-technology-based-semantic-sentiment-analysis-on-network-public-opinion-texts/318447
http://www.irma-international.org/article/artificial-intelligence-technology-based-semantic-sentiment-analysis-on-network-public-opinion-texts/318447
http://www.irma-international.org/chapter/optimization-of-antenna-arrays-and-microwave-filters-using-differential-evolution-algorithms/184354
http://www.irma-international.org/chapter/optimization-of-antenna-arrays-and-microwave-filters-using-differential-evolution-algorithms/184354
http://www.irma-international.org/chapter/field-programmable-gate-array/260191
http://www.irma-international.org/chapter/using-an-adapted-continuous-practice-improvement-model-to-support-the-professional-development-of-teachers-in-a-collaborative-online-environment/112440
http://www.irma-international.org/chapter/using-an-adapted-continuous-practice-improvement-model-to-support-the-professional-development-of-teachers-in-a-collaborative-online-environment/112440
http://www.irma-international.org/article/strategy-for-performing-critical-projects-in-a-data-center-using-devsecops-approach-and-risk-management/240765
http://www.irma-international.org/article/strategy-for-performing-critical-projects-in-a-data-center-using-devsecops-approach-and-risk-management/240765

